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I. INTRODUCTION

The advent of cyberspace and subsequent development of its many applica-
tions has transformed both the public and private sectors like few technological
developments before it. Though much of this innovation has proven beneficial, the
rapid pace of cyberspace development has often outstripped the law’s ability to
address those innovations which are not. In particular, reconciling state cyberspace
operations with the international law applicable to armed conflict has proven
difficult. This body of law is divided into two broad categories: the law govern-
ing the conditions under which states may lawfully resort to armed force—the
Jjus ad bellum—and the law governing the manner in which belligerents fight once
a conflict has commenced—the jus in bello.') The jus ad bellum and its reconcil-
iation to cyberspace operations is the focus of this article.

The modern jus ad bellum is rooted in the idea of “force,” a concept that will
later be covered in greater detail. For now, it is enough to note that Article 2(4) of the
United Nations Charter prohibits the use or threat of force unless a narrow excep-
tion applies.[?] Consequently, the threshold matter in any jus ad bellum-related
analysis is whether a particular action amounts to a threat or use of force. The
issue is deceptively straightforward, and particularly so in the case of cyberspace
operations which do not look or act like what is typically considered a use of force.
Malicious code does not, for instance, bear any resemblance to a ballistic missile
or an armored column. The critical issue, then, is what exactly does force look like
when perpetrated through a cyberspace operation?

Much scholarly ink has been spilled trying to develop an analytical tool capable
of a ready response to this question. It should be acknowledged that cyberspace
operations approaching the use of force threshold are exceedingly rare. However,
the time and attention provided this limited category of state actions is warranted
given that states are not limited to an in-kind response to a cyberspace attack. Indeed,
a state that finds itself the victim of an armed attack perpetrated through cyberspace
could conceivably respond with conventional armed force.l3! An analytical model
that distinguishes between force and non-force in cyberspace is thus a matter of
considerable importance, as the potential consequences of Article 2(4)-breaching
cyberspace operations are as grave as they are rare.

Of the efforts to date, the consequentialist approach of the Tallinn Manual
on the International Law Applicable to Cyber Warfare (Tallinn 1.0) and its
second edition, Tallinn 2.0, has gained the most traction.[4],[5] Under the Tallinn
approach,—referred to hereafter as the “effects model”—a cyberspace operation
is a use of force if its effect is analogous to the effect of a kinetic or non-kinetic
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use of force.[% The effects model’s employment of analogy is unremarkable, as

the use of analogical tools is quite common in legal analysis. What is unusual
is the extent to which the effects model’s analogy departs from the traditional
jus ad bellum analysis, which has always focused on the modality used (armed
force) to determine whether a state action violates Article 2(4). Not so under the
effects model’s approach to cyberspace operations, which purports to analogize
effects but makes no similar claim on the means used to create those effects.

Deviating from a time-honored approach is not necessarily wrong, of course, but
it should be done carefully and in full consideration of whether the traditional model
has proven insufficient. As the following analysis will demonstrate, the traditional
means-focused approach to the jus ad bellum was abandoned prematurely in favor
of an imprecise effects-based model that is workable in only a small category of
cases, and worse yet, threatens to undermine the jus ad bellum framework of the
UN Charter. Exacerbating this flaw is the fact that operations approaching the scale
of this small category have not occurred and are unlikely to, which results in apply-
ing the effects model to scenarios to which it is least analytically suited. The result
is that in the world of cyberspace operations as they actually exist, the effects model
falls short of the mark.

Avoiding these pitfalls and successfully reconciling cyberspace operations to
the jus ad bellum lies not in wholly abandoning a means-based test or in embracing
a purely consequential comparison, but rather in analogizing cyberspace operations
to a type of armed force it closely resembles, namely, electronic warfare. Electronic
warfare and cyberspace operations are remarkably similar in how they work, how
they are used, and even in their limitations. By virtue of these shared character-
istics, electronic warfare is able to analogically bridge the gap between armed
force and cyberspace operations, thus permitting analysis under a more traditional
Jjus ad bellum. The result is a more precise analogy capable of analyzing the world
of cyberspace operations as it exists, and of doing so in a manner that upholds,
rather than undermines, the UN Charter framework.

In making the case for this new analogical model, this article will begin in
Part II with a brief history of the jus ad bellum and efforts to date to apply its legal
principles to cyberspace operations. Part I1I begins with the characteristics of strong
legal analogies and then demonstrates the level of similarity between cyberspace
operations and electronic warfare. Part IV analyzes the wisdom of adopting the
proposed analogical model in light of the text and purpose of the UN Charter, as
well as how the UN Charter has been interpreted by the International Court of
Justice and by state practice in the cyberspace context. Part V provides three princi-
ples to guide application of the electronic warfare-cyberspace operations analogy,
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and Part VI completes the analysis by demonstrating the fundamental weaknesses
of the effects model. Finally, in Part VII, the article concludes with final thoughts
on the wisdom of using the electronic warfare-cyberspace operations analogy. The
ultimate conclusion is that the effects model was a step too far and it is time for a
return to judging cyberspace operations through a more traditional approach to the
Jjus ad bellum.

II. Jus Ap BELLum — A BRIEF HISTORY

The modern jus ad bellum has its origins in the 1648 Peace of Westphalia, a
series of treaties that ended Europe’s Thirty Years War and established principles
designed to prevent war in the future.l”! This contribution to peaceful dispute
resolution was short-lived, however, and by the nineteenth and early twentieth
centuries states considered themselves free to “wage war ... without reservation
... for any reason on earth.”[3] To the extent the jus ad bellum even existed during
this period, whether its requirements were met was entirely the business of the
state that wished to wage it.L7!

Coinciding with this mindset was an explosion of technological develop-
ment and industrial capacity that produced new and more powerful weapons.!'"!
Consequently, an era in which states were somewhat cavalier about resorting to
war happened to correspond with the ability to kill large numbers of people with
ever greater efficiency. Perhaps as a result of this industrialization of warfare, the
idea that a state may resort to war wherever and whenever it wants began to erode.
The Hague Convention (II) of 1907, for instance, expressly forbade using war as
a means of collecting contract debts.l! ] This rather modest restriction did little to
prevent World War I, but it was nevertheless a start. Following World War I came
the League of Nations, which declared all wars a “matter of concern” for its mem-
ber states and permitted collective action should the “peace of nations” be threat-
ened.[!?] Notably, the League of Nations did not prohibit war as such; it simply
made war the rest of the world’s business. Facial remediation of this issue came
via the Kellogg-Briand Pact of 1928, in which member states renounced war as
an “instrument of national policy.”l!3] By the late 1920s, then, the jus ad bellum
consisted of an outright prohibition on war for at least the Kellogg-Briand Pact’s
members states if not also as a matter of customary international law. However,
the Kellogg-Briand Pact’s failure to define “war”l!'*] and the ability of states to
adopt very expansive concepts of self-defense made this prohibition anything
but ironclad, as the widespread death and destruction of World War II readily
demonstrated.[!>]
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In the final months of World War I1, the leaders of 50 nations came together in an
effort to remediate the failures of the past. The end result of their collaboration was
the United Nations,!%] a group and international agreement (the UN Charter) that
would eventually include 193 member states.!'”] Of the many important provisions
in the UN Charter, perhaps the most profound is Article 2(4)’s requirement that
member states “refrain in their international relations from the threat or use of force
against the territorial integrity or political independence of any state, or in any other
manner inconsistent with the Purposes of the United Nations.”l!8! Like many areas
of law, however, the UN Charter includes exceptions to its general rule. The first
is Article 51°s recognition that a state has an inherent right to self-defense when it
has been the victim of an “armed attack.”[1”] Second, the threat or use of force is
permitted when it is authorized by the UN Security Council.[2"]

The modern jus ad bellum—the law governing the conditions under which
states may lawfully resort to force—therefore consists of a general prohibition on
the use or threat of force accompanied by two narrow exceptions!2!! and, depending
on who one asks, a tolerance for uses of force which do not cross a de minimis
threshold.[?2] This distillation of the jus ad bellum is easy to articulate but is often
very difficult to apply. For instance, what exactly is “force”? As alluded to in the
introduction, the majority position is that Article 2(4)’s prohibition on “force” is
really a prohibition of armed force.l?3] In the context of this writing, the question
becomes how that standard should be applied to state actions like cyberspace oper-
ations that bear little resemblance to armed force. In fact, cyberspace operations
often look more like espionage, political coercion, and economic coercion, none of
which violate Article 2(4) despite the fact that such things are harmful to the state
at which they are directed.!2%]

Efforts to reconcile the jus ad bellum to cyberspace operations have generally
fallen into one of three categories. The first is the instrumentality approach, which
looks at how an operation is executed. The critical question here is whether armed
force was used.[2°! If so, the operation was likely a use of force; if not, it was not.
The second approach is a per se rule based on classification of the target. The
issue here is whether the cyberspace operation penetrated a target in a designated
category.[2%] If so, the operation was a use of force. The last approach, the effects
model, focuses on the consequences of the cyberspace operation to determine
whether a violation of Article 2(4) has occurred.2’! Notably, as in the physical
world analysis, the effects model excludes cyberspace espionage,[”%] economic
coercion, and political coercion from the use of force analysis.!2”]
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Of the three models outlined above, the effects model has gained the most
traction among western states.[>%] Under the effects model, a cyberspace operation
violates Article 2(4) when its effects are comparable to “non-cyber” operations that
violate Article 2(4).2!] More specifically, a cyberspace operation is a use of force
if its “scale and effects” are “analogous to other kinetic or non-kinetic actions that
the international community would describe as uses of force.”>2] A key character-
istic of this approach is its reliance on analogy, and more particularly, to an analogy
of effects alone rather than a comparison of the means used to create the effects.
The viability of the effects model as an analytical tool is necessarily tied to the
strength of its analogical approach. Indeed, its usefulness rises and falls thereon,
which begs the question, is the analogy a good one? More importantly, is it the best
one available? The following section begins a deeper look into these questions by
first outlining the characteristics of strong legal analogies, and then examining the
viability of an alternative model—the electronic warfare-cyberspace operations
analogy—through the lens of these overarching principles.

III. ANALYZING ANALOGY — CYBERSPACE TO ELECTRONIC WARFARE

Analogy is a powerful tool in legal analysis. Properly employed, it ensures
similar cases are treated similarly, provides sound legal bases for decisions, and
affords insight into how new issues can be resolved in the future.’3! The idea
behind analogy is that because two items share some characteristics, they should
be treated similarly because of those shared characteristics.>#! In other words, the
two should be treated the same because they basically are the same. Focusing on
similarity alone, however, does not necessarily result in a useful analytical tool.
Instead, the analogy must also “appeal to a sense or intuition ... that it would
be wise to treat the two items similarly ....”[3] An analysis of analogy must,
therefore, answer two questions: how alike are the items being compared, and,
assuming they are similar, is it a good idea to treat the two items the same?

In the context of cyberspace operations, the issue becomes whether some form
of state action or some tool in state arsenals so resembles cyberspace operations
that it makes sense to consider them the same for Article 2(4) purposes. Under the
traditional approach, this means comparing cyberspace operations to a form of
conventional armed force. Cyberspace operations unfortunately do their best to
defy such comparison; data manipulating other data bears little resemblance, for
instance, to the use of a cruise missile.l>%) Mimicking methodology (the “armed”
part of armed force) seems, at least at first blush, an impossibility.
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Nevertheless, before entirely relinquishing traditional notions of force, it is
worth considering whether any form of conventional armed force closely resem-
bles cyberspace operations. As the analysis below reveals, there is one—electronic
warfare—that offers such a comparison. What follows is an overview of the char-
acteristics shared by electronic warfare and cyberspace operations, and an exam-
ination of how the two differ in an important respect. As will be revealed, their
similarities and how they are different create a potent comparison—one that can
be gainfully analogized for Article 2(4) purposes.

A. Shared Characteristics

The electromagnetic spectrum (EMS) is a concept used to describe and
organize the range of electromagnetic radiation, which is, in essence, all of the
invisible waves of energy passing through the universe.l’’] Electronic warfare is
“military action involving the use of electromagnetic and directed energy” to attack
an adversary or control the EMS in some way that is favorable to the military doing
the controlling.>8] Cyberspace operations, on the other hand, involve the use of
devices or computer programs to create some effect in “cyberspace,”Bg] which
the Department of Defense defines as “interdependent networks of information
technology infrastructures and resident data, including the Internet, telecommuni-
cations networks, computer systems, and embedded processors and controllers.”*"]

Based solely on these definitions, electronic warfare and cyberspace operations
appear to have little in common. Upon closer examination, however, the similar-
ities are manifold. Beginning with the broadest similarity, cyberspace operations
and electronic warfare are both non-kinetic.[*!! A kinetic action is one that uses
the “motion of material bodies and the forces and energy associated therewith” to
cause some effect in an object.[*2] A moving bullet damaging the human body as its
energy is expended after impact a good example. The destructive energy produced
by an exploding bomb or high explosive artillery shell is another.

Non-kinetic actions are the reverse, meaning they achieve some result without
relying on the movement of material bodies and associated energy.[*3] An electro-
magnetic pulse weapon, for example, “kills” a machine by using electromagnetic
radiation to overwhelm and destroy its electrical circuitry.[44] Following such a
pulse, the targeted machine is almost certainly non-functional, but its structural
integrity is likely intact. A cyberspace operation that causes an electrical surge
in a machine and destroys its electrical circuitry produces the same result. While
the machine no longer functions, the structure of the machine is likely still whole.
Neither operation required the energy of a moving object to achieve its effect,
which means both are examples of non-kinetic action.
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In addition to being non-kinetic, cyberspace operations and electronic
warfare share a similar range of capabilities. Both can deny use of the EMS,
which implicates things like command and control systems, wireless networks,
cellular service, and radar systems.[*>] Additionally, both are capable of decep-
tion operations,[*%l surreptitious intelligence collection,!*’] and, under the right
conditions, of damaging or destroying physical objects.[*®] What’s more, both
electronic warfare and cyberspace operations can employ these capabilities offen-
sively and defensively.l*?] The mission profiles of both run the gamut from intel-
ligence collection to physical destruction, which, in practical effect, means they
are capable of executing operations on both sides of Article 2(4)’s prohibition on
the threat or use of force.

In addition to being non-kinetic and having comparable operational ranges,
electronic warfare and cyberspace operations are also similar in that both rely on
the EMS. Electronic warfare’s connection is readily apparent; without the ability to
manipulate the EMS, electronic warfare would not exist. The EMS-to-cyberspace
connection is somewhat less obvious, given that cyberspace operations may be
conducted through wired networks. However, the ubiquity of wireless networks
and mobile computing devices (which now includes aircraft and other vehicles),
all of which rely on the EMS for connectivity, means that the path to targets
exploitable through cyberspace is increasingly through the EMS.[2V]

Even more fundamentally, however, is the fact that cyberspace is not just com-
prised of networks, computers, and systems that use the EMS, but rather has its roots
in the EMS itself.>!] Cyberspace, wired or otherwise, is based on electromagnetic
physics. Accordingly, though it has various human made components layered onto
it, the EMS is the larger domain in which cyberspace resides.>2! Thus, while it uses
various components as a means of navigation, a cyberspace operation is fundamen-
tally “information[] traveling through the spectrum.”l>3] Consequently, whether
viewed holistically as based in the EMS or as simply passing through it en route to
a target, cyberspace operations and the EMS are inextricably connected. It should
come as no surprise, then, that cyberspace operations and electronic warfare are
increasingly thought of as common members of a non-kinetic arsenal that states
can use singularly, together,>*] and even interchangeably.[>>]

It is here that the closeness of the electronic warfare-cyberspace operations
relationship is fully revealed. Their common origin in the EMS moves the com-
parison beyond generic functional categories and into practical application. In fact,
as the following examples demonstrate, it can be difficult to determine which tool
was used in a particular operation.
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On September 6, 2007, Israeli strike aircraft crossed into Syrian airspace
and bombed a nuclear reactor in northern Syria, thereby reducing it to rubble.[>°]
Interestingly, despite having a fully functioning and very capable air defense
system, the Syrian military was unaware of the Israeli presence until bombs began
exploding.>7] According to one author, the Israeli infiltration was made possible
through the use of electronic warfare used against Syrian air defense systems.>®]
Another author, however, suggests that it was a cyberspace operation that made
Syrian airspace appear empty on radar screens.>?] Which author is correct is
impossible to tell. Given that “a digital stream of computer code or a pulse of
electromagnetic power can both be used to create false images in adversary com-
puters,” the point is that either, or the two combined, could be the culprit.[%%]

Consider also that in 2015, two cybersecurity researchers demonstrated their
ability to access a Jeep Grand Cherokee’s onboard computer system through a vul-
nerability in its software.[%!] After wirelessly accessing the vehicle, the researchers
proceeded to turn on windshield wipers and change radio stations, among other
forms of mischief.l2] On the more serious side, the researchers proved it was
possible to remotely shut off the vehicle’s engine while the driver was travel-
ing down the highway.[%3] Contrast this with the United States military’s Radio
Frequency Vehicle Stopper, which uses high-powered microwave radiation to stall
a vehicle’s engine by causing its onboard computer to reboot over and over.[%%]
Importantly, both the electronic warfare method and the cyberspace operation
achieved a similar result by targeting the same type of onboard systems.

Finally, cyberspace operations and electronic warfare are alike in that they
share common limitations. Both are examples of what Professor Martin Libicki
calls “non-obvious warfare,” a category of state actions characterized by their
ambiguity.[%2] In fact, the target of a non-obvious warfare operation may not realize
anything has happened, and even if it is aware of a problem, determining whether
it resulted from an accident or purposeful action can be difficult.[%®] Further, even
if purposeful action is a certainty, attributing that action to a particular actor is an
additional challenge.!°”] This inherent ambiguity means that forms of non-obvious
warfare, like cyberspace operations and electronic warfare, are ideally suited for
scenarios in which the actor wishes the victim to remain uncertain as to its identity.

This common utility also highlights a common limitation: electronic warfare
and cyberspace operations are rather poor strategic weapons. Neither is capable,
for instance, of conquering and holding territory, although they certainly enhance
the ability of states to pursue those aims.!%%! Neither are they capable of specific
coercion in that the state being coerced must understand who is doing the coercing
in order for it to work.[%%] The practical effect of these limitations is that to the
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extent a cyberspace operation or use of electronic warfare is apparent, it is likely
because it was used to enable a more traditional use of force. The Israeli strike
against the Syrian nuclear reactors is an excellent example. However, when used
in a standalone capacity or perhaps together, cyberspace operations and electronic
warfare are most likely to be used surreptitiously and in very understated ways.

B. The Difference Between

Though they share many characteristics, it is important to note that cyberspace
operations and electronic warfare are not precisely alike. While both do similar and
sometimes exactly the same things, the manner in which they do them is different.
Perhaps the most significant difference is that while cyberspace operations are
holistically part of the EMS, they occur in a human made construct comprised of
three different layers, any one or more of which can be targeted.[’%] The first layer is
the physical infrastructure that forms cyberspace’s real-world existence; the “tubes”
of the Internet’!] and the “wires, routers, and switches” of networks generally.WZ]
The second is the syntactic layer that “reflects both the format of information in
cyberspace and how the various information systems from which cyberspace is
built are instructed and controlled.”l’3! The final layer of cyberspace is semantic,
which is “the information meaningful to humans or connected devices.”’*]

Compare this to electronic warfare, which has many applications but is com-
prised of a single “layer” that manipulates the power and energy of a naturally
existing physical domain (the EMS) in ways that affect the object at which it is
aimed. In other words, physical force aimed at objects that are susceptible to that
physical force. It is this characteristic that makes electronic warfare a form of

armed force.l”?]

Cyberspace operations are thus part of the EMS but use information pass-
ing through it to achieve objectives in one or more of three human made layers,
whereas electronic warfare uses and manipulate the EMS itself. This distinction
looms large, but it is essential to remember that similarity, not identicality, is the
key to a robust analogical model. If the two were identical, an analogy would
be unnecessary because the items compared would in fact be the same thing.[”°]
Thus, that differences exist between two otherwise remarkably similar items is not
necessarily the death of the analogy. This is particularly true when, as is the case
here, the differences are what makes the analogy feasible.
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C. Reconciling the Difference

Simply put, electronic warfare is just different enough from cyberspace oper-
ations for the use of force in the latter to be identifiable by comparison to a use of
force in the former. To understand why this is, one must first understand the inter-
play between international law, the categories into which state actions typically fit,
and how the targets of those state actions—data, human thought, and machines—fit
into that dynamic. Once this is grasped, the utility of electronic warfare as a com-
parator comes into full relief and demonstrates its ability to analogically bridge
the gap between armed force and cyberspace operations. Importantly, electronic
warfare not only enables this comparison, but also helps distinguish cyberspace
operations from forms of state action that do not employ armed force and thus,
while perhaps gravely damaging, do not implicate Article 2(4).

State actions implicating international law generally fall into one of four
categories: economic coercion, political coercion, espionage, and armed force.l””]
While it is helpful to have categories into which state action can be placed, the
categories themselves provide little guidance as to how a particular action should
be classified. Categorical difficulty is not always at issue; there is little danger
of mistaking an economic sanction for conventional armed force and vice versa.
However, the absence of guidance is a problem with cyberspace operations, which
may be capable of actions that fit all four groups. To remedy the categorization

issue, it is helpful to consider these four areas in terms of what they aim to do.

Espionage is the obtaining of “information about the plans and activities
... of a foreign government”’8] so that it can be used to “design more concrete
instruments [of foreign affairs] or policies.”””] The purpose of espionage is thus
the procurement of data—ideally without the party from whom it was procured
finding out. By contrast, the purpose of economic and political coercion is rather
different. Whether in the form of hunger pangs and joblessness following an
embargo, or carefully crafted propaganda or disinformation at election time, both
forms of coercion seek to influence the way people think and thereby influence
their actions. Armed force, quite different from the others, seeks to coerce through
the administration of death and destruction or the apparent ability to cause those
things. It is by nature violent, though its character—how it is violent—can take

many forms. 3]
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From these purposes, one can distill three categories of state action: state
action that targets information (akin to espionage); state action that targets the
human mind (akin to economic/political coercion); and state action that targets the
structural integrity of objects and people (akin to armed force). Viewed through a
cyberspace lens, these categories can be conceptualized as: sending data to target
the human mind; sending data to target other data alone; and sending data to target
machines.[®!] The first two types of cyberspace operations (data to data and data
to the human mind) are not uses of force, but the third category (data to machines)
might be. The question, then, is how to separate the forceful cyberspace wheat
from the non-forceful chaff?

It is here that electronic warfare lends a helping hand. Consider a directed
energy weapon that uses high-powered microwaves (HPM DEW) against its
targets. When an HPM DEW is “fired,” the pulse finds its way into the target
through a port and then uses the target’s electronic pathways to overload and
overwhelm its circuits, or, once inside, radiates its energy throughout the target
where it is picked up by circuit boards and processors.[®2] The result is overloaded
components that fail because they cannot withstand the power of the pulse, %]
thereby destroying the object’s functionality though perhaps not its structural
integrity.[% In essence, the HPM DEW directs the power of electromagnetic
radiation—something the object is designed to use—in a way that overwhelms
and destroys the object at which it is directed. In doing so, it looks and acts like a
weapon, which is perhaps why there seems to be little, if any, doubt as to whether
electronic warfare is a form of armed force.

But is a cyberspace operation capable of doing the same? In one sense the ques-
tion must be answered in the negative; a cyberspace operation cannot do precisely
what an HPM DEW does. However, when viewed in a somewhat broader sense
it is clear that cyberspace operations have very similar capabilities. For instance,
a cyberspace operation is capable of harming or even destroying the functionality
of a machine.[®>] More importantly, a cyberspace operation is capable of sending
data to a machine and interacting with it in a way that harnesses the machine’s
internal power to damage or destroy it. Stated another way, data can hijack the
power of a machine and cause it to destroy itself and things around it with the very
capabilities it was designed to use. This concept of operations is not exactly the
way an electronic warfare capability works, but it is exceptionally similar.!3%]

It is on this point of similarity that electronic warfare shines brightest as an
analogical comparator. Electronic warfare is accepted as a form of armed force
even though it looks and acts more like a cyberspace operation than kinetic or
even other non-kinetic forms of armed force.[®’] It is this dual status—armed
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force that looks and acts like cyber—that allows electronic warfare to create an
analytical bridge between conventional uses of force and cyberspace operations.
The result is an analogical model that accounts for both the effect and the method
of a cyberspace operation and thus permits analysis under the traditional, armed
force-focused approach to Article 2(4).

A note of caution is warranted here. Under the proposed analogical model, the
fact that a cyberspace operation hijacked the power of a machine is not sufficient
to render it a use of force. Instead, to constitute a violation of Article 2(4), it must
harness the power of the object in a way that mimics or very closely resembles
an electronic warfare capability. Electronic warfare’s ability to use and manipu-
late the power of a physical domain is the very characteristic that qualifies it as a
form of armed force.[®8] Thus, any cyberspace operation successfully analogized
to it “must closely resemble not only the effects but also the acts” it is capable of
performing.[%?! Fortunately, the two are otherwise so similar that the distinction
enables the analogy and makes it viable. The issue remains, however, whether the
electronic warfare-cyberspace operations analogy is also sensible. It is to this issue
that the next section turns.

IV. TaE WispoMm oF COMMON ANALYSIS

The sheer similarity of electronic warfare and cyberspace operations suggests
that an analogical model comparing the two is worthy of adoption. However, sim-
ilarity alone is not enough; an analogical model must also “appeal to a sense or
intuition ... that it would be wise to treat the two items similarly ....”[?%! As will be
demonstrated, an analogical model comparing cyberspace operations to electronic
warfare is prudent for three reasons. First, it is faithful to the text of the UN Charter
and thus to the modern jus ad bellum. Second, the proposed model is consistent
with the purpose of the UN Charter and to how Article 2(4) has been interpreted
since entering force. Finally, the proposed analogy is in harmony with trends in
state practice in the cyberspace operations context. These factors, combined with
shared characteristics, indicate that treating cyberspace operations and electronic
warfare alike for the use of force analysis is indeed a sensible choice.

A. Textual Consistency

The UN Charter’s text and formative context, as well as its preparatory materials,
suggest that Article 2(4)’s prohibition on force is actually a prohibition on armed
force1?!] Beginning with the text, it must be acknowledged that the word “armed”
is glaringly absent from Article 2(4)..22] However, in the preamble, the UN Charter
provides that its member states executed the agreement to save future generations

The Air Force Law Review ¢ Volume 82 Cyberspace, Electronic Warfare 13



from the “scourge of war,” which had twice in the span of a generation “brought
untold sorrow to mankind.”[?3] To prevent future scourges, members pledged to
“unite in strength to maintain international peace and security” and ensure that
“armed force” is not used except in the common interest..”*] The UN Charter
goes on in Article 1 to list the purposes for the treaty’s existence, which notably
include maintaining international peace and security as the first item.[”>] In order to
achieve these aims, members of the United Nations are required to settle interna-
tional disputes in ways that do not disrupt international peace and security!?%l—

provision which is immediately followed by Article 2(4)’s prohibition on the use or
97]

a
threatened use of force.!

These passages from the UN Charter can be collectively restated as follows:
war is the “scourge” of humankind, and to avoid it in the future, member states
must forego the use of armed force as a means of international dispute resolution;
accordingly, the use or threatened use of force—meaning armed force—is prohib-
ited. This summation is substantiated by Article 44 of the UN Charter, which uses
“force” unmodified by “armed,” but does so in a way that clearly contemplates
armed force.[”%] When the text of the UN Charter is read holistically in this manner,
it is apparent that Article 2(4)’s prohibition is squarely aimed at preventing acts of
armed force that can lead to the “scourge” of war.[””]

This textual interpretation is corroborated by subsequent state action in the
form of United Nations General Assembly Resolution 3314,l!9%0 which defined
acts of aggression as the “use of armed force by a State against the sovereignty,
territorial integrity or political independence of another State, or in any other
manner inconsistent with” the purpose of the UN Charter.l'?!] Importantly, the
language used to define “act of aggression” is nearly identical to that of Article
2(4), which indicates an act of aggression and use of force are the same in concept
if perhaps different in degree. The key takeaway from Resolution 3314 is that
when the nations of the world had an opportunity to comment on what Article 2(4)
means, the term “armed force” was used and every example provided (invasion,
bombardment, blockades, etc.) was a form of conventional armed force.

However, because “armed” is missing from Article 2(4), there is room for an
alternative interpretation, which suggests the text of Article 2(4) is ambiguous. To
satisfactorily resolve this ambiguity or to at least reinforce the above interpreta-
tion, it is helpful to consider the circumstances surrounding the treaty’s conclu-
sion and the record of its drafting.!'%2] While the UN Charter did not enter force
until a few months after World War II ended, it was signed by the original member
states on June 26, 1945 while the war was very much ongoing.!'%3] Recall also the
string of unsuccessful international agreements that failed to prevent World War 11
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in the first place. To close the loopholes left in previous international agreements,
the UN Charter sought to prohibit “force” instead of “war.”l!%4] In other words,
in order to prevent another war the UN Charter prohibited those acts of which war
is comprised, namely, uses of armed force.[10]

The preparatory work of the UN Charter further supports reading the word
“armed” into Article 2(4). A majority of the committee that finalized the language
of Article 2(4) considered and even favored incorporating economic coercion
into the prohibition on the threat or use of force.l106] However, the greater United
Nations conference ultimately declined to do so, and while this does not clearly
limit Article 2(4) to armed force, it does exclude economic coercion and things
akin to it from Article 2(4)’s prohibition.[lm] Coupled with the position that polit-
ical coercion and espionage are also not uses of force, the exclusion of economic
coercion from Article 2(4) strongly suggests, by process of elimination, that the
prohibition against the threat or use of force is really a prohibition on armed force.

With this textual interpretation in hand, the question becomes what significance
it holds for the electronic warfare-cyberspace operations analogy? The answer is
twofold. First, analogizing a cyberspace operation to a substantially similar form
of armed force enables analysis consistent with a textual interpretation of the UN
Charter and thus under the traditional means-based approach to the jus ad bellum.
Stated another way, the electronic warfare-cyberspace operations analogy permits
analysis under the law as it has existed since at least 1945. Second, by prohibiting
the threat or use of armed force rather than all forms of state coercion, Article 2(4)
makes the instrument of state action legally determinative, meaning one partic-
ular form of state coercion can violate Article 2(4), while others cannot even if
damaging and perhaps even unlawful under other provisions of international law.
Consequently, a comparison that analogizes the means used in state action, and not
just its effects, helps distinguish actions that might violate Article 2(4) from those
that never will.

The contrast between armed force and economic and political coercion helps
illustrate this point. Economic sanctions are a form of economic coercion through
which states seek to change the behavior of another state by targeting its economy.
However, while economic downturn may be the primary result, the impact of eco-
nomic sanctions can be far graver and even fatal, as Iraq’s experience in the 1990s
indicates.l!%8] Yet, despite the potential for very severe consequences, economic
coercion is not a use or threat of force. Consider also the potentially harmful effects
of election meddling, which is a form of political coercion. Nations of the world
have long interfered with the elections of other governments. A declassified report
from the Central Intelligence Agency (CIA), for instance, outlines efforts by the
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CIA to influence the outcome of Chile’s elections in 1964..'9°] Even more notorious
is Russia’s cyberspace-focused meddling in the 2016 presidential election in the
United States. Both operations arguably threatened the political independence of
the target nations. Nevertheless, the rhetoric of some officials notwithstanding, ! 19!
neither instance of political coercion is considered a threat or use of force.[!!!]

The foregoing examples beg the question of why, given the negative
(even fatal) effects of political and economic coercion, neither is a violation of
Article 2(4). The answer is that neither employs armed force to achieve its ends.
Simply stated, no matter how terrible the result, the lack of armed force places
political and economic coercion in a different category of legal analysis.l!!2] Tt
is clear, then, that the method of state coercion matters a great deal in the use of
force analysis. Consequently, an analogical model seeking to reconcile cyberspace
operations to Article 2(4) in a way that is consistent with a textual interpretation
of the UN Charter and avoids conflating such operations with non-force forms of
state action, must necessarily be able to link the operations to a form of armed
force. This demonstrates the value of an analytical model like the electronic
warfare-cyberspace analogy that does this very thing.

B. Consistency of Purpose

In addition to being textually consistent, the electronic warfare-cyberspace
operations analogy is also consistent with the primary purpose of the UN Charter:
to maintain international peace and security.l'!3] As previously mentioned, the
immediate context that gave birth to the UN Charter indicates that to its drafters
maintaining international peace and security meant avoiding things like “Hitler’s
tanks driving over the Polish border or Japanese planes bombing Pearl Harbor.”l!14]
Consequently, rather than repeating the broad prohibitions of already failed inter-
national agreements, the UN Charter instead prohibits “force.” Given that “force”
is the modern-day equivalent of the term “act of war,”[!1>] it seems the UN Charter
seeks to avoid war by prohibiting, not just war in the worldwide hostilities sense,
but also actions falling far short of it. By preventing the lesser actions, the UN Char-
ter, in theory, prevents a more significant breach to international peace and security.
From this perspective, an expansive concept of force makes sense. Including more
types of coercive action in Article 2(4)’s prohibition keeps a tighter rein on member
states, thereby ensuring no one comes close to upsetting international peace and
security by resorting to the “scourge” of war.[!19]
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Notably, however, the UN Charter did not establish a one world government
superior in authority to the states comprising it. Indeed, in Article 2 it expressly
recognizes the “sovereign equality” of each member state,!!!”] which means each
state very much remains its own boss. Implicit in this preservation of sovereignty is
the right of states to pursue their interests, even if those interests conflict with those
of other states. These self-interested pursuits inevitably breed friction, and although
the UN Charter requires states to use “peaceful means” of dispute resolution,!!!®]
“peaceful” does not mean coercion-free.l'!?] Consequently, though the UN Charter
seeks international peace and security, it leaves intact the state sovereignty-based
international order that led to many wars in the past. This remainder is a recipe for
inter-state conflict even if it is ultimately settled peacefully.

In addition to individual sovereignty, the UN Charter also preserves a state’s
inherent right to defend itself when it is the victim of an armed attack.!!2%] The result
of this sovereignty/self-defense conglomeration is that while the UN Charter was
formed to maintain international peace and security, it remains hard-wired with the
components necessary to spark an armed conflict. All this tinderbox requires is a
use or threat of “force” of sufficient gravity. When viewed from this perspective, a
broad concept of force makes little sense; Article 2(4) should capture less in order
to prevent states from going to war by invoking the right of self-defense too easily.

To resolve the UN Charter’s inherent tensions, Article 2(4)’s prohibition must
be placed at a middle ground, or “sweet spot,” that bars the small actions most
likely to lead to wider conflicts, while also not prohibiting so much that a war para-
doxically results. Armed force is the natural place for this “sweet spot.” It provides
the maneuver space states need to conduct foreign relations below the Article 2(4)
threshold, while also providing a more definite point of departure for permissibly
invoking Article 51’s right of self-defense. The unique characteristics and capabil-
ities of cyberspace operations make adherence to the armed force threshold less
clear-cut, but in light of the overall purpose of the UN Charter, adherence is no
less an imperative today than it was at the time the balance was originally struck. A
comparison to electronic warfare meets this imperative by bridging the gap between
cyberspace operations and conventional armed force, thereby maintaining the orig-
inal Article 2(4) threshold. The electronic warfare-cyberspace operations analogy
thus meets the objectives of the UN Charter in the manner in which the UN Charter
contemplates, further demonstrating the wisdom of adopting it as an analytical tool.
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C. Interpretive Consistency

Examining the text and purpose of an international agreement is necessarily
the starting point of interpretive analysis. However, treaties are not created and
implemented in a vacuum. Just as the parties to a commercial contract can differ
on the meaning of their obligation, states too can differ in their interpretation of
the legal obligations in an international agreement or a rule of customary inter-
national law. This is why state practice is essential to treaty interpretation, and
by extension, why decisions by tribunals applying the law to those state actions
can be helpful as a “subsidiary means” of interpretation.!!2!] One such judicial
decision, Nicaragua v. United States, is the focus of this section. As the following
indicates, the Nicaragua decision expanded the concept of force, but it did so
only slightly and in a manner that suggests the prohibition on the use of force is
still a prohibition on armed force. Once again, this demonstrates the utility of an
analytical model, like the electronic warfare-cyberspace operations analogy, that
compares cyberspace operations to a form of armed force.

In the early 1980s, the CIA began a covert operations campaign against the
Nicaraguan government that included providing support to the contras, a catch-all
term describing anti-government Nicaraguan guerillas.l!?2] To remediate what it
perceived to be a violation of its sovereignty, Nicaragua filed a claim with the
International Court of Justice (ICJ) and ultimately prevailed in a case that pro-
duced a judgement of enduring importance.l' 23! The Nicaragua court made several
findings, but the one most germane to the subject of this article is its conclusion
that “arming and training” the confras amounted to a threat or use of force by the
United States.l!?%] In making this judgment, the court introduced an agency con-
cept into the use of force calculus, and in doing so, arguably broadened the scope
of Article 2(4)’s prohibition. When determining the significance of this widening,
it is important to note how it was widened and the degree to which the concept of
force was actually expanded. Careful scrutiny reveals that Article 2(4)’s prohibi-
tion widened only a little, and its expansion did not cut its tether to armed force.

First, the ICJ’s determination that arming and training the contras was a threat
or use of force cannot be divorced from what the contras did with that assistance. In
its complaint, the Nicaraguan government argued that the atrocities of the contras
should be attributed to the United States because the arms and training it provided
the contras in El Salvador was used to wreak havoc in neighboring Nicaragua.l!2"!
The fact that widespread death and destruction was the result suggests that what
the contras did with the training and arms was just as crucial to the use of force
analysis as the actions taken by the United States. This conclusion is particularly
fitting in light of the ICJ’s observation in the same opinion that “in international
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law there are no rules ... whereby the level of armaments of a sovereign State can
be limited.”l!26] In other words, El Salvador can arm to the level it wants, train
to the level it wants, and even permit an ally like the United States to bring in
arms and conduct training activities in its territory. Thus, had the contras never
crossed the border and taken action, Nicaragua’s complaints would likely have
been dismissed as attempts to limit what El Salvador, as a sovereign nation, may
permit within its borders.

Second, the ICJ rests its use of force conclusion, in part, on UN General
Assembly Resolution 2625, which places on states the duty to “refrain from
organizing ... irregular forces or armed bands ... for incursion into the territory
of another state ... and [to refrain from] participating in acts of civil strife.”l!27]
In applying Resolution 2625, the ICJ observed that organizing irregular forces to
engage in civil strife is a use of force if the actions taken by the irregular forces are,
in fact, a use of force.l! 28] Notably absent from the ICJ’s analysis is a suggestion
that arming and training the contras would have amounted to a use of force even
had the contras done nothing with it. Again, had the contras stayed in El Salvador
or returned home and lived peacefully, the Nicaragua case no doubt would never
have been filed.

In the context of this article, the question becomes what significance the ICJ’s
decision holds for the electronic warfare-cyberspace operations analogy? The key
takeaway from this portion of the Nicaragua opinion is that while the use of force
may be broadened slightly beyond the text of Article 2(4) to include an agency
concept, this widening is more of a carefully guarded crack than a throwing open
of the door.['2?] Indeed, rather than opening Article 2(4) to entirely new concepts
of force as some suggest it does,!' 3% the Nicaragua opinion strongly suggests it
remains wed to armed force. In fact, the decision did not move the armed force
sweet spot at all; it merely plugged a loophole through which states might try to
use armed force without technically violating Article 2(4). Additionally, by using
Resolution 2625 to support their conclusion, the ICJ applied a principle to which
states had already expressed agreement. UN General Assembly Resolutions are
not legally binding, but they can provide interpretive guidance on the legal terms
to which they apply.l!2!] Arguably, then, the ICJ broadened the scope of “force”
in the Article 2(4) sense exactly as far as state practice had already broadened it.
The same cannot be said of cyberspace operations, given the lack of consensus in
the international community on what is and is not permissible in that realm.!! 3]
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The bottom line is that the Nicaragua decision did not open Article 2(4) to
previously uncontemplated forms of force. Instead, the decision indicates that the
method used (armed force) still matters even in a slightly expanded use of force
analysis. Accordingly, analogically reconciling cyberspace operations to Article
2(4) must be based in something that (1) can be considered a use of armed force,
and (2) creates a means of analyzing cyberspace operations that is at most a slight
expansion of Article 2(4).l'33] Again, this points to the wisdom of the electronic
warfare-cyberspace operations analogy, which can use electronic warfare’s simi-
larity to cyberspace operations to bridge the cyberspace-armed force divide.

D. Consistency with State Practice

Up to this point, Part IV has consisted of examining Article 2(4) as it relates
to conventional armed force and then applying those principles to the cyberspace
operations context. This analysis is useful and necessary, but to fully demonstrate
the utility of the electronic warfare-cyberspace operations analogy, it is essential
to examine state action within the context of real-world cyberspace operations. As
the analysis below demonstrates, trends in state practice suggest that the method
of operation, not just its effect, still very much matters. Once again, this indicates
the prudence of an analogical approach like the electronic warfare-cyberspace
operations analogy that judges jus ad bellum-compliance by comparing cyberspace
operations to a form of armed force.

An examination of state action must begin by outlining its significance to the
Jjus ad bellum. Simply put, state practice is the single most important component
of international law. It forms the basis for customary international law, makes
international agreements possible, and gives meaning to these two sources of law
by providing real-life interpretation.l!>*] Judicial opinions and legal commentary
are helpful, of course. However, while judicial opinions provide valuable inter-
pretive guidance and some have proved enduring, the opinions of the ICJ bind
only the parties to the particular litigation.l!3>] Commentary from legal experts
can also be helpful, but it too is non-binding. It is the ability of states to act,
whether by consenting to be bound or through actions interpreting legal obliga-
tions previously consented to, that forms the backbone of international law. This
concept is as true with the jus ad bellum as it is to other forms of international law.
Indeed, as Professor Rosa Brooks observed, “war is whatever powerful states say
itis.” 136 In the same way powerful states define “war,” so to do they define what
is and is not considered a use of force.
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Given the obvious importance of state practice in reconciling cyberspace
operations and the jus ad bellum, it is noteworthy that to date no standalone
cyberspace operation has resulted in a state accusing another of violating Article
2(4).l137] The following analysis attempts to explain why this is by reviewing
state responses to two real world cyber events and drawing conclusions therefrom
as to how states appear to view the jus ad bellum in the cyberspace context. The
first case study is an overview of the 2007 distributed denial of service (DDoS)
attack in Estonia.l!8] The second is an overview of Stuxnet, the clearest and
most well-known instance of a cyberspace operation approaching the use of
force threshold. As will be demonstrated, state action following these incidents
suggests that the jus ad bellum remains wed, even in cyberspace operations, to the
traditional armed-force focused approach.

On April 27, 2007, information systems in the nation of Estonia became the
target of a DDoS attack. A DDoS attack can take many forms, but the basic idea
is to create a volume of network traffic so great that the targeted system becomes
saturated and can no longer function.!!>?] The DDoS attack in Estonia was carried
out in part via the relatively simple “ping” method, which relies on individual
computer users to create the necessary network traffic..149! It was also carried out
through the use of botnets, which are networks of previously hacked computers
used in concert to send high levels of traffic to the targeted systems.l!*!] All told,
the Estonian DDoS attack affected web servers, email-servers, and Domain Name
System servers and routers, and impacted the office of the Estonian president, its
parliament and the police, as well as Internet Service Providers, online media, and
the Estonian banking system and other private industry.[!42]

Responsibility for the attack has never been definitively attributed, but an
examination of motive and opportunity to act is helpful on this point. In the days
leading up to the attack, the Estonian government moved a large statue of a Soviet
soldier from the center of Tallinn, its capital city, to a military cemetery on the
city’s outskirts.[!*3] The move was controversial in Russia and amongst ethnic
Russians living in Estonia, who viewed the statue as a symbol of Soviet heroism
during World War II and its removal as a slap in the face.l!**] Giving voice to
their opposition, Russian-speaking Estonians held protests at the statue’s site prior
to its removal and Russians in Moscow also protested outside of the Estonian
embassy.!!*>] Notably, the DDoS attack began the morning after removal, and was
fueled in part by anti-Estonia messaging on Russian websites accompanied by
instructions on how to carry out the operation.!!*%] The attack was also presaged
by a statement from the Russian government that removing the statue would be
“disastrous for Estonians,” and was followed by a remark from Vladimir Putin that
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“[t]hose who are trying today to... desecrate memorials to war heroes are insulting
their own people, sowing discord and new distrust between states and people.”l1*7]

While these many factors are inconclusive and the Russian government has
denied involvement, to the extent the DDoS attack on Estonia can be credited to a
particular party it is generally thought to have been the work of or encouraged by
the Russian government.['*3] It is unsurprising, then, that Estonia sought help from
the North Atlantic Treaty Organization (NATO), a body and international agree-
ment which it had recently joined. Article 5 of the NATO agreement states that an
“armed attack” against one member state is an attack on the lot of them, and any
attack will be responded to collectively with “such action as it deems necessary”
to restore the peace and security of the North Atlantic area.l!*°] NATO notably
responded with cybersecurity assistance but it declined to go down the path of
Article 5, prompting an Estonian official to comment that “At present, NATO does
not define cyber-attacks as a clear military action. This means that ... collective
self-defence, will not automatically be extended to the attacked country.”[!>0]

Estonian response to the attack, other than cybersecurity measures to stop and
protect against it, was ultimately limited to prosecution of a 20-year old student
living in Estonia whose participation from inside the country permitted collection
of evidence.!2!] Tt is telling that despite the havoc wrought, the resulting economic
loss, and the clear political overtones of the action, NATO was unwilling to even
consider the cyber-attack as a military action, much less a use of force. NATO
states seem to have retreated from the cyber-is-not-military-action position in the
years following.!22] However, there is no indication in state practice that a repeat
attack would be considered a violation of Article 2(4). In fact, the opposite is true.
In December 2011, Iranian nationals believed to have been working on behalf of
their government initiated a 176-day DDoS attack against the American banking
sector, an incident that ultimately cost tens of millions of dollars to remediate.l! >3]
The United States’ response was notably not saber-rattling or Article 2(4)-tinged
rhetoric, but rather the indictment of seven of the Iranians involved.['>*] Tn other
words, it was treated as a cyberspace-based crime.

State practice following the cyber-attack on Estonia makes perfect sense when
viewed through the lens of the electronic warfare-cyberspace operations analogy.
What Estonia experienced as a DDoS attack is the electronic warfare equivalent
of electromagnetic interference or jamming,!>>! which states have used for many
years below the use of force threshold.!!> 6], [157] Even more important to the calcu-
lus is what the Estonian attack reveals about the target of the operation. It was not
a case of data sent to machines to harness the power and function of a machine in a

manner similar to armed force. Rather, it has the appearance of political coercion,
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meaning data targeting human minds to make a political point.['>3! Accordingly,
the DDoS attack on Estonia would not have been a use of force under the electronic
warfare-cyberspace operations analogy.

The years since the Estonian DDoS attack have seen many malicious cyber-
space operations, and while the cyber “Pearl Harbors” warned of in headlines
have not materialized,!'>”] there are operations that have had the potential to cross
the use of force threshold. Stuxnet is the clearest and most well-known instance,
and yet, though it caused physical damage, the state affected (Iran) never called
it a use of force. Nor, for that matter, has any other state. In-depth examination
is necessary to understand why that might be and what it means for the interac-
tion of cyberspace operations and Article 2(4). What follows is an overview of
Stuxnet and Iran’s response to it, followed by conclusions on the state of the law
suggested by its example.

Stuxnet was a multi-year cyberspace operation that used software to manipu-
late the industrial control systems at Iran’s Natanz nuclear enrichment facility.!! %]
It did this to cause damage to centrifuges, which are equipment used to process
uranium into fuel for nuclear reactors, and if processed long enough, for use in
nuclear weapons. Stuxnet was designed to target the type of system used to control
the centrifuges during the enrichment process. Once it found the right target, the
software delivered a payload that allowed it to influence the speed with which
various components of the machinery moved.!!¢!]

Before actually manipulating those components, Stuxnet recorded readings for
normal operations and began sending this data to the system’s internal monitors
and to the human operators monitoring the enrichment process.'%2] The software
then varied the speed at which centrifuge components moved and caused them
to break; however, it did so slowly, over time, while feeding false data to human
operators who undoubtedly would have turned off the machines had they realized
something was amiss.['%3] The result was physical damage to machines caused by
a cyberspace operation.

Stuxnet operated under Iranian noses for some time. In fact, they appear to
have been none the wiser until after Stuxnet got out into the “wild” (the Internet)
and a private security company discovered the malicious software on a client’s
systems.['%*] The Iranian government initially refused to admit anything had
happened.!! 9] When they eventually did admit a cyberspace operation had caused
damage, the Iranians blamed the United States and Israell! °° while downplaying
Stuxnet’s impact and announcing it would build its own cyberspace capabili-
ties.l197] What the Iranians did not do is complain to the UN Security Council
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that Stuxnet was a use of force, an act of aggression, or breach of the peace, or
seek condemnation of the operation in the UN General Assembly.l!%%] Nor, for
that matter, did Iranian leaders or their allies use terms like “act of war,” “use of
force,” “armed attack,” or “act of aggression.” Instead, it was silence followed
by vengeful rhetoric and development of the very same capabilities that damaged
their equipment.

This lack of Article 2(4)-centered protest is particularly telling given that Iran
is hardly a shrinking violet on the international stage. On the contrary, Iran has
initiated ICJ proceedings against the United States on four occasions since 1988,
with the last filed in 2018.19”! Furthermore, Stuxnet specifically targeted Iran’s
nuclear enrichment program, which Iran maintained was a peaceful pursuit of
nuclear energy to which it had an “inalienable right” under the Non-Proliferation
Treaty.l!7%] Muted state response to cyberspace operations is not unusual, but
in this scenario, one could justifiably expect greater protestations in at least the
international press. The furthest Iran was willing to go to was to call itself the
“target of sabotage.”l!”!] In the international legal system where exact phrasing
from governments matters a great deal, this is notably not “use of force” or “act of
aggression” or some other phrase that is meaningful to the modern jus ad bellum.

Iran’s response to Stuxnet may seem puzzling.l'”2] The operation did, after all,
cause physical damage to their enrichment equipment. Upon closer examination,
however, the absence of Article 2(4) rhetoric makes sense given how the physical
damage was brought about. Stuxnet was a complicated operation, requiring complex
code for the software, extensive intelligence, and even figuring out how to infect
the facility’s internal network despite it being sealed off from outside networks.[!73!
In addition to the general complexity of operations, Stuxnet was also intricate in
execution. It did not barge (to the extent software can barge) into a control system
and begin wreaking havoc. Instead, it slowly and surreptitiously manipulated a con-
trol system in ways that exceeded component tolerances, which in turn “caus[ed]
the machines to wear out and break.”!7%] It managed to do this while keeping
human operators in the blind so that they did not interfere with the operation.

Stated simply, Stuxnet did not act like a form of conventional armed force.
It acted like a complicated espionage and sabotage operation that “ultimately
depend[ed] on human operators to make key, damaging decisions based on their
assessment of manipulated information.”[!7>] It did not send data to a machine in
order to hijack the machine’s internal power and damage or destroy it in a manner
that resembles a form of armed force. Rather, it sent data to human operators to
dupe them into not interfering with gradual, incremental damage to their equip-
ment. This difference in the operational process makes all the legal difference.
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Consider Stuxnet through the lens of the electronic warfare-cyberspace
operations analogy. Relevant electronic warfare capabilities!!’%! can use pulses
of electromagnetic energy to overheat and permanently damage circuitry, or
jam, overpower and misdirect the processing in computerized systems.[!”7] As
networked systems with complex computerized machinery, Iran’s enrichment
program could have been targeted by electronic warfare. However, while capable
of destroying or interrupting the function of the centrifuges, electronic warfare
cannot act like Stuxnet. To be sure, an aerial platform might have to fool human
radar operators in order to get close enough to use its electronic warfare capability,
but once there the method used would act like a weapon employing armed force.
This is decidedly not how Stuxnet operated. Accordingly, Stuxnet would not have
been a use of force under the electronic warfare-cyberspace operations analogy.

That the electronic warfare-cyberspace operations analogy would result in a
finding of non-force in these case studies is not by itself significant. What gives
these results substantial weight is that it is in line with Iran’s response to Stuxnet
and Estonia and NATO’s response to the Estonian DDoS attack, which is another
way of saying that it comports with state action interpreting Article 2(4) in the
cyberspace operations context. Had Stuxnet in particular inflicted its damage
through a form of electronic warfare that can be considered a use of force, or
through a cyberspace operation closely resembling one, Iran’s response may well
have been different and the world might be discussing Stuxnet in a different light.

It is admittedly difficult to form definitive conclusions from two case studies as
to what Article 2(4) means in the cyberspace operations context. Nevertheless, what
state action there is indicates that “most, if not all, documented cyber action taken
by states to date have fallen below the ‘use of force’ threshold.”l! 78] Moreover,
if the work of the cumbersomely named UN Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context
of International Security (GGE) is any indication, certain states—including Russia
and China—are hesitant to concede the militarization of cyberspace.[179] This
position is unsurprising given that Russian doctrine defines cyberspace operations
as information warfare rather than as cyberwarfare. Under this view, cyberspace
operations are a way to use and manipulate information to meet political objectives
without using military force, or, if conventional military force is unavoidable, to
shape world opinion in a way that is favorable to Russia’s physical world use of
force.l!39] Either way, it is clear that the Russian perception of military force is
decidedly conventional; it does not appear to include cyberspace operations at all.
China has taken a similar tone as Russia, acknowledging that the UN Charter applies
to cyberspace operations but also asserting that the use of force bar should be a high

one.l’81] Even the United States, perhaps the most overtly bellicose of nations in
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the cyberspace context,l! 821 has focused of late on the role of cyberspace operations

in “continuous competition” between states, though it does not absolutely rule out
more belligerent activities.!'>]

The work of the GGE and reports of Russian and Chinese viewpoints suggest
that many states, though they recognize international law’s applicability, do not
wish to associate cyberspace operations with the concept of force and everything
that term implies in the UN Charter context. This attempt at disassociation is
undoubtedly due, at least in part, to a desire to preserve maneuver space. However,
given the expressed intent to remain short of the Article 2(4) threshold, it also
suggests the world will see more of the same cyberspace operations it is already
seeing: lots of data targeting data and data targeting human thought and behavior.
Additionally, it suggests that some of the most cyber active states in the world view
Stuxnet in the same manner as the Iranians appear to have—as a highly complex
sabotage operation executed in a manner short of a use of force.

These combined factors indicate that further clarification from state action is
unlikely to be forthcoming, which adds tremendous weight to available state action
and makes Iran’s response to Stuxnet particularly consequential. When a state
like Iran has been the victim of what might be a breach of international law and
chooses to discuss it in every way other than as a use of force and then develops
the same type of capabilities, its silence on the point suggests political tolerance
if not a belief in the act’s legality.[!3*] Consequently, Iran’s silence on Article 2(4)
is nothing short of deafening. Available state action thus indicates that the method
employed still matters even in cyberspace operations, which in turn suggests that
analogical tools analyzing such cases must be capable of accounting for both
means and effects of state action. Trends in state action, once again, exhibit the
wisdom of the electronic warfare-cyberspace operations analogy.

V. PRINCIPLES OF APPLICATION

The foregoing analysis makes the case for the electronic warfare-cyberspace
operations analogy by demonstrating the great similarity of the comparators and the
sensibility of its adoption. While the analogy itself is the focus of this article, this
exposition would be incomplete without some attention to how the model could
be employed. What follows are three guiding principles—analytical presumptions,
really—that form a starting point for analyzing the Article 2(4) permissibility of
a cyberspace operation. As will hopefully be plain to the reader, the principles are
based in concepts introduced in Part I1I, namely, that cyberspace operations should
be categorized based on what they target: the mind, data alone, or machines.
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A. Guiding Principles

Principle #1.
A cyberspace operation that targets machines is presumptively a
use of force in violation of Article 2(4) if it closely resembles an
electronic warfare use of force.

Principle #2.
A cyberspace operation that targets human thought and seeks to
influence behavior is presumptively not a use of force in violation
of Article 2(4).

Principle #3.
A cyberspace operation that targets data alone is presumptively
not a use of force in violation of Article 2(4).

Generally speaking, Principle #2 includes acts akin to political and economic
coercion that states have practiced against each other since time immemorial,
and which have never been a violation of Article 2(4). Principle #3 includes acts
akin to information exploitation and espionage, which, again, are not violations
of Article 2(4). Finally, Principle #1 captures the heart of the matter: cyberspace
operations that so closely resemble a form of armed force that crossing the Article
2(4) threshold is possible. Notably, if one accepts a de minimis force threshold
for Article 2(4), analysis under Principle #3 will require determining whether the
operation remains within that body of tolerated actions.

In applying these principles, it is important to remember that they are pre-
sumptions. A policy may restrict cyberspace operations in ways that the law would
not. Additionally, an operation that combines two or more principles might warrant
treatment as a use of force if it skews to the closely-resembles-armed-force side
of the spectrum. Ultimately, the framework is useful as an analytical starting point
from which in-depth Article 2(4) analysis can proceed.

B. Critique and Response

The electronic warfare-cyberspace operations analogy and its guiding
principles will, no doubt, have its detractors. Among possible criticisms, claims
of imprecise categorization in Principles #2 and #3 are perhaps likely. It is help-
ful here to remember that similarity, not identicality, is the key to good legal
analogy.l'®] That a cyberspace operation does not look precisely like espio-
nage or exactly like economic or political coercion does not prevent its cate-
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gorization as such.l!3¢! Indeed, whether every cyberspace operation fits neatly

into Principle #2 or Principle #3 is immaterial to the jus ad bellum. Whether
resembling cyberspace-based election meddling or old-fashioned theft, the point
is that cyberspace operations in Principles #2 & #3 do not fit and should not be
shoehorned into Principle #1. On this point, it is worth noting that as far back
as the Hague Convention (II) the great powers of the world began disabusing
themselves of the notion that war is a justifiable response to economic harms, ['37]
a position further solidified when economic coercion was left out of Article 2(4)’s
prohibition on the use or threat of force.[!%3]

The most likely criticism of the electronic warfare-cyberspace operations
analogy is that Principle #1 is underinclusive. For instance, how could opening the
gates of a dam and killing thousands of people with a wall of water not be a use
of force even if the means of operation is not analogous to electronic warfare? In
response, it should be acknowledged that if a cyberspace operation bears enough
of the factors usually associated with a use of force or an armed attack, it probably
should be considered a violation of Article 2(4). In other words, some effects may
be so bombastic that being analogous to electronic warfare is unnecessary. This
concession may seem like an abandonment of the analogy. However, it merely
recognizes that no analogy is so good that it works in every possible scenario.
Moreover, at the high end of the scale, calling a cyberspace operation a use of force
and possibly responding with armed force is ultimately a political decision.!!8?]
Under a political calculus, a really, really devastating cyberspace operation may
produce an Article 2(4)-laced response regardless of the legal analysis used.

More importantly, the purpose of the electronic warfare-cyberspace operations
analogy is not to consider the worst possible thing that might happen, but rather
to account for the world as it actually is. Headlines have for years been full of
dire cyberspace predictions,!'?) and treatment by international law scholars has
largely been the same, providing exemplars for analysis like disabling an air traffic
control tower and causing an airliner to crash;[1?!] (1921 and
shutting down a power grid resulting in deaths and millions of dollars lost.l!%3]
With examples like these, it is little wonder the effects model has gained a majority
following in western states. However, nothing approaching the above examples
has occurred. Indeed, in the years since state cyberspace operations began, instead
of cyber death and destruction the world has experienced rampant data theft,l! 74!
espionage, ! ]
in the realm of operations states are actually conducting, catastrophe is possible
but decidedly unlikely outside of an armed conflict.l'”]

causing a dam to open;

and political influence operations.'”%] As one commentator notes,
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Briefly consider why this might be. First, as already mentioned, cyberspace
operations are limited in what they can achieve. Taking down a power grid would
undoubtedly be inconvenient and may even result in death. However, it is imminently
reversible, and unless followed closely by aircraft, tanks, and infantry—i.e., an
armed conflict—such operations are unlikely to do anything but anger the victim
state into some form of unfriendly response.l!?®] Furthermore, cyberspace oper-
ations work best when they are low key and the identity of the actors is ambigu-
ous.l'??] A catastrophic cyberspace operation does not make attribution any easier,
but very severe consequences might prompt a state to settle for less definitive
evidence when deciding whether the UN Charter’s right to self-defense has been
triggered.2°%) Accordingly, unless prepared to cross the Rubicon of armed conflict,
states are likely to stick with cyberspace operations well short of Article 2(4).

Second, cyberspace operations as they are—that is, those well within Principles
#2 and #3—have proven sufficient to meet state objectives, which reduces or elim-
inates the need for more dramatic action.!2?!] States work incessantly to anticipate
who their next adversary is and how that state might be defeated, which includes
finding ways to better position themselves and disadvantage the potential enemy.
Cyberspace operations, through things like intelligence gathering, information oper-
ations, and preparing adversary networks for exploitation excel at this competition
stage of conflict.[2%2] Notably, the measures needed to achieve these objectives do
not include blowing up nuclear power plants. Indeed, to be effective, state actions
in this context must remain below a threshold that might generate a conventional
armed response. Consequently, states have little reason to undertake cyberspace
operations that risk missiles flying and carrier battle groups sallying forth.[203]
Avoiding conflict in the present explains why, for instance, Russia might infiltrate
power grids in the United States but stop short of actual damage.!2%* Russia is pre-
paring to exploit vulnerabilities and impose costs in the event a shooting war breaks
out; it is not preparing for a standalone cyber war. In the meantime, as long as states
like Russia avoid cyberspace operations against the United States that “proximately
result in death, injury, or significant destruction,” a line state practice suggests even
Stuxnet did not cross, the United States is unlikely to treat Russia’s actions as a
use of force.[?%?] Given the effectiveness of other, clearly non-force cyberspace
operations, why tempt fate?

Third, a catastrophic cyberspace operation is likely to be a Pyrrhic victory at
best. Consider the effect of an attack on the United States’ financial sector. Such
an attack would indeed be costly for the United States and might even send the
national economy spiraling. However, it is not as if the largest economy in the
world exists in a bubble.[2%] In fact, quite the opposite is true. Consequently, a
state conducting a catastrophic cyberspace attack against financial systems in the
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United States is tantamount to attacking itself. Outside of an actual war, why would
a state ever put its economy at such risk?(2%7]

The simple truth is that a state-to-state catastrophic cyberspace operation has
not occurred and is highly unlikely to. Consequently, if crossing the Article 2(4)
threshold occurs, it is likely because a state took a slightly too aggressive approach
to a particular operation, or an actual armed conflict has or is about to start in which
case whether a cyberspace-perpetrated use of force has occurred is moot. Down in
the trenches of this reality, what is needed is an analogical model that views Article
2(4) through a nuanced lens capable of distinguishing the minority of operations
that are truly a use of force from the great majority which are not, while remaining
flexible enough to accommodate the unlikely but horrific results of the very worst
cyberspace operations. In providing a bridge between cyberspace and armed force,
the electronic warfare-cyberspace operations analogy does exactly this in a way
that comports with international law and supports the letter and purpose of the
UN Charter framework. Principle #1 is thus not under inclusive; it is precisely
inclusive enough.

VI. ErrFecTs MODEL CRITIQUED

This article proclaimed in its introductory remarks that the effects model’s
departure from the traditional jus ad bellum was a step too far, and the analysis
following that declaration has repeatedly asserted the superiority of the electronic
warfare-cyberspace operations analogy. Such claims must necessarily be able to
demonstrate their veracity, and while the foregoing analysis has made a case for a
new analogical model, it has not demonstrated how the effects model falls short.
To remedy this analytical gap, this section will subject the effects model to the
same analysis which the electronic warfare-cyberspace operations analogy has
undergone. The examination begins with the analogy made—effects to effects—
and analyzes just how similar the effects of a cyberspace operation and a kinetic or
non-kinetic use of force must be to for the effects model to deem the cyberspace
version a use of force too. As this analysis will demonstrate, the effects model’s
similarity requirements are not rigorous, and it readily accepts imprecise compar-
ison as sufficient. The examination then turns to the effects model’s attempts to
remedy its tendency toward imprecision, and how those attempts are ultimately
ineffectual and lead to false equivalence of comparators. The analysis ends with an
examination of the broader implications of the effects model’s imprecision, with
the ultimate conclusion that the electronic-warfare-cyberspace operations analogy
is the superior analogical model.
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A. Analogical Imprecision

Under the effects model, a cyberspace operation is a use of force if it produces
effects analogous to those generated by kinetic or non-kinetic actions that are rightly
considered a use of force.[298] If the effects of one are a use of force, it follows that
the effects of the other are too. For the kinetic comparison, that might mean an effect
similar to that produced by high explosives in artillery shells, missiles, or bombs,
or putting a hole in an object as a bullet could. For non-kinetic actions, that might
mean effects similar to those created by phosgene, a type of chemical weapon agent
that attacks a victim’s respiratory tract, and in extreme cases, swells membranes
and causes the lungs to fill with liquid resulting in death from lack of oxygen.!2%”]

At the outset, it should be acknowledged that the effects-to-effects analogy has
some merit in the most extreme circumstances. A catastrophic cyberspace opera-
tion, the results of which bear all the effects associated with conventional armed
force, likely should be characterized as a violation of Article 2(4). For instance, a
state cyberspace operation that releases a substance causing victims to “choke and
vomit[] as their lungs constrict, then suffer through tormenting muscle spasms and
eventual death,” probably is a use of force if it can be adequately attributed.!2!"]
However, that kind of cyberspace operation has not materialized and is decidedly
unlikely to outside of an armed conflict. For an analogy to be worthwhile, it must
be able to parse the subtle distinctions of cyberspace operations as they actually
exist. It is here that the effects model falls short.

As the most well-known example, an analysis of Stuxnet helps illustrate this
point. Stuxnet damaged Iranian centrifuges by (1) analyzing the industrial control
system to find the right controllers, (2) recording normal operations and sending
false data to system monitors, and (3) causing internal components of machines to
speed up and slow down in a way that caused them to fail at a higher than standard
rate over a lengthy period.[21 I The operation was so complex and multi-faceted that
researchers who analyzed Stuxnet referred to it as having a “sabotage strategy.”[2!%!
For Stuxnet to be a use of force, the effects model requires a kinetic or non-kinetic
use of force that has analogous effects. The question, then, is what kind of kinetic or
non-kinetic action is capable of producing this result?

The short answer is that there are not any. A bullet could pierce the centrifuge
and damage internal components, much like a round from a large caliber rifle
stops a boat engine.[213] An electronic warfare weapon mounted on an aerial
platform could use directed energy to overload electrical circuitry and bring the
centrifuge’s internal components to a halt.l2!%] A biological agent like smallpox
might make all of the human operators sick and cause the centrifuges to cease
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operation through workforce depletion. The point, however, is that these forms of
armed force are not capable of causing machine components to subtly wear out
too fast over a lengthy period.[2!>]

Given this dissimilarity, one might expect a finding of no force used. However,
effects model proponents seem unequivocal in their view that Stuxnet was a use
of force.[21%] From this result, one must conclude that the effects model does not
require true similarity of effects; the fact that Stuxnet caused some type of damage
is sufficient, regardless of whether a kinetic or non-kinetic form of armed force
can actually produce that result. Stuxnet thus reveals that on the low end of the
operational spectrum, where the nations of the world are conducting cyberspace
operations, its analogy is imprecise and does not do what it purports to do.

Lest requiring this level of similarity be considered too harsh a standard, it is
worth considering how changing the facts of Stuxnet affects the analytical outcome
and why the ease of that modification is significant. An effects model proponent
might argue that had a cruise missile damaged the centrifuges, the world would
certainly consider Stuxnet a use of force.l2!”] That a cruise missile does not create
the same effect is immaterial; damage is damage. While a cruise missile would
undoubtedly be a use of force, this example does not settle the issue, for if one side
of a debate gets to change the facts to fit a bellicose scenario, the other must be
permitted the same revisionist luxury.

Instead of a cruise missile, suppose an intelligence officer recruited an Iranian
scientist to reprogram the control system to do precisely what Stuxnet did: cause
sensitive components to fail over time while keeping human system monitors in
the dark. Convincing a scientist to betray his country would not involve armed
force, but rather some means of influencing the scientist’s thought and behavior—a
scenario which is notably more similar to Stuxnet’s actual operational scheme than
is the cruise missile example. As this revision reveals, Stuxnet actually has more
in common with physical-world human intelligence (a form of espionage) and
information operations (akin to political coercion), neither of which implicate
Article 2(4), than it does with a form of armed force.[2!3] Consequently, the fact
that damage occurred is not the only factor relevant to determining the legal status
of Stuxnet.

The ability to change the analytical outcome of Stuxnet this easily is a tremen-
dous problem for the effects model. Analogy relies on comparing items that are
similar, not identical, which means that every analogy will compare items that are
dissimilar to some degree. The fact that dissimilarity is built into every analogy
means there is always danger of taking the comparison too far by pronouncing
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items alike that are not genuinely similar. Indeed, the more an item strays from
its comparator, the more likely it is that the item is more similar to something else
and, therefore, is something else. Unless this slide away from the comparator is
arrested, the result is false equivalence of the items compared. Sufficient arrest
comes from a firmly rooted comparator and a demand for close similarity of the
items compared to it. Only then is an analogy precise enough to mitigate the risk
of false equivalence.

Comparing cyberspace operations to a form of armed force like electronic
warfare meets this requirement. By using a firmly-rooted form of armed force
as a comparator and requiring close resemblance to it, the analogy ensures that
cyberspace operations implicating Article 2(4) do not stray far from its analytical
rigor. The effects model, on the other hand, purports to be rooted in effects
producible by kinetic or non-kinetic armed force, but then fails to demand genuine
similarity, relying instead on “effects” in the generic sense of the term. Such impre-
cision does not make for a strong analogical model. Instead, it is a recipe for false
equivalence, which, as slightly changing the facts of Stuxnet demonstrates, leads
to incorrectly labelling cyberspace operations as uses of force when they actually
bear closer resemblance to state actions that do not implicate the jus ad bellum.
The ultimate result is treating dissimilar items similarly or similar items similarly
by happenstance, which is the definition of a poor analogy.

B. Attempts to Avoid False Equivalence

The effects model attempts to remediate this imprecision in two ways. Its
first attempt is through an analogical hook intended to close the gap between
cyberspace operations and armed force. While the tenets of the effects model are
recorded in the Tallinn Manuals, it origins can be found in a law review article
written by Professor Michael Schmitt nearly fifteen years before Tallinn 1.0°s
publishing.2!”] One of the article’s conclusions is that Article 2(4) encompasses
more than armed force,!22% and in taking this position, the article placed Article
2(4)’s prohibitive line somewhere between armed force and economic and polit-
ical coercion.[221] However, this expansion was undertaken with a strict caveat.
According to the article, it is necessary for Article 2(4)’s scope to widen, but in
order to remain within the UN Charter framework, the expansion must remain
rooted in the traditional, armed force-focused analysis. Analogizing the effects of
cyberspace operations to the effects of kinetic or non-kinetic armed force is the
hook that keeps Article 2(4) from expanding so much that the entire concept of
force changes.[222]
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As Stuxnet demonstrates, however, actually applying the analogical hook is
highly problematic. This difficulty may not matter so much on the very severe end
of things; a massive explosion is still a massive explosion, after all. But on the low
end of cyberspace operations, where states of the world are operating, the effects
model settles for a comparison that is, at best, sort of similar. Indeed, real world
application suggests that the analogical hook connecting effects to armed force is
hanging loosely, if at all, which means there is little to prevent further expansion of
Article 2(4) to facilitate an approach focused solely on adverse consequences./22>]
As Professor Schmitt suggested those many years ago, such an expansion means a
new concept of force that exists outside of the UN Charter framework.[224]

The effects model’s second attempt at remediation is through a factor test
designed to skew Article 2(4) closer to armed force than to economic or political
coercion, neither of which can violate Article 2(4).122°] However, these factors are
not legal criteria,!?2%] and more importantly, are highly malleable. Indeed, as one
author noted, the criteria are “illuminating,” but so broad that different viewers
can arrive at opposite conclusions on the legal status of a given cyberspace opera-
tion.[?2’] The 2007 DDoS attack on Estonia is an apt example. Leading proponents
of the effects model appear to have concluded that the DDoS attack was not a
use of force.l??%] However, exactly why that conclusion is drawn is not readily
apparent. The Estonian government was greatly affected by the DDoS attack and
it cost the economy millions of dollars, which gives it the appearance of an attack
that is both severe and measurable.[22%] Furthermore, the attack kicked off within
hours of the Soviet statue’s removal, which suggests immediacy, and persisted for
three weeks thus further indicating its severity. Moreover, the DDoS attack was
direct in that the method of attack (increased network traffic) forms a direct link
from individual attackers or botnet machines to the information systems ultimately
affected. Given these combined factors, and assuming the attack was correctly
attributed to the Russian state, why would the DDoS attack not be a use of force?

Under the electronic warfare-cyberspace operations analogy, the Estonian
DDoS attack was not a use of force because it is akin to political coercion aimed
at Estonians and their government. In other words, data targeting human minds.
Moreover, the attack closely resembled forms of electronic warfare that are not uses
of armed force. Analysis under the effects model and its factors is much less con-
crete and, as the analysis above suggests, lends itself to different analytical results
with no way of determining which position is correct. The effects model’s potential
for equally valid yet diametrically opposed conclusions is further demonstrated by
the Stuxnet-based hypotheticals (cruise missile and Iranian turncoat) posed earlier.
When the viewer gets to decide the content of the standard and then applies the
facts of a cyberspace operation to that standard, the result will naturally reflect that
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viewer’s preference. Consequently, the factors do little to tighten the effects model’s
imprecision, which means it does little to remediate the risk of false equivalence.

C. Implications of Imprecision

Consider the broader implications of this inability to arrest the false equiv-
alence slide. First, the effects model’s imprecision demonstrates its incongruity
with trends in state action. As previously detailed, Iran’s lack of Article 2(4)-tinged
rhetoric following Stuxnet suggests that whatever a cyberspace-perpetrated use of
force looks like, it is something different than Stuxnet. Further, indices from the
Russians and Chinese suggest those nations view “force” in terms of conventional
armed force and intend to maintain their cyberspace activities well short of it. In
this scenario, Iran’s demure reaction to Stuxnet looms large. In a legal system
heavily dependent on what states do and say, the imprecision of the effects model
and its incongruence with trends in state action is highly problematic.

Second, the effects model’s imprecision provides inconsistent analytical
results. As previously mentioned, the analogical hook intended to prevent
cyberspace operations from straying too far from armed force is very loosely
connected. With the hook weakened and the factor test doing little to strengthen
it, there is scarcely a reason not to expand Article 2(4) into an approach focused
purely on adverse consequences.!2>] Notably, however, no matter how broadly
Article 2(4) is interpreted, it will never include economic and political coercion
or espionage regardless of how severe the effects may be. This combination of
factors results in a consequences-focused model in which the effects of an oper-
ation are all that matters unless it is not all that matters (economic and political
coercion and espionage), in which case the modality matters too, but there is no
good way to tell the difference.

Third, and most importantly, the effects model’s imprecision undermines the
larger UN Charter framework in which Article 2(4) resides. As discussed previ-
ously, placing the Article 2(4) threshold at armed force bars the small actions that
lead to wider conflict, while also not prohibiting so much that a broader conflict
paradoxically results from states too easily invoking the right to self-defense.
Focusing on adverse consequences irrespective of their similarity to armed force
threatens this dynamic by expanding the scope of Article 2(4) well beyond its
normal limits.!?3!] In short, it makes too much illegal and provides a ready-made
excuse for aggressive states to invoke Article 51.
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There are signs the effects model already extends this far and has arguably
never insisted upon results that very closely resemble the effects of kinetic or
non-kinetic armed force; operations that meet these criteria are simply the easiest
ones to categorize.[BZ] Moreover, since this initial hard-wiring, the effects
model’s tolerance of imprecision seems to have increased. In a recent article,
Professor Tobias Kliem observed a remarkable difference between Tallinn 1.0,
published in 2013, and its successor, published in 2017.1233] More specifically,
while Tallinn 1.0 categorically excluded economic and political coercion from the
ambit of Article 2(4),123*! this language is noticeably missing from the correlating
portion of Tallinn 2.0.123°] To be sure, Tallinn 2.0 acknowledges that economic
and political coercion are not uses of force; however, the assertion is not as robust
as it was in the previous version.[23] Additionally, while Tallinn 1.0’s exclusion
included cyberspace operations “otherwise analogous to” economic or political
coercion, Tallinn 2.0 takes no such position.[237]

This distinction between editions is subtle but significant. The softer and narrower
language of Tallinn 2.0 suggests that under the effects model, the categories of eco-
nomic and political coercion now include fewer actions than before, which means
Article 2(4) must include more than ever. This difference reveals a trend toward
a comparison concerned only with adverse consequences that relegates similarity
to the effects of armed force to happy coincidence instead of the foundation of the
analogy.>38! The armed force “sweet spot” formerly occupied by Article 2(4) is
nowhere to be seen in this approach. As Professor Jack Beard has noted, focusing
solely upon adverse consequences leads to chasing “legal phantoms” in cyberspace,
which are “situations in which numerous policy questions, domestic criminal
issues, and technological challenges are misinterpreted as legal problems ... that
implicate the jus ad bellum.” 237! The natural response to these legal phantoms is to
make Article 2(4) more inclusive in order to capture what are unarguably damaging
state actions. However, the ubiquity of such operations suggests this is a mistake.
To broaden the jus ad bellum analysis beyond a close analogy to armed force is
to “diminish restrictions on the use of force, thereby significantly weakening key
safeguards upon which the international community relies .10 Consequently,
in addition to the risk of false equivalence, the imprecision of the effects model is
a genuine threat to the middle ground of Article 2(4) and ultimately to the interna-
tional peace and security the UN Charter seeks to protect.

This expansive trend is no doubt rooted in a desire to reduce the number of
harmful cyberspace operations. Though this is a laudable goal, Article 2(4) is not
the right vehicle for its pursuit. Remediating the risk of imprecision posed by the
effects model and avoiding an analytical slide into methods focused purely on
negative consequences lies in adhering as closely as possible to the traditional,
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armed force-focused approach to the jus ad bellum. Expository analysis of the
effects model reveals its inability to do so, something that might be tolerable if the
effects model were the only analogical option available—but it’s not. By compar-
ison, the electronic warfare-cyberspace operations analogy uses great similarity
between comparators and a key difference between to create a precise comparison
that holds fast to the traditional jus ad bellum. The effects model’s analogical
weaknesses are therefore the electronic warfare-cyberspace operations analogy’s
strengths, which, in the end, makes it the better analogical approach for judging the
Jjus ad bellum-compliance of state cyberspace operations.

VII. ConcLUDING THOUGHTS

In the end, the effects-based approach of the Tallinn Manuals is a broad-brush
analogy that is overly inclusive and abandons the means-based jus ad bellum in the
face of legal principles and state action that suggests modality of state action still
matters. Moreover, despite efforts to tighten its analogy, the effects model remains
imprecise, which risks labelling as uses of force state actions that more closely
resemble physical world measures that do not implicate the jus ad bellum. The
result is an imprecise analogy that risks treating dissimilar cases similarly, which
is the opposite of what an analogical model is supposed to do.[24!]

The electronic warfare-cyberspace operations comparison avoids the pitfalls of
the effects model by analogizing cyberspace operations to an actual form of armed
force rather than settling for a generic comparison of effects. Electronic warfare
and cyberspace operations are similar in how they work, how they are used, and
even in their limitations, which suggests the two can be gainfully analogized for
Jjus ad bellum purposes. Moreover, careful analysis of the UN Charter’s text, pur-
pose and subsequent interpretation, not to mention state practice in the cyberspace
operations context, demonstrate that Article 2(4)’s prohibition on the use of force
remain closely tethered, even in cyberspace operations, to the concept of armed
force. In other words, the traditional approach—that the means used to conduct the
operation matters a great deal—is as applicable to cyberspace operations as it is to
any other form of state action.

This, in turn, establishes that the methods used in state cyberspace operations are
as vital to the use of force analysis—and arguably more so—as the effects the oper-
ation creates. Consequently, any analogical model seeking to reconcile cyberspace
operations and the jus ad bellum must be capable of accounting for both means and
effects. Electronic warfare enables such an analysis by forming an analogical bridge
between cyberspace operations and armed force that is at most a slight expansion
of the traditional approach. If adherence to the jus ad bellum framework is more
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desirable than its undermining (and it is), legal analysis capable of such precision
is not merely advantageous but genuinely imperative. As examination of the effects
model makes plain, the electronic warfare-cyberspace operations analogy is the
more precise and thus the better option.

Nevertheless, much work remains. By requiring close analogy to a form
of armed force and thereby retaining the use of force threshold at its original
sweet spot, the comparison will likely result in shrinking the group of Article
2(4)-threatening cyberspace operations. Notably, this will not change the dam-
aging nature of such non-force actions, which begs the question of what to do
with them. It will require a shift in focus from armed force, which is generally
military-centric, to one of cybersecurity reinforced by international norms of
acceptable state conduct. Over time, this may even lead to a cyberspace-specific
area of international law as some have suggested is needed.[?*?] In the meantime,
the work can proceed with cyberspace operations implicating Article 2(4) firmly
ensconced where they belong—in close analogy to a form of armed force.
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Attacks, Security Tip (ST04-015) (Nov. 20, 2019), https://www.us-cert.gov/ncas/tips/
ST04-015 (last visited Mar. 8, 2020).
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I. INTRODUCTION

Every surfer dreams of getting barreled at Trestles or walking the nose on the
long right-hander waves at San Onofte. It would also be ideal to surf a spot on Oahu
with Waikiki’s relaxing waves while being the only one on the peak or catching a
“sunset sesh” on Kauai. For surfers, especially those in the military or their families,
these experiences are possible because all of these surfing options are available
on military installations.!!! These surf breaks are vital because of the benefit they
provide to service members and families as well as the economic value they bring
to the community. Many reefs near the shoreline of some military installations also
provide a recreational venue for SCUBA divers. From a legal standpoint, preserv-
ing these surfing breaks and diving locations on and near Department of Defense
(DoD) installations is imperative to fulfill the DoD’s obligations under the National
Environmental Policy Act, Clean Water Act, Coastal Zone Management Act, and
National Historic Preservation Act. Additionally, sustaining surf breaks implicates
public policy matters and is vital to maintaining positive relations with the commu-
nity. The DoD must act proactively by considering these resources in its use and
development of military installations and by preserving these sites as important
cultural and natural resources. Federal installations need to prepare for coastal and
marine spatial planning to become more prevalent in the coming years. Coastal and
marine spatial planning will be useful for ensuring protection of ocean recreational
resources and resolving compatibility of offshore energy development with mission
considerations and resource preservation.

This article begins by exploring the importance of preserving surfing and diving
resources on DoD installations. Next, it will discuss the benefits and shortcomings
of current preservation authorities such as the National Environmental Policy Act,
Clean Water Act, Coastal Zone Management Act, and National Historic Preserva-
tion Act, and how the DoD should approach these laws relating to surfing and diving
resources. Finally, the article will discuss coastal and marine spatial planning as an
avenue to proactively preserve these resources and how the DoD should proceed
going forward.

II. BACKGROUND

Surfing breaks are unique because they are a rarity in the world. Most beach
areas are not suitable for surfing.?] Suitable areas must have good water quality,
and there must be suitable wave quality, known as “surfability;” therefore, surfing
is limited to much smaller areas than open-water swimming.m Surfability requires
a specific combination of underwater topography, sediment, swell, and beach direc-
tion to generate waves useful for surfing.[*! Additionally, only certain locations have

The Air Force Law Review ¢ Volume 82 Surfing On Base 57



the proper wind direction and intensity (usually light, offshore winds) to make for
decent surf conditions.l>! When a surf break is eliminated, or conditions deteriorate
such that the waves are lower quality, the lost break cannot be replaced.!%]

While the number of surfers has swelled, the number of surfing breaks has
diminished to make way for ocean development.l”] While the true number of surf-
ers is hard to quantify, studies indicate that there are upwards of 2.5 million surfers
in the United States.!3! Participation in the sport is growing at a rapid pace, with an
estimated 40 percent increase in the number of surfers between 2004 and 2016.1°]

SCUBA diving is a more recent development than surfing. The technology that
allowed for breathing underwater that we use today was developed during World
War I11!% Navy SEALS specialize in SCUBA diving as part of their training at the
Naval Special Warfare Training Center near Coronado, California,l!!! and SCUBA
diving is a prominent recreational opportunity at Naval Station Guantanamo Bay,
Cuba.l!?] According to studies by a diving trade association, there are approximately
3 million active divers in the United States and about 11 million snorkelers.!!]
Many service members or their family members take part in these activities.

A. The Military s Relationship to Surfing

While SCUBA diving was developed by the military,|'*! is a skill currently
used in some special operations career fields, and is a popular recreational activity,
the military has in the past had a more contentious relationship with surfing. Several
quality surfing breaks are on military installations. In California, there are surfing
beaches located at Vandenberg Air Force Base (near Point Conception), Naval Base
Ventura County (Point Mugu), Camp Pendleton (northern San Diego County),
Naval Air Station North Island (southern San Diego County) and Naval Station
Coronado (southern San Diego County).!>] In Hawaii, Marine Corps Base Hawaii,
Coast Guard Air Station Barbers Point, Pililaau Army Recreation Center, and Joint
Base Pearl Harbor-Hickam all host surfing spots on Oahu, with similar waves to the
famed Waikiki, but without the crowds.l'®) On Kauai, the Barking Sands Pacific
Missile Range Facility also features a surf break.[!”] On the Atlantic coast, Naval
Station Mayport, Coast Guard Station Ponce Inlet, and Patrick Air Force Base in
Florida all have good surfing opportunities.'! Several other bases in coastal loca-
tions have surfing breaks close to the installation. These surfing breaks provide a
morale and recreation benefit to the service members and their families stationed at
those locations.
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The military’s current relationship to surfing breaks has improved over histor-
ical approaches. One prime example of military action that destroyed surf breaks
was the installation of the breakwater to protect the port of Long Beach and the
Navy fleet during World War 1L.L'%] In the 1940s, two sections of breakwater were
constructed to complement a seawall at the mouth of the San Pedro harbor. At the
time, Long Beach had been a popular surfing location. Its waves were compared
to Waikiki, the gentle, rolling waves in Hawaii, and it even hosted a world surfing
tournament.[2%] However, with the construction of the Long Beach breakwater, the
result was an end to Long Beach'’s surfing; in addition to creating diminished water
quality from the poor circulation.[?!]

At Joint Base Pearl Harbor-Hickam, construction of the Reef Runway in the
1970s also likely destroyed surfable waves.>2! Honolulu International Airport and
Joint Base Pearl Harbor-Hickam share the use of the Reef Runway.[?3] The Air
Force, Army, and Navy donated land from Hickam Air Force Base to support the
project.2*] The Reef Runway was built offshore on top of a coral reef complex.[2!
The Navy had operated a recreational beach facility at the location that had to
be closed.l?%] The water in this area had already been polluted by prior military
dredging activities and wastewater discharge.!?’] Given the pollution, and that the
recreational use of the reef was limited to activities “requiring only a minimum
of contact with the water,” the use of the reef for surfing was not analyzed in the
Environmental Impact Statement.[>%] The project was opposed by environmental
groups, who unsuccessfully sought an injunction on the basis that the Environ-
mental Impact Statement insufficiently assessed the environmental impact of the
offshore runway construction.l?”] The Reef Runway used by Joint Base Pearl
Harbor-Hickam represents an example of a coral reef habitat and likely reef surfing
break that was initially degraded with military use and later outright destroyed.3"!
A small reef surfing break on Joint Base Pearl Harbor-Hickam, known as Hickam
Beach, remains to the west of the Reef Runway.Bl]

Current approaches to surfing and diving resources are more ambivalent. While
the policy of the DoD and military services is that mission always comes first, the
military services support the use of DoD property for recreational activities when it
does not conflict with mission purposes..>2] Of the military bases that have surfable
waves, Camp Pendleton’s use of the coastal area is the most intensive because the
Marine Corps focuses on amphibious operations and conducts training there.>3!
However, the cobblestone bottom of Trestles and San Onofre makes the location
exquisite for surfers but not amenable to training, so the impact of training activities
in the location is minimal.l>*] Trestles has been prioritized for recreational use since
President Richard Nixon brokered a lease with California to operate the coastal
area as a state park in 1971.13°] That 50-year lease will expire in 2021.13%] This
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military surfing amenity provides a significant benefit to the economy of the town of
San Clemente, which neighbors the surf breaks.>”! One example of the military’s
recognition of the importance of this resource is through environmental analysis
prior to major federal actions on Camp Pendleton.[>3] For example, when the Marine
Corps acquired and implemented use of a new amphibious assault vehicle, they
analyzed the impact to Camp Pendleton’s surfing breaks.l>] The Marine Corps’
recognition of the importance of maintaining surfing breaks while accomplishing
their mission highlights that the approaches taken by military installations are vital
to the preservation of surfing and diving resources located on their coastlines.[*"]

B. Causes of Degradation of Surfing and Diving Resources

Ocean development is not the current proximate cause of the wholesale destruc-
tion of entire surfing breaks at many locations. Surfing breaks are also affected
by the degradation of water quality from other ocean uses and water pollution
from shore-based stormwater runoff.[*!] What is unique to surfing as opposed to
swimming and diving is the fact that surfing breaks are affected by differences on
the ocean bottom (bathymetry) from changed sedimentation flows from creeks and
the nearshore environment, which causes alterations to the waves.[4Z]

Construction along the coast, such as coastal development or coastal armoring
projects, usually has a negative impact on sediment flows and bathymetry at a
surfing location.!*3] Human impact through development along a watershed also
changes the flows of sediment in the nearshore environment.[**] Development that
encroaches on streams or creeks inland causes erosion that leads to the wrong
kind of sediment flowing out to the ocean that would not otherwise be present.!*>!
While the effect on diving resources is indirect, altering the ecosystem of the diving
environment, the effect on surfing is direct because it affects the quality of the
waves.[*%] Conversely, development projects such as dams also prevent sediment
that provides natural beach nourishment from reaching the ocean.*”! Integrated
coastal zone management is needed to protect surfing breaks from impacts gener-
ated by onshore development.!*8!]

In addition, all water contact users are impacted by water quality from both a
human health and an aesthetic standpoint.l*”] Thus, poor water quality or bacteria in
the water from urban runoff or petroleum spills also impacts surfers and can result
in the closure of surfing areas.l>] Additionally, advisories are commonly issued to
warn recreational users not to enter the water for 72 hours following a rain event.[!]
Diving is best conducted in areas that have a vibrant underwater ecosystem, such
as reefs and kelp forests. Healthy underwater ecosystems draw recreational users to
those areas for diving and snorkeling. Conversely, poor water quality will also cause
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an area to become unsuitable for diving activities.>2] Water quality has improved in
recent years with major upgrades to sewage treatment in urban areas, which reduces
pollutant discharge.[>3] However, water quality continues to remain a concern.

C. Economic Impact of Diving and Surfing Resources on
Local Communities

In discussing the need for greater protection of ocean resources for water-contact
recreational uses, it is important to quantify the economic impact that those
resources present to the economy.>*] The pragmatic, quantifiable economic impact
on a coastal community from a surfing or diving location will sway the level of
public involvement in the project that impacts the surfing or diving amenity, rather
than intrinsic arguments such as the need for recreation or conservation of the
environment.>°]

Diving and surfing resources provide strong economic benefits to coastal
communities. Divers spend money on equipment, training, parking, food, lodging,
and guide services.>%! Based on information published by the Diving Equipment
and Marketing Association (DEMA), average direct expenditures per dive ranged
between $116 and $234.1°7] Snorkeling trip expenditures average between $44
and $100 per snorkeling trip.°8] A 2011 study estimated that there were 3.3
million surfers in the United States who represented an overall economic benefit
of $2 billion.>?!

When iconic surfing location Trestles, located on Camp Pendleton, was
threatened by the proposed extension of the 241 Toll Road in South Orange
County, researchers performed a study to quantify the impact that the surfing
break brings to the town of San Clemente, CA.[%"] They determined that surfers
at Trestles produced a direct economic contribution of $8-12 million for the town
of San Clemente in the form of “restaurants, shopping, gasoline, rentals, and other
beach-related incidentals” that then result in “jobs, wages, salaries, and taxes”
that would not occur but for the surfing resource.l%!] The surfing area of Trestles
has an economic value of between $21 million to $45 million.l%2! Communities
also receive revenue from parking fees at surfing locations and other coastal rec-
reational activities that are accrued during a surfing trip.l%3! The Trestles study
provides insight into the economic impact created by a single surfing location and
provides the economic impetus for the preservation of the resource. Preserving
surf breaks also promotes property values and tax revenues.[%*] With the ever-in-
creasing numbers of surfers and divers in America and the economic benefit these
resources provide to local communities,!%°] military installations can expect to
face public scrutiny for actions that impact those resources.
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III. DiscussioN

Several laws have components protecting surfing and diving resources on or
near military installations. These laws impose various penalties when the installa-
tion takes action contrary to the law, which includes injunctions to stop a project
or monetary fines. The primary federal laws that address coastal development on
military installations are the National Environmental Policy Act, the Clean Water
Act, and the Coastal Zone Management Act.l%! The National Marine Sanctuaries
Act and the National Historic Preservation Act also have some limited application
when discussing recreational resources.

A. Current Applicable Authorities
1. National Environmental Policy Act

An overarching statute that provides essential coastal and marine spatial
planning authority is the National Environmental Policy Act. This statute requires
review and public comment for federal actions (such as permitting decisions) that
lead to significant environmental impact.[®”] For every major federal action, such
as constructing a new building or converting a land parcel from one use to another,
the federal agency proposing the action must provide a statement addressing the
environmental impacts of the action and alternatives to the action.[%%! Per the Air
Force’s Environmental Impact Analysis Process regulations, where there is the
“Ip]otential for significant degradation of the environment” or “[s]ubstantial envi-
ronmental controversy” over the impact of an action, an environmental impact
statement is required.%?] Otherwise, an environmental assessment is required
unless the action is categorically excluded from analysis and will have a “minimal
adverse effect on environmental quality.”[’"]

The federal agency proposing the action must consult with other agencies that
have “jurisdiction by law or special expertise with respect to any environmen-
tal impact involved.”l”!] Some states have laws that operate in parallel with the
National Environmental Policy Act, such as the California Environmental Quality
Act, which requires an assessment of environmental impacts.[’2! Environmental
analysis documents prepared under the National Environmental Policy Act can also
serve as the assessment required under state law provided that the requirements
of both state and federal law are met in the same document.!”3] Additionally, for
actions that affect surfing or diving resources, coastal installations should consult
with the state’s Ocean Policy Committee and comparable state authorities, such as
the California Coastal Commission or California’s Ocean Protection Council.[”%!
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In practice, federal installations have not been consulting with all of these
agencies.[75] However, failure to consult and thus failure to consider environmen-
tal impacts could lead to an environmental group or citizen obtaining an injunction
against the proposed activity.l”% Thus, to fulfill the National Environmental Policy
Act requirements, military installations should consult with appropriate agencies
for actions that may affect surfing or diving resources.

The National Environmental Policy Act provides a useful tool for citizens and
environmental groups to ensure that federal agencies are analyzing and disclos-
ing environmental impacts; however it only goes so far to protect environmen-
tal resources. The National Environmental Policy Act does not require a federal
agency to select the least harmful alternative to the environment.l””] The regu-
lations implementing the National Environmental Policy Act require agencies to
provide an opportunity for public comment and to respond to public comments.!”%!
Involved citizens reviewing a project can and will publicly comment throughout
the process..”?] If their concerns are not addressed, they may sue to ensure that the
agency considered all of the environmental irnpacts.[go] Citizens and environmen-
tal groups are occasionally successful in obtaining an injunction against agency
proposals, such as military training activities.!3!]

For example, where a coastal and marine spatial plan exists, “Federal agencies
consider environmental impacts” on the uses designated within such plans.[gz]
For instance, if a coastal seawall is proposed, then the federal agency would have
to consider the impact on nearby marine reserves or recreational uses. Failure to
respond to comments or failure to fully analyze environmental impacts could lead
to environmental groups or private citizens suing to obtain an injunction to prevent
implementation of the agency’s proposal.[83]

However, the National Environmental Policy Act does not prevent the imple-
mentation of a project that would negatively impact the environment.[%*] As long as
a federal agency implementing an action analyzed the impact that an action would
have on a surfing break or diving location, the agency can still select the option that
destroys the resource.!®>] As a result, the National Environmental Policy Act has
shortcomings as a reliable tool to protect surfing and diving resources. Neverthe-
less, it provides powerful incentives to ensure that federal agencies fully analyze the
environmental impacts that an action will have.[5°]

2. Clean Water Act

The Clean Water Act, signed into law in 1972, addresses two sources of water
pollution: discharge of pollutants into waterways and dredging or filling, especially
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in wetlands.[®’] The primary goal of the Clean Water Act is to ensure that the
nation’s waters are fishable and swimmable, which would be a water quality level
suitable for surfing and diving.[gg]

a. Section 402 — Discharge of Pollutants from Point Sources

Section 402 of the Clean Water Act regulates the discharge of pollutants from
point sources into waters of the U.S.8?] This law requires permits for discharges
into regulated waters, which is the most commonly treated wastewater from
sewage.[”%] A permit is also required and mitigation measures must be followed
for construction sites disturbing more than one acre of land.[?!] Discharge permits
require the permit-holder to use certain technology to achieve cleaner discharges
as well as maintain overall water quality.l”?! For a wastewater treatment plant to
receive a discharge permit, the facility needs to meet standards to be able to clean
pollutants from the effluent.l”3] If the discharge is determined not to meet water
quality standards, then the discharge source is subject to penalties..”*] Standard
enforcement is largely delegated to the states, with the EPA exercising overall
supervision. Almost all states have been granted authority by the EPA to manage
the wastewater discharge-permitting program.[”>] Additionally, most states are
granted authority to regulate federal facilities.”°]

About half of military installations operate wastewater treatment facilities on
the installation.””] Of the installations with surfing or diving resources, only Camp
Pendleton has on-site wastewater treatment, and it uses advanced standards of treat-
ment.[”8] Other installations with surfing and diving resources send their sewage
off the installation for treatment by local municipal facilities.[””] Installations that
use wastewater treatment located upstream from surfing or diving resources, such
as Eglin Air Force Base, can also affect the water quality downstream.!!0%]

Overall, the Clean Water Act has been successful at reducing water pollu-
tion from industrial point sources and sewage treatment facilities. In Southern
California, which contains many world-famous surfing breaks, “water quality
has improved dramatically since implementation” of the Clean Water Act.[!0!]
However, water pollution from urban stormwater runoff, which is not regulated
by the Clean Water Act, continues to be a problem.l!92] While stormwater runoff
is still an issue for military installations, it is much less of an issue for military
installations than for urban communities at large because most military installa-
tions have less concentrated use of land.[!%3]
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b. Section 404 — Dredging and Fill Permit Requirements

Section 404 of the Clean Water Act regulates the disposition of dredged materi-
als into regulated waters or construction of breakwaters.l' 4] Under the definitions
of the Clean Water Act, a “vessel” is considered a point source.l! %] Items such as
“dredged spoil,” “sand,” or “rock” are considered to be pollutants.['%] This does
not prevent the construction of new breakwaters or depositing dredged material into
waters, but it does require obtaining a permit.[lm] The permitting process requires
a public hearing before issuing a permit.[!9%

The most evident application of Section 404 is that it imposes a requirement
to obtain a permit before filling a wetland.['??] While wetlands are not useful
in themselves for surfing or diving, they provide important water quality func-
tions.l!1% Wetlands promote proper sediment flows downstream to surfing and
diving locations, which promotes bathymetry for surf spots and ecosystem growth
in dive spots.[1 1]

The Army Corps of Engineers grant permits in most states, and the applica-
ble regional or local water board must certify that the permit complies with the
state’s water quality plan.[llz] Permits cannot be granted to fill a wetland if it
there are “significantly adverse effects” on “recreational, aesthetic, and economic
values.”l!13] To obtain a wetlands fill permit, the developer must provide mitiga-
tion in the form of restoring wetlands within the same watershed.[!!*] If citizens
or environmental organizations find that Clean Water Act permitting provisions
are administered improperly, they have the standing to raise legal challenges.!'!>]

The Clean Water Act applies to federal facilities, such as military installations,
in much the same way that it applies to nongovernmental facilities.[!!®] Federal
facilities may be subject to injunctions to enforce compliance with Clean Water
Act provisions. Additionally, citizens have the standing to sue to enforce federal
agencies’ compliance with the Clean Water Act.l!!7] While sovereign immunity
exempts federal agencies from civil penalties or punitive fines for Clean Water
Act violations, agencies may still face monetary sanctions.[!!8] Still, this provides
an effective method for citizens’ groups to ensure that wastewater discharge from
military installations is within allowable standards.

3. Coastal Zone Management Act
The federal Coastal Zone Management Act was also signed into law in 1972.

Coastal states are required to identify coastal uses that degrade water quality and
implement plans to control coastal land use and development to promote water
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quality.l!!?] All coastal states currently participate in the national Coastal Zone

Management program.!! 2% The main application of this law to activities on military
installations is that “each federal activity within or outside the coastal zone that
affects any land or water use or natural resource of the coastal zone shall be carried
out in a manner consistent” with the state’s coastal zone management prograrn.[lzl]
Within 90 days of final approval of a federal activity, such as a Record of Decision
under the National Environmental Policy Act, the federal agency must provide
the state with a determination that the federal activity is consistent with the state’s

coastal zone management plan.[!22]

This law provides a powerful avenue for states to protect surfing and diving
resources because federal agency actions are required to be consistent with state
regulation of the coastal zone, “to the maximum extent practicable.”[!23] Where
there is a disagreement between state regulations and the federal agency’s activity,
the law provides for mediation as an alternative to litigation.[!2*] The President
holds the authority to determine that federal action is in the “paramount interest of
the United States” and exempts a non-consistent activity from state regulation.[125 ]

The Coastal Zone Management Act exempts federal lands from the definition
of the coastal zone.l' 2% As such, coastal installations such as Vandenberg Air Force
Base that fall under exclusive federal jurisdiction would not be considered in the
coastal zone per the statute..'2”] However, under the Federal Consistency Program,
coastal installations are required to comply with the Coastal Zone Management Act
when the federal action has “spillover impacts” that affect land use, water use, or
natural resources of the coastal zone outside of the federal land.!'?8] Federal actions
must be consistent with the state’s coastal zone management plan.l!?%] In instances
where a federal installation’s jurisdiction and ownership extends to the mean high
tide line, the surf break or diving reefs would be outside of the federal ownership
because they are further out. Thus, this law can be used by states to regulate fed-
eral activities on installations that may have an impact on the coastal recreational
resources. The main limitation on using this law to protect recreational resources
is the law provides enforcement authority to the states and not to private citizens
or environmental groups.['3] Additionally, under the Coastal Zone Management
Act, where there is a disagreement between the state and federal government over
whether a federal action will have a detrimental impact on the coastal zone, the
Commerce Department provides mediation services to resolve the difference.l'3!]
The Coastal Zone Management Act, while helpful, is not a complete defense to
recreational resources, so surfers and divers are at the mercy of the state’s approach
to recreational resources and the importance that the state places on them.
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a. California

To meet the federal Coastal Zone Management Act requirements in California,
the California Coastal Commission created the California Coastal Management
Plan, which was approved by the National Oceanic and Atmospheric Administra-
tion (NOAA) in 1978.1132] Salient for divers and surfers, the California Coastal
Act provides that “[c]oastal areas suited for water-oriented recreational activities
that cannot readily be provided at inland water areas shall be protected for such
»[133] The Coastal Commission at a minimum has jurisdiction within 1,000
yards of the coastline; however, it may extend up to the lesser of “the first major
ridgeline” or “five miles from the mean high tide line of the sea” in “significant
coastal estuarine, habitat, and recreational areas.”[134] The Coastal Commission
also has jurisdiction over the state’s three-mile territorial jurisdiction out to sea.l! 3]
Development within the Coastal Zone requires a permit..'3% The California
Coastal Act places various priorities on uses of oceanfront land.l'37] Recreational
facilities have priority over non-coastal dependent uses “but not over agriculture
or coastal-dependent industry.”[!38]

uses.

When the Coastal Commission or municipalities are issuing permits for
development or other activities under the Coastal Management Plan, the statute
provides the opportunity for public comment.[!3?] The public comment process
provides concerned citizens, including recreational ocean users, an important tool
to be involved in new coastal development or freeway construction that impacts
surf breaks or diving locations.l!*] There are also litigation options available to
citizens and environmental organizations against state agencies..!*!] For example,
through lengthy litigation and a resulting settlement, regular Trestles surfers were
able to force the California Department of Transportation to take into account the
sedimentation impact on Trestles caused by the extension of the 241 Toll Road
near San Clemente.!!*2] While this litigation did not involve the DoD, this exam-
ple is illustrative of the litigation pitfalls that DoD installations could face when
engaging in construction or training activities that affect recreational sites.

b. Hawaii

In Hawaii, the Office of Planning administers the state’s Coastal Zone Man-
agement Program.!!*3] Hawaii’s coastal zone encompasses the entire state.l!**]
The rationale for this is an understanding that “[w]hat occurs on land, even on the
mountains, will impact and influence the quality of the coastal waters and marine
»[143] Despite being the birthplace of surfing, the Hawaii Coastal Zone
Management Act’s language protecting recreational uses is not as strong as the Cal-
ifornia Coastal Act. The Hawaii Coastal Zone Management Act requires agencies

resources.
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to “give full consideration to ecological, cultural, historic, esthetic, recreational,
scenic, and open space values, and coastal hazards, as well as to needs for economic
development.”l!4%] Hawaii has ocean planning policies that set forth priorities and
provide for conservation areas but stops short of marine spatial planning.'*’] The
Hawaiian law provides for private citizens and environmental groups to initiate
lawsuits against agencies not in compliance with the Coastal Zone Management
Act.l!48] Ultimately, the federal government is not bound by any state’s decision,
but could be brought to mediation to resolve differences.l'*?]

c. Florida

Florida has an approved Coastal Management Plan to fulfill the requirements of
the federal Coastal Zone Management Act.['>%! The Florida Coastal Management
Plan is codified into 24 separate statutes.!>!] Florida’s coastal zone provisions
generally extend 1,500 feet inland from the shoreline. For barrier islands (which
is where surfing breaks are located in Florida), the coastal zone provisions apply
5,000 feet inland.!!32] Construction in the coastal zone is required to “be located
a sufficient distance landward of the beach to permit natural shoreline fluctuations
and preserve dune stability.”l!>3] The requirements for building projects within
the coastal zone focus on structures being able to withstand coastal storms and
flooding.!' 7% The Florida Coastal Management Plan provides for permitting for
rigid coastal armoring structures to protect beachfront property from erosion and
storms.!!>°] While the Florida statute mentions recreational resources, its language
is not as strong as California’s Coastal Act. The Florida statute expresses the
intent of the legislature that “[o]pportunities must be increased to provide natural
resource-based recreation” and “coastal areas are among Florida’s most valuable
resources and have an extremely high recreational and aesthetic value which should
be preserved and enhanced.”l! 2] However, by the state’s terms, only some of Flor-
ida’s Coastal Management Program is not enforceable against federal agencies for
purposes of consistency determinations.!!>’]

4. Marine Protected Area Networks

The most comprehensive conservation mechanism for ocean areas are federal
and state Marine Protected Areas. Marine Protected Areas are designed to protect
“natural and cultural resources.”l' 78! There are various types of Marine Protected
Areas that provide varying levels of protection for marine mammals within their
boundaries.!!>?]
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Five requirements must be met when the Commerce Secretary designates a
location as a Marine Protected Area.l!®0] The first requirement is that the protected
area will fulfill the purposes of the National Marine Sanctuaries Act, which includes
marine conservation and ecosystem management.ﬂm] The second requirement is
the protected area is of “special national significance” based on “conservation,
recreational, ecological, historical, scientific, cultural, archaeological, educational,
or esthetic qualities; the communities of living marine resources it harbors; or
its resource or human-use values.”l'%2] The third requirement is that existing
authorities “are inadequate or should be supplemented” to ensure “comprehen-
sive conservation and management.”l'%3] The fourth requirement is the National
Marine Sanctuary designation will “facilitate the objectives” of comprehensive
conservation and management, scientific research, and public education.!!%%
Finally, the “size and nature” of the protected area must “permit comprehensive

and coordinated conservation and management.”l!>]

Although recreational use is a permissible reason to designate a Marine Pro-
tected Area, the current network has focused on ecological conservation.!!%°]
Federal Marine Protected Areas are integrated into a combined system with state

Marine Protected Areas.[!%”] Marine Protected Areas serve a vital function in pro-
tecting resources.!! %3] Typically, diving is prevalent in areas where they exist.[!%”]
[170]

By comparison, few surfing areas are located within Marine Protected Areas.
Although Marine Protected Areas are not on federal installations, they do exist
1711 Thus, Marine Protected Areas provide
L1721 Military instal-

under military airspace over the ocean.!
a helpful function in preserving diving resources in some areas.
lations need to consider Marine Protected Areas in conducting training activities,
but these protected areas have minimal impact on other activities on the installation.

5. National Historic Preservation Act

While the Coastal Zone Management Act and Marine Protected Areas provide
governmental regulation to promote conservation of the marine environment,
historical preservation is another avenue that has been used to protect surfing
resources. Historical preservation is assured by listing a location on the National
Register of Historic Places (National Register).l!”3] When a location is listed on
the National Register, any proposed federal agency action requires the agency to
consult with the State Historic Preservation Office or the Advisory Council on
Historic Preservation and integrate measures developed during consultation into
[174] Despite this requirement, “decisions rest with the agency

»[175] The only surf break currently listed on the
176]

making a decision.
implementing the undertaking.
National Register of Historic Places is Malibu, listed as a historic district.!
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Listing a surfing resource on the National Register is difficult. Few surf breaks
qualify for the rigid criteria.l!”’] Even if the surf breaks on DoD installations could
qualify, there could be other obstacles, such as the need for the DoD to certify the
listing of resources on military bases.!78] For example, the Trestles surfing break
failed to achieve registration on the National Register despite nomination.!!”?]
Although the Trestles surfing break met the criteria for historic preservation, the
Navy refused to certify the application because of the potential for conflict with the
training needs of Camp Pendleton.!!3] While the option of historic preservation
has been tried as a method to provide preservation for surfing breaks, it provides
more leverage to the DoD than it does to surfers.!!5!]
an effective avenue to preserve surfing breaks if the military installation wants to
pursue listing an eligible surfing resource.!!82!
may provide some protection to diving locations on military installations if the
diving location contains a historic artifact such as an airplane or shipwreck.!! 3]

Historic preservation is only

For example, historic preservation

In summary, the National Environmental Policy Act, the Clean Water Act, the
Coastal Zone Management Act, Marine Protected Area Networks, and the National
Historic Preservation Act provide a significant layer of protection for surfing and
diving resources on or near DoD installations. DoD installations need to take their
responsibilities under these statutes seriously. These statutes provide avenues for
citizen lawsuits, and they can also result in injunctions preventing military missions
against installations that fail to follow their provisions as it relates to surfing or
diving resources.

B. Coastal and Marine Spatial Planning to Protect
Recreational Resources

Federal installations should be prepared for coastal and marine spatial
planning to become more prevalent in the coming years, which could provide
significant additional protections for surfing and diving spots on or near DoD
installations.[!84] The states of Massachusetts, Rhode Island, and Washington have
implemented coastal and marine spatial planning, and several other states such
as Hawaii and California have shown interest in the Concept.[185]
states are also members of larger regional planning bodies.[!3%!
spatial planning efforts in New Zealand and Australia, which focus on providing
protections for ocean recreational resources such as surfing and diving locations,
also provide specific examples of coastal and marine spatial planning that could be
applied domestically.[!87]

Most coastal
Coastal and marine
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Coastal and marine spatial planning applies concepts of zoning used to regulate
land use onto the ocean’s use.l!%%] Coastal and marine spatial planning is a two-part
process that consists of information gathering and then developing an ocean-zoning
scheme.!'3?] The process allocates permitted uses of ocean spaces “based on a deter-
mination of an area’s suitability for those uses” and reduce conflicts “by separating
incompatible activities.”'?] Planners consider outside influences that affect the
areas to be zoned.['?!] Planners also identify complementary uses of various areas
and the intensity of uses permissible in those areas.[!?2] Once the permissible uses
and intensity of those uses have been determined, the planners would then issue reg-
ulations that govern those uses, enforcement mechanisms to ensure compliance, and
incentives to promote voluntary compliance.[!?3! The coastal component of coastal
and marine spatial planning involves studying and regulating onshore activities in
the coastal zone that impact the oceans.[!”*] Coastal and marine spatial planning
is dynamic and thus adaptable to changing conditions, such as seasonal rotation of
uses or whale migration patterns.l'?>] Coastal and marine spatial planning follows
a cyclical approach, meaning that once a plan is developed, it is then reviewed and
can later be revised as new information becomes available.l! %]

Coastal and marine spatial planning is a process that contemplates stakeholder
interests, designates uses for particular areas of the ocean, and continuously eval-
uates the uses based on data.l!’] Environmental stakeholder groups, such as the
Surfrider Foundation, have a greater ability compared to the current legal frame-
work to actively contribute to the planning process and ensure that planners follow
the law’s requirements.!!”3] The involvement of stakeholder organizations in a
coastal and marine spatial planning context differs from public comment proce-
dures utilized under other environmental laws.!”?] Typical comment procedure
involvement is responsive to an individual project or proposal.l2%?] Within coastal
and marine spatial planning, stakeholders are supposed to be involved from the
outset with the overall planning process, cutting across multiple sectors..2!] This
is a far more active level of engagement than currently exists with typical pub-
lic comment procedures.?’2] Planners would work with stakeholders to identify
and prioritize areas that are important to recreational users.[?%3! Additionally, if
planners stray from the legal requirements, these stakeholder groups can serve an
important enforcement role by filing citizen suits to induce compliance.[24]

Planners can also import parts of successful initiatives from other areas of the
world such as Australia, New Zealand, and Europe and modify them, as necessary,
to fit the needs of the planning area.l?’] Additionally, coastal and marine spatial
planning can take into account new and evolving technologies that can provide
more effective protections for recreational sites and ocean ecology. For instance,
California comprehensively mapped its territorial waters.[2’%] From a recreational
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standpoint, this data revealed important bathymetric features to surfing breaks
such as Mavericks near Santa Cruz, California.[2%7] This data can be used to better
develop a plan to protect these resources.

Coastal and marine spatial planning allows planners to study areas that are
used for recreational water-contact uses and study the primary threats that those
areas face, both internally and externally. From there, the planners can develop
regulations to preserve those areas and balance the interests competing for ocean
and coastal uses.[?’8] A coastal and marine spatial planning program could reg-
ulate onshore development as well, by encompassing an area a certain distance
from water features, such as rivers that flow into the ocean, an approach taken by

Rhode Island.!?%?]
1. Current Legal Framework for Coastal & Marine Spatial Planning

At the federal level, several statutes provide federal agencies with authority to
regulate the various parts that form a coastal and marine spatial plan.[2'%] However,
absent an overarching statutory scheme, there are shortcomings in that coastal and
marine spatial planning would have to be implemented on a segmented basis, with
different portions of the planning effort developed by different agencies.!2!!]

Statutes at the federal level include the National Marine Sanctuaries Act, which
provides current authority for designating Marine Protected Areas.[2!2] Addition-
ally, the Antiquities Act authorizes the designation of National Monuments.[2!3]
National Monuments can be quite large, as in the case of the Papahanaumokuakea
Marine National Monument in Hawaii.l?!*] However, creating a National
Monument is more complicated than a Marine Protected Area because it requires
Presidential action.[?!°! Finally, the Endangered Species Act and Marine Mammal
Protection Act can be used specifically to protect critical habitats for threatened and
endangered species and marine mammals, respectively.l2!% These Acts each build
in significant protection for wildlife, and monuments and the areas that surround
them that can be incorporated into coastal and marine spatial plarming.[2 17]

Despite statutory authority to implement aspects of coastal and marine spatial
planning, a shortcoming of the current federal statutory scheme is that each statute
is very sector-specific.[2!?]
at the federal level would require at least twenty different federal agencies to work
together.[2!”] The National Ocean Policy Committee (which replaced the National
Ocean Council in 2018) could be able to serve in the role of a coordinating body

Successful coastal and marine spatial planning efforts

to implement coastal and marine spatial planning among the agencies that are
empowered with pieces of marine spatial planning.!22]
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At the state level, there is much greater latitude to implement coastal and
marine spatial planning under the auspices of the state’s police powers.[?2!] For
instance, in California, the California Coastal Act governs a large amount of
the aspects of coastal and marine spatial planning.[>22! California’s Marine Life
Protection Act governs conversation areas for sea life as well as fishing regula-
tions.[223! California also created the Ocean Protection Council as a coordinating
and information-sharing body among agencies that is useful for coastal and marine
spatial planning efforts.[>2*] The Ocean Protection Council also oversees Califor-
nia’s Marine Protected Area system.[?2>] One of California’s Ocean Protection Act
mandates is to provide the Ocean Protection Council as the coordinating body for
scientific data for agencies to implement coastal and marine spatial planning.[226]

2. Resolving Compatibility of Different Ocean Uses

Coastal and marine spatial planning recognizes there are competing uses of
the ocean that can have a detrimental impact on ecology and recreational sites.
Coastal and marine spatial planning can also mitigate the detrimental impact of
pollution and changed sediment flows that coastal development presents to ocean
recreational sites.!?2’] Under coastal and marine spatial planning, existing ocean
structures would be dismantled if they no longer served the purpose for which
they were originally needed.[?28! For example, the Long Beach breakwater has
outlived its purpose in creating a safe harbor for naval vessels.[227] Using Coastal
and marine spatial planning, this type of obsolete ocean development would be
removed in a manner protective of this natural resource to promote more important
recreational use.!?>% Coastal and marine spatial planning would provide a com-
prehensive set of tools that planners can use to protect recreational ocean sites
through controls on other ocean activities and appropriate vetting and limitations
on development in coastal watersheds.

Coastal and marine spatial planning offers military installations an import-
ant tool to resolve mission compatibility with offshore energy development. For
example, offshore wind energy development is major focus of the Biden adminis-
tration.[23!] However, offshore wind power generation presents concerns for mis-
sion accomplishment as well as detrimental effects on surfing resources.>32] From
a mission standpoint, a collection of wind turbines creates a blind spot for radar,
preventing effective navigation of aircraft, ships, and rockets.[?33] Offshore wind
turbines can have negative effects on surfing breaks because they affect wave height
and coastal sediment flow, which in turn affects wave shape.!?>*] One alternative
energy source that has fewer negative impacts on navigation and may have fewer
impacts on surfing wave quality is wave energy generation.[?3?] Marine Corps
Base Hawaii-Kaneohe has been an instrumental partner with Department of Energy
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and industry to support testing and development of wave energy power generation
facilities.[23%] Coastal and marine spatial planning would provide a mechanism for
military installations to resolve mission and environmental concerns to offshore
energy development and ensure offshore energy siting with minimal impacts.

As state jurisdiction only extends to three nautical miles from the coastline,
integration with the federal government is necessary to ensure comprehensive
coastal and marine spatial planning.[>37! This conflict can be resolved through the
Federal Consistency Program of the Coastal Zone Management Act.[?33] Thus,
federal installations need to plan for the move towards comprehensive coastal and
marine spatial planning, and should take ocean uses into account when preparing
environmental reports under the National Environmental Policy Act and making
consistency determinations under the Coastal Zone Management Act.

IV. CoNcLUSION

Surfing and diving resources on or near DoD installations represent tremen-
dous morale and recreational benefits for service members and their families.
These surfing breaks and diving locations also have a strong economic impact on
the coastal communities near them. The National Environmental Policy Act, Clean
Water Act, Coastal Zone Management Act, and the network of Marine Protected
Areas provide substantive protection to these resources that DoD installations need
to be aware of in order to follow the statutory requirements. DoD installations
also need to be prepared for further regulation in this area in the form of coastal
and marine spatial planning. Specifically, coastal and marine spatial planning pro-
vides a way for military installations to ensure compatibility of offshore energy
projects with mission accomplishment and protection of recreational resources.
Not only do these resources provide a strong recreational and economic benefit
that deserves protection, but there are also legal consequences in failing to follow
statutory requirements. By ensuring that DoD installations follow the requirements
and prioritize the preservation of surfing and diving resources when conducting
activities on the installation, these installations will be able to successfully protect
these valuable resources.
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INTRODUCTION
A. Issues and Objectives

At the dawn of the space age and for many years thereafter, outer space was
accessible only to enormous governmental civil and defense infrastructures,!]
most notably those of the United States and the former Soviet Union. Over time
that exclusivity evaporated, and as of November 2020, some 9,400 satellites have
been launched into Earth orbit by governmental and commercial entities, of which
only about 3,000 remain operational.l?]

In addition to these functioning satellites, uncontrolled and non-operational
man-made matter also exists in space. In total, approximately 23,000 space objects
greater than 10 centimeters in diameter were being tracked by the United States Air
Force’s Space Surveillance Network (SSN) in 2018.13] Many millions more pieces
of smaller debris are estimated to be in orbit, but unobservable, and therefore
untrackable, from Earth.[*] Some of this debris can be attributed to specific States,
while much cannot.

En masse, these nonfunctional and uncontrolled pieces of space debris pose
serious collision risks to operational satellites and manned spacecraft, as well as
to the surface of the Earth, ultimately even threatening to contaminate the space
environment itself. This risk, which has been acknowledged for many decades, ]
has continued to grow as the space environment has become more and more
congested. In order to reduce this risk, individual States and the international
community have engaged in concerted debris mitigation efforts since the early
1990s, notably via the U.S. led, multi-national creation of the Inter-agency Space
Debris Coordination Committee (IADC) in 1993 and the addition of space debris
as a topic on the agenda of the Scientific and Technical Subcommittee (STSC)
of the United Nations (U.N.) Committee on the Peaceful Uses of Outer Space
(COPUOS) in 1992.1%] However, due to significant structural limitations within
resulting mitigation guidelines and poor global compliance, these efforts have
done little to stop year-on-year increases in the total number and mass of objects
in Earth orbit.l”] Additionally, the emergence of new space-faring nations and
commercial entities, accidental collisions, in-space fragmentations, and several
intentional debris-creating events, specifically direct ascent anti-satellite (ASAT)
missile tests, have compounded the problem of uncontrolled debris.

It is now the conclusion of many leading space organizations, such as the

European Space Agency (ESA), %] that space-faring nations must collectively move
beyond simply pursuing mitigation efforts alone and begin focusing on physically
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removing some of the debris from Earth orbit or properly stabilizing and storing it
in special ‘graveyard’ orbits, a process known as remediation or, more commonly,
active debris removal (ADR).”] However, the legacy international space law
regime, primarily inherited from the 1960s and 1970s in the form of five seminal
U.N. Space Treaties (the Outer Space Treaty,[!%] the Liability Convention,!!!] the
Rescue and Return Agreement,!'?! the Registration Convention,!3] and, to a lesser
extent, the Moon Agreementl!#]), creates special legal challenges inhibiting ADR.
For example, the U.N. Space Treaties not only fail to provide a legally binding
definition for what constitutes space debris, but they fail to mention debris at all.
Further, there are no clearly recognized international obligations with respect to
the creation nor the removal of space debris. Fundamental concepts from these
treaties appear to have been drafted without envisioning a future world contain-
ing ADR space operations. For example, the “jurisdiction and control” provision
in Article VIII of the OST establishes enduring, hegemonic control for States of
registry over their space objects and fail to provide a mechanism for the transfer
or abandonment of space objects. Further, the liability regime established by the
Liability Convention disincentivizes ADR when it comes to both the owner of
the piece of debris and the State wishing to carry out the ADR operation. It also
fails to set out a standard of fault or to establish a mechanism for the transfer of
liability. Each of these issues threatens to complicate necessary global ADR efforts.
National defense concerns, economic concerns, and various national laws adopted
by States since this time, notably export control laws, have further complicated the
legal and policy landscapes for ADR operations.

The failure of mitigation efforts and the global need for ADR, along with the
aforementioned complex legal and policy challenges, will be the focus of this
article. Part I defines the scope of the problem posed by space debris thorough an
analysis of its causes, its observable characteristics, and its distribution throughout
the primary Earth orbits. It further explains the dangers posed by uncontrolled
debris, especially in light of its significant increase over time, and concludes by
highlighting several discrete contributing factors and events that have dramatically
exacerbated this increase in recent years.

Part II examines the historical failure of states to craft an international space
lex lata to rein in or even moderate the increase in space debris. It details the
drafting and widespread adoption of various soft law instruments at both the
national and international levels. Ultimately, it argues that these measures have
failed to adequately address the dangers posed by increasing space debris, thereby
justifying the critical need for ADR.
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After this need for ADR has been substantiated, Part III opens by briefly
explaining some of the most promising technological methods of ADR. Then it
analyzes the structural and systemic international and national legal challenges
which currently frustrate the efforts of governmental, inter-governmental,
and non-governmental entities wishing to carry out ADR, as briefly described
above. Much of this analysis focuses on either lacunae or fundamental concepts
embedded within the OST and the Liability Treaty. Part III also highlights certain
national laws, specifically export control laws, as well as several policy issues,
such as economic costs and national security considerations, which pose similar
challenges to the successful implementation of ADR.

Finally, Part IV argues for a future strategy to address the challenges raised in
Part III. Specifically, it advocates for the drafting and adoption of an entirely new
multinational space treaty, describing in general terms the necessary changes to
current international space law which must be made to facilitate the growth of ADR
operations. Some of these changes include establishing new binding international
definitions and obligations related to space debris, adjusting the jurisdiction and
control rules for space debris, permitting the abandonment of space debris, modify-
ing and modernizing the current liability regime, establishing a regulatory agency
in charge of space debris, and empowering such an agency to raise funds for ADR.
Short of the adoption of a new space treaty, Part IV alternatively discusses a role for
more limited space protocols to existing U.N. treaties. Finally, Part IV concludes
by addressing the ways in which individual States can also support ADR efforts
through purely national means.

B. Context and Limitations

Before launching into the body of the article, a quick note on the context of
the public international space law regime is in order. Little hard law has been
generated to move the ball forward on a large scale since the Registration Conven-
tion in 1974. Soft law agreements, such as memoranda of understanding, voluntary
guidelines, and a slew of U.N. General Assembly (UNGA) resolutions have instead
helped filled that gap.!'>] During this period of legal stagnation, the technology and
practical means to safely and effectively accomplish several forms of ADR have
become closer and closer to being fully realized. In fact, many commercial and
governmental prototypes have been patented,['%! and some have already under-
gone operational testing in the outer space environment.['”] Without a modern
legal landscape within which to operate, the implementation of this burgeoning
ADR technology will be beholden to outdated legal concepts. This context, where
the rollout of technological innovation is being stifled by legal stagnation, is the
backdrop for this project and its lengthy description of the current seriousness of
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the space debris problem in Part I and its discussion of the challenges inhibiting
ADR in Part III.

In part because of the above context, the door is open to many possible creative
solutions to overcome the identified challenges and advance the efficacy of ADR
within the space law landscape. However, it is worth noting here that, while Part [V
suggests several desirable solutions, its intent is not to present exhaustive or fully
developed legal proposals for new national and international law. In that regard,
it will not propose specific definitions for space debris nor precise verbiage for a
new space treaty or protocol. Such an enterprise exceeds the scope of this article.
Each of the ideas presented in Part IV is merely a starting point, worthy of future
research and analysis if international progress is to be made on ADR.

Finally, while the descriptions of various ADR technologies in Part III(A)
highlight an impressive variability, they are not intended to be extensive nor
exhaustive. Instead, they are presented merely to provide context for understand-
ing the current challenges and future strategies presented later in Parts III and I'V.

C. Terminology

It will be worthwhile to briefly comment on certain terms which will be used
throughout this article. While the term “ADR” is a form of and generally synony-
mous with “remediation,” ADR will be used as the preferred term, consistent with
the prevailing usage in the literature. Also, ADR is used herein as a comprehensive
term, without distinction to the many ways in which it might be conducted. For
example, when discussing the jurisdiction and control of a piece of space debris
during ADR, no distinction is made between conducting ADR by attaching an
electrodynamic tether versus using a grappling arm. When such a distinction
amongst the various methods of ADR may be relevant to the challenges discussed,
such as with respect to international liability for damage if a ground-based laser
is employed, it is made apparent. While the concept of on-orbit satellite servicing
(OOS) can be closely related to ADR as a means of remediation, it will not be
addressed in this project..'8]

The terms used to describe debris in space varies by organization. For example,
the National Aeronautics and Space Administration (NASA) uses the term “orbital
debris” or “micrometeoroid and orbital debris (MMOD)” while ESA employs the
term “space debris.” Depending on the user and the context, these terms may or
may not include naturally occurring objects orbiting Earth, such as small fragments
of rock or metal from meteoroids. This article will utilize the term “space debris,”
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as this term is generally used in the literature to denote specifically the man-made
debris orbiting Earth.!!”]

Finally, in conducting ADR, it is most often the case that a space object will
interact with one or more other space objects. In order to precisely identify these
objects in relation to one another, the term “ADR object” or “ADR State” is used to
denote the space object actively conducting the removal of a piece of space debris
or the State possessing jurisdiction and control over that space object, respectively.
Similarly, the term “space debris” is used to denote the targeted object of the
removal action, while the term “debris State” is used to denote the State which
possesses jurisdiction and control over that target.

I.  Scope oF THE SPACE DEBRIS PROBLEM

The term “space debris” is not defined in any of the U.N. Space Treaties, nor
will it be precisely defined by this article. However, both the UNGA, through its
adoption of the COPUOS Space Debris Mitigation Guidelines, and the IADC by
virtue of its own Space Debris Mitigation Guidelines, subscribe to the following
definition: “all man-made objects including fragments and elements thereof, in
Earth orbit or re-entering the atmosphere, that are non-functional.”!?%] Assuming
this definition for purposes of discussion, grasping the scope of the space debris
problem requires an understanding of where this type of debris comes from, where
it is located, the dangers it poses, and how it has developed over time.

A. Causes of Space Debris

Man-made, non-functional objects in space are generated in several different
ways. Most can be classified as either mission-related debris, discarded rocket
bodies, fragmentation debris, microparticulate debris, or non-operational payloads.

1. Mission-Related Debris

Mission-related debris, sometimes described as operational debris, includes
intentionally discarded objects due to the launch, deployment, activation,
operation and de-orbit of the payload, which do not otherwise affect the integ-
rity of the payload or launch vehicle.[?!] It accounts for approximately 10-11%
of all orbital space objects catalogued by the United States’ Space Surveillance
Network (SSN).I22] Mission-related debris most commonly includes smaller
pieces of hardware intentionally released during payload deployment or operation,
such as sensor or engine protective covers, straps, springs, temporary shields, or
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stabilization devices.?3] Advances in technology and design have resulted in a

dramatic decrease in the creation of this type of space debris since 1990.12%]
2. Discarded Rocket Bodies

This category of space debris includes the discarded upper stages of the
launch vehicle used to deliver the payload into its orbit. These stages can range in
mass from less than 100 kilograms to as much as eight metric tons.[>>] Similar to
mission-related debris, discarded rocket bodies make up between 10-11% percent
of all orbital space objects currently catalogued by the SSN.I2%! While typical
space missions leave a single rocket body behind in Earth orbit, others may leave
as many as three strewn across separate orbits.[>’! Incredibly, according to NASA,
roughly 30% of all launch vehicle stages used since 1957 are still in orbit,!2%!
totaling nearly 1,950 rocket bodies in 2018.27]

3. Fragmentation Debris

Fragmentation debris is debris created by the breakup of rocket bodies or
payloads, whether caused by an internal explosion or anomalous physical separation
or by some external collision event.l>] Fragmentation debris makes up the lion’s
share of space objects, or approximately 53% of all objects currently catalogued by
the SSN.[>!] Fragmentation events are categorized as either a satellite breakup or
an anomalous event, the former generally being a high velocity, destructive event
with fragments breaking off in different directions and at different velocities, while
the latter is typically a lower velocity, unplanned and mostly-intact separation,
often due to physical deterioration of the payload in the space environment.!3?]
Satellite breakups most commonly result from an accidental malfunction, espe-
cially by on-board propulsion systems, or may result intentionally, for example
due to ASAT weapons testing,>3] whereby States test ground or air launched
anti-satellite ballistic missiles by targeting and destroying their own satellites
while still in Earth orbit.

Very few known fragmentation events to date have been caused by external
collisions; instead, most are caused by internal explosions or anomalous physical
separations.>*] While NASA figures show that more than 320 fragmentation events
have occurred since 1957,[35] ESA estimates that fewer than ten of these have been
due to accidental or intentional collision events.l>%] Several of these ten events will
be discussed in more detail in Part I(D).
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4. Microparticulate Debris

Microparticulate debris, as the names suggests, are the smallest form of
space debris, ranging anywhere from micrometer dust particles to one-centimeter
objects..3”] This type of debris is commonly released from solid rocket motors
in the form of aluminum dioxide dust and particles.>%] It is also commonly
found in the form of tiny flakes of material coatings or paint, degraded from
either micro collisions or simple material deterioration from the harsh outer space
environment.[3?] Sodium potassium coolant liquid, once used to cool nuclear
power sources, is another known cause of microparticulate debris.[*9] In fact,
NASA estimates that approximately 70,000-100,000 sodium potassium droplets
of various sizes remain in low Earth orbit (LEO).l*!] While small in size, the
tremendously fast orbital velocities of microparticulate debris (up to ~10 km/s or
36,000 km/hr in the lowest orbits)*?] and the difficulty in tracking them can
render them exceedingly dangerous. Because of this, NASA’s Chief Scientist for
Orbital Debris, Dr. Jer Chyi Liou, has categorized debris in the Imm-1cm range
as posing the highest mission-ending threat to current NASA space operations.[*]

5. Non-Operational Payloads

In addition to mission-related debris, ejected rocket bodies, fragments,
and microparticulates, many defunct payloads remain in orbit, having either
malfunctioned or reached the end of their useful lives. Functional and non-func-
tional payloads together comprise just under 25% of the space objects catalogued
by the SSN.[*4] However, it is estimated that less than two-third of all orbiting
payloads are still functional,[*>] which means that roughly 2,650 non-operational
payloads continue to orbit the Earth as space debris.[*%] Together, these defunct
satellites comprise approximately 15% of the total space objects catalogued by the
SSN.I*7l Some non-operational payloads are small in size and mass, but others,

especially older payloads in higher orbits, can weigh several tons.[*3]

B. Characteristics of Space Debris
1. Observability
Space objects are capable of being identified and tracked through the use of
world-wide networks of ground-based and space-based optical telescopes and
radars, the largest of which is the SSN maintained by the U.S. Department of

Defense.l*’] The capability of the SSN to identify and track space objects differs
based on the object’s orbital altitude.
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LEO, a portion of outer space ranging in altitude from the lowest boundary
of space, however defined, up to 2,000 kilometers above the Earth’s surface, is
the area where most human activities in space take place, where the International
Space Station (ISS) is positioned, and where many Earth observation satellites or
telescopes are maintained.>’! Powerful phased array radars are most often used to
detect space objects in this region.l>!] Only identified space objects in excess of
roughly 10 centimeters are routinely tracked by the SSN at this altitude.l>?] However,
advances in technology promise to reduce the size of trackable objects in LEO
significantly. For example, a $1.5 billion U.S. DoD joint venture with Lockheed
Martin to build a large ground-based radar system called the “Space Fence” recently
became operational on Kwajalein Atoll in the South Pacific in March 2020, and is
reportedly capable of tracking objects as small as a marble in LEO.[%3]

The areas in Medium Earth Orbit (MEO), or between 2,000 and approximately
35,000 kilometers above the Earth’s surface, are used primarily for navigation and
communication satellites.l>*! Major Global Navigation Satellite Systems (GNSS)
are predominantly located here, such as the United States’ Global Positioning
System, Russia’s GLONASS, Europe’s Galileo, and China’s BeiDou constella-
tions.[>>] Objects above approximately 5,000 kilometers are best detected through
the use of optical telescopes, such as the U.S. Ground-Based Electro-Optical Deep
Space Surveillance System (GEODSS).[°% Generally, the ability to accurately
track space objects in this region decreases from about 10 centimeters at the lowest
regions of MEO to about one meter at the highest regions of MEO.[’]

Finally, Geostationary Orbit (GEO), or the orbits at and immediately adjacent
to roughly 35,786 kilometers above the Earth’s equator, are used primarily for
communications and broadcasting.°%! Ideally, a graveyard orbit at least 235
kilometers above GEO is also used to dispose of satellites in this region at the
end of their useful life.°?! Similar to upper MEO, objects located in GEO are
best detected and tracked through the use of advanced electro-optical telescopes,
although very powerful mechanical radars can also be used.[®"] Generally speak-
ing, only space objects in excess of approximately one meter are trackable by the
SSN in this region.[Gl]

2. Quantity, Mass, and Distribution Throughout Space

In total, the SSN tracked approximately 23,000 objects in space larger than
10 centimeters in 2018.192] However, just because the SSN #racks an object does
not mean that the genesis of that object is known for liability, jurisdictional, or any
other purposes, nor does it mean that the object is necessarily functional. In fact,
the identity is only known for approximately 19,500 of these objects (such that
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they have been catalogued by the SSN)I%3] and in 2019 only about 3,000 of all
tracked objects were actually functional satellites.l*! This means that well over
85% of the tracked objects in the SSN are non-functional space debris. As for
operational satellites, according to the Union of Concerned Scientists in November
2018 (when there were only 1,957 in orbit), 1,232 were operated in LEO, 558 were
operated in GEO, 126 were operated in MEQO, and a further 41 were operated in
non-standard elliptical orbits.l%] In other words, 63% of all functional satellites in
November 2018 were in LEO, 28.5% were in GEO, 6.5% were in MEO, and 2%
were in elliptical orbits.[%°]

While the SSN may only have been actively tracking 23,000 space objects
in 2018, advanced space debris modeling, such as NASA’s LEGEND or ESA’s
MASTER, 7] as well as additional experiments conducted in situ and detailed
analyses of recovered hardware provide insight into the volume of additional
space debris not being tracked by the SSN, either because it is too small to track or
because it has simply not yet been identified.[%%] Using these models and methods,
ESA estimates that, as of January 2019, more than 34,000 pieces of space debris
greater than 10 centimeters in size are orbiting Earth, while a further 900,000 exist
between 1 and 10 centimeters.[°”] Most astonishingly, ESA estimates that more than
128 million pieces of space debris exist between a millimeter and a centimeter.!”"]

The distribution of these tracked objects, as well as the distribution of their
overall mass, is critical for fully understanding the context of the space debris
problem. This is true because, just like operational satellites, the rest of the SSN’s
tracked space objects are not distributed equally throughout space. Most of this
debris is found in incredibly important orbits, particularly in LEO between 600 and
1,500 kilometers and in GEO.!”!] More than 60% of these objects are concentrated
in LEO, with GEO making up the second most populous orbit.l”?] The same can
be said for the overall mass of these tracked space objects, but slightly less concen-
trated in LEO. The total mass of tracked objects in space is in excess of 8,000 metric
tons,!’3] of which well over 95% is made up of payloads and discarded rocket
bodies.l”*] Fragments and mission related debris only make up about 2% each..”>]
The highest overall mass is concentrated in LEO, but GEO is not far behind, since
payloads there are much older, some weighing as much as six tons.!’%]

In short, while there are vast numbers of objects orbiting Earth, well over 85%

of what can be tracked is space debris. Further, this debris is most concentrated in
the important LEO and GEO regions, whether measured in quantity or mass.
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C. Dangers of Space Debris

The statistics presented above would be unremarkable but for the fact that space
debris poses significant dangers to both global space operations and the environ-
ment itself. For example, space debris can threaten the viability of both manned
and unmanned space operations. Excess debris can also over-pollute valuable Earth
orbits or even threaten the surface of the Earth with falling debris that can contain
chemical or nuclear hazards.

1. Manned and Unmanned Space Operations

It is clear that space debris, especially small, untrackable pieces, can be danger-
ous to both manned and unmanned space operations. Satellite owners can utilize
physical barriers to shield against debris smaller than one centimeter and, therefore,
this debris generally only poses the risk of degradation or partial functional dam-
age.l”’] However, space debris over one centimeter cannot be effectively shielded
against, and therefore poses a risk of severe or even catastrophic damage.!’®]

Satellites routinely face unexplained anomalies, often only attributable to
collisions with very small pieces of space debris. However, the first explain-
able collision between catalogued objects occurred in July 1996, when a legacy
fragment from an exploded ESA Arianne rocket body collided with a 50-kg French
microsatellite called ‘Cerise’ while orbiting at approximately 670 kilometers in
altitude.[”?] This collision destroyed the six meter gravity boom which stabilized
the satellite.!3?! Fortuitously, it cleanly severed the boom and created only a
single piece of trackable debris, the broken portion of the boom itself.[31] While
the SSN warns satellite operators when its modeling software predicts such close
encounters, known as “conjunction events,” satellite operators may be unwilling
or unable to navigate their satellites away from the space debris.

When it comes to manned space operations, the risks posed by space debris
rapidly become more serious. For example, with regard to the crewed U.S. Space
Shuttle, these risks prompted NASA to commission a “Space Shuttle Meteoroid
and Debris Damage Team.”[%2] Post-mission analysis of the windows of the
space shuttle revealed that pits were caused by debris impacts in orbit on every
single mission, %3] leading to the replacement of 70 Shuttle windows between
1981 and 1998.134 After considering the impact of debris on the Space Shuttle
and using statistical modeling, NASA concluded that a 10-day Shuttle mission
at 400 kilometers would, on average, result in more than 800 collisions with
debris between .04 and .1 millimeter in size.[%>] Notably, collision with a piece of
debris of only 5 millimeters was likely to penetrate the crew cabin.[®%] Of course,
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the most permanent, and therefore risky, human presence in outer space is that
of the International Space Station (ISS), which continuously houses astronauts
from various contributing nations and maintains an orbital altitude of roughly 400
kilometers.!®”! Conjunction with a piece of space debris, especially one in excess
of 10 centimeters, could easily result in the loss of human life aboard the ISS. To
manage this risk, the ISS has been forced to conduct 25 relocations, or “debris
avoldance maneuvers,” since 1999.[88]

2. Environmental Contamination

In addition to endangering manned and unmanned space operations, one
of the most discussed risks of space debris is what has become known as the
Kessler Syndrome, or the possibility for several major conjunction events to
create a continuing knock-on effect that renders certain orbits contaminated and
unfit for future space operations. This effect is based on Donald Kessler’s orig-
inal description of the risk of a rapidly forming “debris belt.”!3”] The problem
with such a runaway cascade is that the resulting slew of space debris fragments
may stay in orbit for incredibly long periods of time, depending on their altitude,
surface area, mass, density, and a number of other atmospheric characteristics and
influences.!?! For reference, a one kilogram CubeSat in a circular orbit at 600
kilometers will likely remain in space for approximately 32 years.[”!] However,
the orbital duration exponentially increases as orbital altitude increases, so much
so that the IADC describes the average atmospheric drag-induced orbital lifetime
for a typical spacecraft above 1,000 kilometers as “quasi-eternal.”[?%]

In addition to long-term environmental contamination in space, space debris
can also impact the surface of the Earth, since debris in LEO will eventually
re-enter the Earth’s atmosphere. If the space object is large enough to survive
reentry, it can pose a falling risk to humans on the ground.[”3] Further, any
chemical or nuclear material that survives re-entry can pose serious environmental
dangers to the atmosphere or the surface of the Earth. One notable example of
such danger occurred in 1978, when the Soviet satellite ‘Cosmos 954,” powered by
50 kilograms of enriched uranium, crashed into northwestern Canada, sprinkling
radioactive material across more than 100,000 square kilometers.”*!

D. Increase in Space Debris over Time
An even cursory glance at NASA’s data sets reveals the total quantity and
mass of catalogued space objects has been steadily increasing since the dawn

of the space age. Between 1970 and 2018, the overall quantity of catalogued
objects in space increased from approximately 2,800 to roughly 18,700, a growth
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of 567%.192] Staggeringly, the overall mass of these objects during this same
time increased from nearly 375 metric tons to approximately 7,700 metric tons,
an increase of 1,953%.l%%] The explanations for these dramatic and continued
increases are broad, but can be partially explained by the intentional and accidental
fragmentation of satellites, as well as the increase in space-faring nations and
commercial space operations.

1. Fengyun-1C ASAT Test (2007)

One of the most dramatic contributions to the quantity of catalogued objects,
and to fragmentation debris generally, is the intentional kinetic destruction of
satellites from the military testing of ASAT capabilities. Four different countries
have conducted such destructive ASAT tests across a timespan of over 50 years, as
recently as March 2019.[%7]

By far the most prolific debris-creating ASAT test was China’s destruction
of its defunct Fengyun-1C weather satellite in 2007. This polar-orbiting satellite
was destroyed by a direct ascent ASAT at an altitude of approximately 865
kilometers,[?8] creating more than 3,312 pieces of tracked debris.[”?! It is estimated
that an additional 32,000 pieces of untracked debris were also created.['’] A few
years after the test, the debris field was scattered between 175 and 3,600 kilometers
in altitude, in total representing 22% of all catalogued objects in LEO in 2010.L191]
Debris from this test has caused the defensive movement of other satellites and
even the ISS.[!92] It is predicted that only approximately 21% of the debris from
this ASAT test will decay and fall out of orbit by the year 2107.L193] In other words,
roughly 79% of the entire debris field may still be orbiting the Earth a full century
after the ASAT test was conducted.!%4]

2. Cosmos 2251/Iridium 33 Collision (2009)

While intentional fragmentation events like ASATs can cause large debris
fields, so can accidental collisions. The largest such accidental collision was the
result of a defunct Russian military communications satellite, Cosmos 2251, and an
operational U.S. commercial communications satellite, Iridium 33, colliding over
Siberia in 2009 at approximately 790 kilometers in altitude.l'%>] This event was the
first recorded instance of two satellites accidentally colliding with one another in
space.l'%] Cosmos 2251 had an impressive mass of 900 kilograms, while Iridium 33
was smaller, but still a sizeable satellite, at 556 kilograms.[l(m The collision caused
Cosmos 2251 to fragment into 1,668 catalogued pieces of debris over 10 centimeters,
while Iridium 33 broke up into 628 such pieces.!'®] Thousands of additional pieces
of debris less than 10 centimeters were also created.l'?”! The collision scattered
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111]

debris across varying altitudes between 200 and 1,700 kilometers,
concentrated in the critically important LEO altitudes around 800 kilometers.!
Some of this debris has even threatened the ISS, requiring it to perform a debris
avoidance maneuver in 2015.[112] Scientific modeling predicts that a significant
proportion of Iridium 33’s fragments will remain in orbit for more than 100 years,
while a significant amount of Cosmos 2251’s debris will be in orbit for at least
25-50 years.l!!3] Behind the Chinese Fengyun-1C ASAT test, Cosmos 2251 and
Iridium 33 are individually the number two and number four largest debris-creating
fragmentation events in history, respectively.!14]

3. Indian ASAT Test (2019)

Another important debris-creating ASAT test occurred in March 2019, when
India intentionally destroyed its own 740-kilogram Microsat-r satellite at an
altitude of approximately 285 kilometers.!!>] This satellite had been launched
by India just two months prior to carrying out the ASAT test.[!'%] The resulting
fragmentation created, as of May 2019, at least 84 pieces of trackable debris
larger than 10 centimeters, in various orbits ranging from 200 all the way up to
2,250 kilometers in altitude, plus many additional pieces of smaller, untrackable
fragments.!!!7] Importantly, this debris field threatens the ISS, as approximately
79% of the created debris orbits in altitudes above it.[!!8]

While this debris-creating episode is nowhere near the magnitude of the Chinese
Fengyun-1C test, it is worth highlighting simply because it demonstrates that, even
in 2019, States are still willing to knowingly and intentionally create space debris
in vital Earth orbits.!' %]

4. Space-Faring Nations and Commercial Space Activities

In addition to the increase in space debris from dramatic fragmentation
events, the total volume and mass of debris in the space environment is also
increasing simply because there are more space participants than ever before,
whether calculated in terms of space-faring nations or commercial activities. In
the 1950s, only the United States and the Soviet Union were active in space.
Through the 1960s, another six countries joined them.!2%] By 2011, that number
had grown to more than 50.['2!] As of mid-2020, there are at least 82 countries
which have government or commercial satellites in orbit, in addition to dozens
more intergovernmental entities,!! 22 and more are joining these ranks all the time.
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Further, the global space economy has undergone incredible growth in the last
several decades. In 2009, it was a U.S. $150-165 billion industry.l!?3] By the end
of 2016, it was estimated to be worth roughly U.S. $345 billion,!!2%! driven largely
by the meteoric growth of commercial space launches when compared against
government launches. For example, SpaceX, a private U.S. company, has dramat-
ically increased its role in launch services, conducting 17 of the 22 FAA-approved
orbital launches in the U.S. in 2017.l'2°] New commercial companies are also
revolutionizing the way space is accessed and exploited, using lean, agile startups
to develop smaller (in both surface area and mass), cheaper, and more numerous
satellite constellations, a shift in the space industry known as “NewSpace.”!20]
No longer simply supporting government operations, commercial entities are
themselves becoming “key protagonists” in space..!2’]

This exciting and ambitious new commercial approach to space is not likely
to slow down anytime soon. In fact, it is only expected to increase. The market
has recently enjoyed annual average growth of 6-8% and is projected to be worth
between U.S. $1-2.7 trillion by the 2040s.l!23] Companies are also going public
with ambitious plans for massive new satellite constellations, designed to deliver
commercial services to every corner of the globe. For example, OneWeb, a
communications company, has launched the first 74 satellites in its anticipated
650-satellite constellation in LEO to provide global broadband internet coverage,
with plans to potentially scale up to either 900 or 1,980 total satellites.!!2”! Similarly,
Amazon has announced “Project Kuiper,” its plan to develop a 3,236-satellite
broadband internet constellation across three LEO altitudes.!!>%] Dwarfing all
other projects, SpaceX’s global broadband internet plan, called “Starlink,” has
already received FCC approval for 12,000 satellites to be arranged in dozens of
rings in multiple LEO orbits, with an eventual goal of scaling upwards to as many
as 42,000 satellites.[!3!] These commercial plans represent a marked paradigm
shift in outer space, given the fact that there were only 994 total active satellites
in Earth orbit in 2012.1!32]

Facilitating this increase in new State and commercial activity in space is
the fact that the costs associated with gaining access to space have been rapidly
decreasing.!!33] These decreases are partially due to the development of new
space launch technology, like SpaceX’s Falcon and Falcon Heavy rockets, but
also because record numbers of smaller payloads are being combined into single
launches, sharing the costs among many operators. For example, in 2017 India
launched 104 satellites on a single mission, nearly tripling the previous world
record of 37 set by Russia in 2014.1!34]
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E. Conclusion

Space debris can be classified as either mission-related debris, fragmentation
particles, microparticulates, jettisoned rocket bodies, or derelict payloads. While
the SSN and other networks take great efforts to track and catalogue this debris,
there are limits to what can be monitored, depending on the object’s orbital altitude
and size.l!3°] Overall, space debris has been on a steady upward trend, both in mass
and quantity, ever since the first days of human activities in space and shows no
sign of slowing down. Worryingly, the most dramatic increases in space debris have
occurred due to intentional fragmentation events, specifically kinetic ASAT tests,
which are continuing to occur. Other major fragmentation events have resulted
from collisions or simply the on-orbit fragmentation of derelict payloads and rocket
bodies. Apart from fragmentation events, space is simply becoming more congested
as more and more States and commercial entities exploit the cheap access which
advances in technology have provided. Not only will this increased space activity
generate even more debris, but the congestion itself will increase the threat posed by
already existing debris. The overall quantity and mass of the debris from all of these
sources are not uniformly distributed across space; rather, they are concentrated
in the most heavily used orbits, primarily in LEO and GEO, and therefore pose
a danger to both manned and unmanned space operations as well as to the space
environment.

II. Sracke DEBRIS MITIGATION EFFORTS AND FAILURE

The space debris problem described in Part I began to catch the eye of scientists,
governments and intergovernmental entities in the 1980s and early 1990s.1136]
Eventually, the U.N. added it as a recurring item on COPUOS’ STSC agenda,
beginning in 1994.L137] However, no hard law has been adopted at the international
level to address this problem. Instead, various States and intergovernmental organi-
zations began devising and applying their own strategies to mitigate the creation of
additional space debris from future space activities and to apply these strategies to
space operators through national laws and space licensing requirements. Eventually,
in the 2000s, two major international mitigation guidelines were developed on a
voluntary, non-binding basis and gained broad support, namely those of the IADC
and the COPUOS STSC. While an encouraging first step, these voluntary, soft law
guidelines appear to be the preferred method of regulating debris on the international
stage, as opposed to any binding legal obligations.[138] It is the contention of this
article that these mitigation efforts have failed to adequately address the escalating
problem of space debris.
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A. Early National and International Space Debris Mitigation Efforts

The earliest national efforts towards a comprehensive space debris mitigation
guideline began in the United States in the mid-1990s with NASA, specifically
NASA’s “Guidelines and Assessment Procedures for Limiting Orbital Debris” in
1995.11391 This guideline implemented NASA’s earlier 1993 announcement of
Management Instruction (NMI) 1700.8, which had simply ordered each program to
conduct a formal assessment of their potential to create debris.l!#! The new, more
specific guidelines further required all new NASA programs to conduct orbital
debris assessments within the program’s development phases and to generate debris
assessment reports for review and concurrence.[!4!]

While NASA was undertaking these efforts, two influential U.S. organizations
were also analyzing the space debris problem, namely, the U.S. National Research
Council and the National Science and Technology Council. Debris reports from
each organization were released in 19951421 and were influential in leading to the
first iteration of a coherent national U.S. debris mitigation strategy[143] in 1997,
called the U.S. Orbital Debris Mitigation Standard Practices (ODMSP).[!44] The
ODMSP contained four basic, but now standard, mitigation strategies: control
debris released during normal operations, minimize accidental explosions,
minimize opportunities for collisions, and dispose of payloads and launch vehicle
components post-mission.! ]

Very soon after NASA developed its mitigation guidelines in 1995, the space
agencies of other countries began to follow suit. In 1996, the National Space
Agency of Japan (NASDA) promulgated its own mitigation standards,!!*%] which
contained many of the same objectives as the NASA standard.l'*’] In 1999,
France’s Centre National d’Etudes Spatiales (CNES) published its own debris
mitigation standards,!!#8] which later served as a model for a European-wide
standard.l'*°] Only one year after that, Russia’s Roscosmos also developed its
1301 Similar criteria were later adopted in China, Canada, and a
[131] To ensure compliance, most States incorporated these

own standards.|
host of other countries.
standards into national law or enforced their national guidelines through their

licensing procedures.!! 2]

While each State was determining the appropriate level of debris mitigation
standards to impose upon its nationals, international and intergovernmental
bodies were hoping to standardize debris mitigation efforts across space-faring
nations. As far back as 1994, the International Law Association (ILA) developed
1331 with a major focus of addressing the
[154] Despite

its Draft Convention on Space Debris,|
debris problem in tandem with liability and responsibility concerns.
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substantive contributions to the development of mitigation standards, the ILA
Convention failed to develop into a legally binding international instrument.[!>°]

The ESA, a major intergovernmental space body, was also looking to standard-
ize mitigation efforts. It promulgated a draft European Space Debris Safety and
Mitigation Standard as well as a Space Debris Handbook in 2000. Together, these two
documents regulated the implementation concepts and technical recommendations
for debris mitigation and collision risk reduction for all space projects developed or
controlled by ESA.L150] Thereafter, ESA and the major national space agencies of
Europe concluded the European Code of Conduct for Space Debris Mitigation in
2004..1571 While widely subscribed to by European space-faring nations, the Code
of Conduct has been criticized as imprecise and difficult to enforce, mainly due to its
voluntary nature.l! >8] More recent European attempts to coordinate the responsible
and sustainable use of space have been conducted through the EU’s diplomatic
effort since 2012 to develop a wide-ranging, but non-binding and voluntary, Draft
International Code of Conduct for Space Activities.!!>”! Notably for space debris
mitigation, any potential adherent to this draft code would “resolve” to “refrain”
from the intentional destruction of space objects, presumably a notional agreement
not to conduct ASAT tests.!1¢0] However, the draft code’s future is uncertain since
many States have raised various objections during its negotiation, while some others
have simply refused to participate.l!©!]

Another international forum for debris mitigation standards emerged through
the International Organization for Standardization (ISO), which is an independent,
non-governmental membership organization aimed at the voluntary streamlining
of international standards for its more than 160 member states.!'%2] In 2010, the
ISO’s body of international industry experts developed Standard 24113, “Space
Systems — Space Debris Mitigation Requirements.” This effort differed from some
of the loftier guidelines which proved difficult to implement; instead Standard
24113 helped to normalize the more technical aspects of debris mitigation in outer
space, enabling the application of somewhat streamlined design principles.!!%3]
Standard 24113 was updated in 2011 and has been adopted by both the ESA and

the European Cooperation for Space Standardization (ECSS).l!%%]

The International Telecommunication Union (ITU) also provides some
guidance when it comes to space debris mitigation, specifically in GEO. The ITU
is a specialized U.N. agency responsible for the allocation of global radio spectrum
and satellite orbits.[! %] While founded on a multilateral treaty, the ITU also provides
guidance in the form of recommendations. In 2010, it promulgated Recommen-
dation ITU-R S.1003-2, “Environmental Protection of the Geostationary-Satellite
Orbit,” which provides operational guidance for satellites in GEO, with an eye
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[166] Specifically, it

towards protecting the GEO region and reducing space debris.
encourages space operators to minimize debris creation in GEO and GEO transfer
orbits, as well as to boost their satellites into a graveyard orbit of not less than 200
kilometers above GEO at their end of life.l'97! Like the other international efforts
towards debris mitigation noted above, ITU-R S.1003-2 is only a recommendation

to the ITU member states and is not legally binding on member States.[!%%]
B. IADC Space Debris Mitigation Efforts

The focus on debris mitigation by the various nations, their national space
agencies, and international and intergovernmental organizations discussed above
eventually coalesced around the IADC in the early 2000s. The IADC itself was
founded by NASA, ESA, Roscosmos, and Japan in 1993[199] a5 an “international
forum of governmental bodies for the coordination of activities related to the
issues of man-made and natural debris in space.”[!7%] Its primary purpose is to
provide opportunities for cooperation and the exchange of information related to
space debris research activities amongst its members, as well as to identify debris
mitigation strategies.!!”!]
including most of the world’s major national space agencies..!’2] In 2002, the
four founding members plus seven newer members, notably including China’s
National Space Administration (CNSA) as well as the national space agencies
of India, France, Italy, Germany, and the UK, developed a comprehensive set
of guidelines called the IADC Space Debris Mitigation Guidelines (hereinafter
“IADC Guidelines™), which were agreed to by consensus.!!’3] These guidelines
were updated in 2007 and have become remarkably successful, despite only being
Voluntary.[174] In fact, they have been described as the “basis against which the
world community is measuring success” and a “standard for the responsible space
operator.”l!73] As such, most States and intergovernmental space organizations,
including the U.S., the UK, and ESA, maintain domestic standards which are
compliant with the IADC Guidelines.!'7%!

It has since grown to include 13 member agencies,

The updated 2007 IADC Guidelines describe the existing practices which
have been identified and evaluated by various States to aid in limiting the
generation of debris in space.l!”’] They particularly focus on (1) limiting debris
released during normal operations, (2) minimizing the potential for on-orbit
breakups, (3) post-mission disposal, and (4) preventing on-orbit collisions.[!’®]
They are designed to apply to mission planning and the design and operation,
including the launch, mission, and disposal, of all spacecraft and stages intended
to be operated in Earth orbit.!! %] Importantly, the IADC Guidelines were the first
to define space debris as “all man-made objects including fragments and elements

thereof, in Earth orbit or re-entering the atmosphere, that are non-functional.”[!3%]
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It establishes LEO and GEO + 200 kilometers and + 15 degrees inclination as
“protected regions” of space, worthy of unique attention for debris mitigation
efforts.[!®!] The IADC Guidelines also encourage the creation of a Space Debris
Mitigation Plan for every project or program in order to manage the implementa-
tion of its mitigation measures.[!%2]

Regarding limiting debris during normal operations, the IADC Guidelines
recommend designing spacecraft and orbital stages such that no debris is inten-
tionally released during normal operations, or if necessary, that it is limited as
much as possible.[l 83] Further, the Guidelines recommend conducting an assess-
ment to ensure that the risk from any released debris to other spacecraft and the
environment itself is “acceptably low.”l'34]

In order to minimize on-orbit breakups, the IADC Guidelines recommend
depleting any stored, on-board energy sources, such as batteries, propellants, or
flywheels.l!82] 1t also states that “intentional destructions, which will generate
long-lived orbital debris, should not be planned or conducted.”l!3!

The IADC Guidelines also recommend post-mission disposal of GEO
spacecraft well above the highest edge of the protected region, at an altitude of
not less than 235 additional kilometers.!'87] For spacecraft or orbital stages termi-
nating in orbits which pass through LEO, the IADC Guidelines recommend that,
presuming they are not being directly de-orbited, the post-mission orbital lifetime
should be kept under 25 years.['88] In other words, at their end-of-life, spacecraft
should be physically lowered to at least an altitude which will allow for natural
decay due to atmospheric drag and other space forces within a 25-year window.

Finally, the IADC Guidelines recommend designing spacecraft to limit the
consequences of collision with small debris, usually accomplished via shielding,
and to maneuver spacecraft or coordinate launch windows as necessary to avoid
other collisions.[!3?]

Despite their wide acceptance as a common baseline for debris mitigation
efforts, the IADC Guidelines have been criticized for failing to give technical or
functional advice regarding their practical implementation.[!”?! However, this
complaint is somewhat lessened by the IADC’s issuance of a supplementary
support document to the Guidelines which provides the purpose behind and
specific practices for each recommendation.!!?!]
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C. United Nations Space Debris Mitigation Efforts

At the same time that the IADC was working on its Guidelines, the U.N. was
also studying the space debris problem, with an eye towards standardizing debris
mitigation efforts globally. In 1999, the STSC of COPUOS released a comprehen-
sive report which concluded that debris mitigation efforts were “a prudent step
towards preserving space for future generations.”l!?2 Putting this conclusion into
action, the STSC then sought to build upon the success of the [ADC Guidelines
by pushing for broader, global consensus for debris mitigation within the U.N.
This goal was eventually achieved in early 2007 in the form of the COPUOS
Space Debris Mitigation Guidelines (hereinafter “COPUOS Guidelines).l!?3! The
entire United Nations General Assembly (UNGA) later endorsed these voluntary
guidelines and further invited U.N. member-States to implement them through
their own national mechanisms.!'?%]

The COPUOS guidelines are greatly influenced by and are nearly identical to
the IADC Guidelines, which preceded them by almost five years.l!?>] As such, the
COPUOS Guidelines adopt the IADC definition of “space debris” and similarly
discuss limiting debris from normal operations, the passivation of on-board
potential energy or power sources, collision avoidance, preferred end-of-life
orbits, and avoiding intentional destruction.!!?¢]

While the two sets of Guidelines are very similar, there are several import-
ant discrepancies, primarily because the IADC Guidelines are more detailed
in nature.l'?’] For example, the IADC Guidelines discuss a specific altitude
and formula for GEO end-of-life “graveyard” movements, while the COPUOS
Guidelines merely recommend non-interference with GEO after the termination
of operations.!' 28] Similarly, in relation to post-mission orbits affecting LEO, the
IADC Guidelines expressly endorse a 25-year maximum orbital lifetime, while
the COPUOS Guidelines refrain from suggesting any specific maximum orbital
lifetime.['?°] Unlike the IADC Guidelines, the COPUOS Guidelines affirmatively
declare that exceptions to them may be justified.!?°%] In that sense, they appear more
technically than legally oriented, especially since COPUOS’ Legal Subcommittee
played no part in their development.[2%!] Such differences between the IADC and
COPUOS Guidelines may be explained by the concessions necessary to gather
consensus in the larger and more political UN setting.!?"2] However, despite
any required concessions, endorsement by the UNGA means that the COPUOS
Guidelines enjoy appreciably broad international support.
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In the more than 13 years since the promulgation of the COPUOS Guidelines,
no further updates have been made, despite the dramatic increases observed in space
debris. Instead, the “Long-Term Sustainability of Space Activities” was added as a
COPUOS agenda item in 2010, resulting in the creation of a working group in the
STSC focusing, in part, on space debris as an aspect of space sustainability. 2?3
2018, this agenda item eventually resulted in COPUOS agreeing by consensus to a
set of “Guidelines for the Long-Term Sustainability of Outer Space Activities.”[204]
However, these guidelines contain little in the way of debris mitigation, other than
to suggest wider compliance with the 2007 COPUOS Guidelines.

In

D. Failure of Space Debris Mitigation Efforts/Need for Active
Debris Removal

The drafting and widespread acceptance of the IADC and COPUOS
Guidelines, as well as other national guidelines and technical standards, are
significant first steps towards slowing the growth of space debris. They have
especially aided in reducing debris creation in certain contexts, such as the release
of mission-related debris.[??>] However, these two primary international mitiga-
tion efforts have significant, inherent limitations, some of which lead to a lack of
compliance by space operators. Ultimately, both have failed to halt the continued
increase in debris, whether measured by mass or quantity. Leading experts and
space agencies now agree that mitigation efforts alone are insufficient to tackle
the debris problem going forward; active debris removal must be implemented in
conjunction with mitigation efforts.

1. Limitations of the Guidelines

While the IADC and COPUOS guidelines are, no doubt, an integral part of the
solution for tackling the current debris problem, it is also important to note several
structural limitations contained within them which have severely hampered their
efficacy.

The most obvious and notable limitation of these two leading international
guidelines is that they are entirely voluntary and non-binding.[>’%! The IADC
Guidelines simply “encourage” compliance, while the COPUOS Guidelines state
outright that they are “not legally binding under international law.”[2%7] Because
of this, even States which adhere to the guidelines retain the freedom to abide
by them or disregard them.[?%8] Further, the guidelines offer no direct incentives
for compliancel2?”] and are only applicable to private or commercial entities to
the extent that national legislation requires compliance and thereafter actually

enforces the guidelines.?!%) Many compare this soft law regime to a “tragedy of
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the commons,” or a situation in which actors continue to detrimentally exploit the
pool of resources out of fear that complying with restrictive regulations will put
them at a disadvantage as compared to others.[>!!] One commentator summed up
this shortcoming succinctly by stating that:

“because guidelines are unenforceable by nature, orbital debris
mitigation rests predominantly on the amount of goodwill that
states are willing to extend in voluntarily restricting themselves
and their national operators from creating debris. Here the major
space powers in this debate will likely continue to privilege their
freedom of action in their activities over submitting to binding
restrictions from international organisations, to ensure the security
of their assets in orbit.”[2!2]

Another significant structural limitation of the IADC and COPUOS Guidelines
is that they are, by the very nature of the space environment, prospective standards
as opposed to retrospective fixes. They are designed to be forward-looking and are
meant to be applied to future mission-planning and “newly designed” spacecraft
and orbital stages.[213] In contrast, they are only designed to be applied to already
existing spacecraft “if possible” or “to the greatest extent feasible,” which is often
not at all.[2!4] Further, legacy orbiting satellites and rocket bodies designed, planned,
and launched in the 1950s or 1960s are almost certainly unable to be redesigned,
modified, passivated, or moved into a graveyard orbit today.[>!°! Instead, they are
largely defunct and uncontrolled. As the ultimate example, neither the IADC nor
COPUOS Guidelines can offer any feasible mitigation action to take with regard
to the oldest currently orbiting satellite, the U.S. Vanguard 1, which was launched
in 1958 but ceased transmitting in 1964.1216] Further, these guidelines do nothing
to address the enormous amount of other forms of existing space debris, such as
uncontrolled rocket bodies or small pieces of debris from fragmentation events. This
is a very significant shortcoming of the guidelines since, as noted before, all forms
of space debris together constitute roughly 90-95% of the catalogued objects in
space.!2!7] The best these mitigation guidelines can offer are strategies to minimize
the risks of creating more debris in the future, while essentially ignoring the debris
problem as it currently exists.

Additionally, neither the IADC nor COPUOS Guidelines effectively deter the
intentional destruction of on-orbit space objects through ASAT tests. Instead, they
merely encourage States to avoid the intentional destruction of spacecraft and orbital
stages if it will “generate long-lived orbital debris.”[2!3] However, despite both
guidelines using terms like “long-lived,” “long-term presence,” “over the longer
term,” “long term interference,” etc, neither set of guidelines defines what duration

9 ¢
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is envisioned by use of the word “long.” Presumably, since the [ADC Guidelines
set 25 years as an acceptable post-mission orbital lifetime for payloads in LEO
(described therein as “reasonable and appropriate™),[2!”] it is fair to conclude that
anything less than a 25-year orbital lifetime should not be considered “long-term.”
If that is the case, then ASAT tests which generate, for example, 20-year debris
fields could arguably be justified as entirely consistent with the IADC Guidelines.
Further, rather than any sort of blanket restriction on ASAT tests, both guidelines
seem to normalize the international acceptance of such tests by stating that, “when
necessary,” they “should be conducted at sufficiently low altitudes such that orbital
fragments are short-lived.”[22%] Similar to their treatment of the phrase “long-term,”
neither guideline elaborates on exactly what “necessary,” “sufficiently low,” or
“short-lived” means. Given the ASAT tests discussed in Part I[(D)(1) and (3), supra,
the IADC and COPUOS Guidelines have clearly not deterred States from conducting
ASAT tests which create “long-term” debris by any standard.

Additionally, the IADC and COPUOS Guidelines fail to consider or provide
any sort of tailored guidance for wartime or national security related activities. 22!
While peacetime military activities in space are beginning to comprise a smaller
percentage of all space operations, they are still significant,222] especially since
conventional, direct-ascent ASAT weaponry does not exist in the commercial sector.
Wartime military operations, without the restraint imposed by focused guidelines,
could be devastating to the orbital environment. Further, national security-related
activities in space are largely carried out by government actors, which are subject to
internal policy guidelines rather than the traditional, national licensing mechanisms
most often used to implement the IADC and COPUOS Guidelines.[>23] As such,
these government activities in space are likely to favor national security and freedom
of operation over strict adherence to mitigation guidelines.[>2%!

Finally, while the IADC and COPUOS Guidelines discuss de-orbiting and
re-orbiting measures for protecting the LEO and GEO regions, there is no discussion
of end-of-life mitigation measures related to MEO at all. In order to preserve all
Earth orbits, end-of-life issues related to the numerous GNSS constellations should
also be included in these guidelines.[?2°]

2. Problems with Compliance

In addition to the structural limitations discussed above, there are also notable
problems with IADC and COPUOS Guideline compliance. This is true despite the
fact that these documents were derived through consensus in both the IADC and
the U.N., encompassing all of the leading space-faring States, 22! and that they
have been widely implemented into national licensing mechanisms. Nevertheless,

The Air Force Law Review * Volume 82 Incentivizing ‘Active Debris Removal’ 112



while certain aspects of the Guidelines enjoy broad uniformity, such as spacecraft
design or passivation measures, compliance remains an acute problem when it
comes to end-of-life operations or the intentional creation of debris.

In the protected LEO region, for example, compliance with the IADC’s
25-year de-orbit guideline is mediocre at best. In 2017, the most recent year for
ESA-compiled payload compliance data for LEO at the time of writing, only
approximately 55% of payloads in LEO at their end of life were compliant with
the 25-year rule..>2”! Over 40% of all payloads in this region made no attempt
whatsoever to clear LEO at their end of life,[?23] comprising almost 60% of total
end-of-life payload mass.[>2”! In one study, observing LEO end-of-life de-orbiting
of payloads between 2000 and 2013, it was concluded that only approximately half
of all spacecraft even possessed orbit control capability.l23%] Of those, just 27%
performed end-of-life maneuvers, representing a mere 12% of the total spacecraft
population in LEO.[23!] Between 2000 and 2013, compliance with the 25-year
de-orbit rule in LEO for payloads averaged 59%, 232! but has dipped as low as 20%
in a single year, as it did as recently as 2008.1233] 1f naturally decaying payloads
are excluded from this equation, fewer than 20% were successfully cleared from
LEO at their end-of-life in 2017, while almost 80% never even made an attempt
to clear it.[23*] When it comes to the mass of these same satellites, the true scope
of non-compliance is revealed. In 2016, one of the worst years on record since
1990, less than 30% of the total mass of all end-of-life LEO payloads complied
with the 25-year rule.l23>] Rocket bodies, as opposed to payloads, recently fare
slightly better in LEO, with nearly 80% complying with the 25-year IADC rule
in 2018.123%] However, compliance rates for rocket bodies in LEO between 2000
and 2013 are estimated at 60% overall, virtually the same as payloads.[237] This
figure should increase in the future as the controlled re-entry of rocket bodies after
launch is beginning to increase.l?>%] To painfully sum up LEO compliance with
the guidelines, the IADC’s Chairperson briefed the STSC of COPUOS in 2018 to
the effect that “the current implementation level is considered insufficient and no
apparent trend towards a better implementation is observed.”(23"]

In GEO, the situation is slightly better. In 2018, more than 85% of the 16
disposed GEO satellites cleared the protected region.!?*%] This accounted for nearly
90% of the combined mass of the disposed satellites for 2018.[2!1 While this sounds
promising, the compliance data can vary significantly depending on the year. In
2008, only seven of the 12 retired satellites were re-orbited properly,?*2 and in
2015, a full 13 years after the IADC Guidelines were originally drafted, only five
of 12 satellites in GEO were properly disposed of at their end-of-life..>*3] Despite
these low-performing periods, the [ADC stated in 2018 that it has observed “a trend
towards satisfactory levels” of GEO re-orbiting compliance in recent years.[244]
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When it comes to the intentional creation of debris, States have on occasion
radically departed from the two major guidelines, resulting in disastrous
consequences. The most flagrant example of noncompliance, which resulted in the
worst fragmentation event in history, was that of China’s intentional destruction of
Fengyun-1C in 2007, discussed supra in Part I(D)(1). Interestingly, prior to this event
China had seemingly engaged in debris mitigation efforts on both the domestic and
international fronts: it was a founding member of the IADC; actively participated
in the drafting of the 2002 IADC Guidelines; released its own domestic Working
Plan for Space Debris in 2003 and Requirements for Space Debris Mitigation in
2005; and signed the updated 2007 IADC Guidelines.[>*?! Yet, China still broke
with the IADC Guidelines to intentionally destroy its satellite at an altitude that
was certain to create a significant and long-lasting debris field, violating the spirit
of the mitigation guidelines. China is not alone in this regard. The United States
destroyed a satellite with a direct-ascent ASAT as recently as 2008, as did India in
2019.1246] While these tests varied from China’s 2007 test in both altitude and the
resultant debris field,?*”] all have arguably softened both the IADC and COPUOS
Guidelines’ provisions that such intentional fragmentations “should be avoided”
unless “necessary,” and even then, only at “sufficiently low altitudes.”[2*%] It is
clear that national security concerns can lead to noncompliance with the IADC and
COPUOS Guidelines. However, even if only an infrequent event, just a single act of
noncompliance with the intentional destruction provisions has the capacity to cause
significant, long-term implications for the space debris problem.

3. Failure to Reduce Debris

More telling than the structural limitations or compliance problems with the
Guidelines is the clear failure of focused mitigation efforts since 2002 to halt the
growth of debris. In essence, the more than 15-year trend in space debris growth
after the implementation of these Guidelines speaks for itself.

From 2002 through 2018, the total catalogued mass of space objects has
increased from roughly 4,750 to about 7,700 metric tons.!?*?] The quantity has
experienced similar growth, from approximately 11,500 catalogued objects
to almost 19,000.[250] Importantly, as of mid-2020, only about 3,000 of these
catalogued objects are actually functioning satellites; the rest are considered space
debris.[2>!] Mitigation efforts have not only failed to reduce the total amount and
mass of space debris, they have failed to appreciably slow its growth rate. While
there had been a slight trend of reduction in specifically fragmentation debris
between 2011 and 2016, any derived benefit was erased many times over by both
intentional and accidental fragmentation events.!272] As has been stated, “years of
successful mitigation can be negated by a single large event.”[2>]
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This growth trend in debris is expected to continue into the future in LEO even
if mitigation guidelines related to end-of life disposal are complied with at a rate
of 90%.[224] Tt will similarly continue to grow even assuming no future explosive
fragmentation events occurred at alll>>°] or even if all new space launches were
ceased entirely.[25 % These are arguably unrealistic expectations given recent data.
It is clear that mitigation alone does not offer a viable solution to the space debris

[257] Instead, research has shown that mitigation efforts must be combined
258]

problem.
with active debris removal in order to stabilize the growth of debris in LEO.!

4. Consensus of Space Experts and Agencies

While the data above is clear, it is also worth briefly noting the voices of
major space experts and agencies on this issue. The majority of these experts
and agencies are in clear agreement that mitigation efforts alone have proven
themselves insufficient and that ADR must be actively pursued.

As far back as 2006, Jer Chyi Liou, NASA’s current Chief Scientist for Orbital
Debris, argued using statistical modelling that LEO’s debris population was
unstable and that growth would continue even with widespread implementation
of mitigation measures.!?>?! He and his co-author concluded that ADR is the only
solution.[2] Thereafter, the IADC pegged this issue as an official action item and
similarly concluded in 2013 that, even assuming 90% compliance with commonly
adopted mitigation measures, the LEO debris population will continue to grow.2¢]
Notably, the statistical modeling programs of the national space agencies of Italy,
India, Japan, the U.S. and the U.K., as well as ESA, all unanimously supported this

2621 Such research ultimately led the U.S. to formally declare that its
»[263]

conclusion.|
ODMSP has been rendered “inadequate to control the growth of orbital debris.

By 2017, the ESA-sponsored 7th European Conference on Space Debris,
comprising hundreds of space industry, academic, and policy experts, also concluded
that the existing space debris mitigation rules are insufficient./?0*] Unsurprisingly,
Holger Krag, the head of ESA’s Space Debris Office at the European Space Oper-
ations Center, which represents the interests of 22 member countries, also shares
that opinion. He has long concluded that even strict implementation of the current
mitigation measures will not stop future debris growth and that “the only possible
way to achieve stability while continuing space activities is to perform ADR.”[2%°]
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E. Conclusion

After taking note of the growing threat of space debris in the 1980s, NASA
and other national space agencies began to consider ways of mitigating the
creation of new debris. Eventually major international efforts took place to develop
comprehensive voluntary guidelines to rein in new debris creation. The first of
these was promulgated by the IADC in 2002 and was later modified and adopted
by COPUOS and the UNGA in 2007, eventually gaining widespread international
support. Other agencies, like the ITU and the ISO, also contributed to the standard-
ization of debris mitigation efforts. However, these mitigation efforts have failed to
control the space debris problem, both due to various structural limitations within
the guidelines themselves and due to a failure of space-faring nations and their
citizens to faithfully implement them. Even the IADC itself bemoans the collective
rate of compliance. Ultimately, the space debris population has continued to see
significant increases, most notably in LEO. Space agencies and experts around the
world are now in virtual unanimous agreement that mitigation efforts alone are
insufficient and that ADR is absolutely necessary to stabilize vital Earth orbits.
However, many challenges must be overcome before an effective ADR regime can
be established to tackle the debris problem.

III. Active DEBRIS REMOVAL AND ITS CURRENT CHALLENGES

In the face of the previously described debris problem and the failure of the
various mitigation efforts made by the majority of space-faring nations to bring
it under effective control over the last 30 years, active debris removal has now
become a necessity. However, there are significant challenges complicating the
successful implementation of ADR. Part III briefly overviews several of the most
promising ADR technologies, whether based in space or conducted from the
surface of the Earth. Thereafter, it analyzes the most pressing legal and policy
challenges complicating the successful implementation of ADR.

A. Description of Active Debris Removal Technologies
Currently, while there are not yet fully operational ADR technologies, 20!
there are a plethora of proposed methods to remove space debris from Earth
orbit.2%7] Only a few have been physically tested in sifu; much ADR technology
remains conceptual and none is sufficiently advanced to currently begin widespread
operations.[28] Even so, the wide spectrum of possible ADR methods reveals great
promise, and many ADR projects are currently under way or are being planned for
the near future.!2%?]
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1. Contactless Active Debris Removal

Practical methods exist for actively removing pieces of space debris without
the need for ever physically contacting the object. These methods seek to lower the
orbital altitude of the debris by reducing its velocity,[2’%] thus exposing the debris
to the cleansing effects of the lower LEO atmosphere. Such methods are desirable
because they remove the risk of a collision between an ADR object and its space
debris target.[>’!] However, they are slow to adjust their target’s altitudel?’! and
are therefore generally best suited for small LEO debris.[?’3! Examples include
focusing laser beams on the debris, or dispersing gas plumes, mists, or aerogels
in space to artificially influence the atmosphere immediately surrounding the
debris and therefore alter its velocity and altitude.l?’*] Additionally, ion-beam
shepherds can be used to focus a plasma stream at a piece of debris to impart a
propulsive force.[27!

The most promising contactless ADR method uses directed-energy beams,
or lasers, to affect the orbital altitude of primarily smaller pieces of debris in
LEO.[27%] This can be accomplished in several ways and via ground or space-based
lasers.[2”7] Low-intensity lasers can be used to affect the debris’ velocity in the
form of focused light pressure, much like the solar radiation already affecting space
debris.!2’8] Higher intensity lasers, whether continuous or pulsating, can be focused
on overhead debris to ablate the material, creating tiny, high-velocity ejections
of plasma roughly perpendicular to the surface of the object, the thrust of which
can be used to affect the debris’ velocity and altitude.[>’?] However, significant
technological hurdles remain. For example, calculating the exact orbital parameters
of small debris fragments and then intersecting that debris with sustained and
effective laser intensity requires highly precise tracking information and is, even
then, complex and inexact.[?80] Ultimately, incredibly difficult problems of laser
intensity, pulse duration, tracking, and space situational awareness (SSA) must be
overcome before widespread implementation is feasible.28!]

2. Capture and De-orbit/Re-orbit

While contactless ADR methods hold great promise, the primary approach
currently under development is the physical capturing and de-orbiting or re-orbiting
of the targeted space debris.2%2] Once the ADR object makes physical contact
with the space debris, the two objects become linked, for example via a tether or
grappler, and the ADR object can then use its internal propulsion system to ‘tug’
the composite system to a new higher or lower orbit or even de-orbit it entirely.[253]
Many different methods have been proposed to accomplish such a capture: nets,
grappler tentacles, robotic arms, or even harpoons.[?*] Some of these methods
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have already undergone space-based, proof-of-concept testing. For example,
RemoveDEBRIS, a U.K.-led and E.U. funded project, successfully harpooned a
sample of a typical satellite panel affixed to an extended boom in 2019.[28°]

In comparison to the contactless methods described previously, the physical
capture of space debris comes with additional challenges. Since it necessarily
requires the launching of an ADR object into space to make contact with the debris,
there is significant expense involved.[?8%] This expense is compounded by the fact
that most capture ADR methods are only designed to remove a single piece of
debris.[?87! In addition, physical capture ADR methods must overcome the difficult
reality that it is common for space debris, especially large pieces, to be tumbling
on an axis rather than orbiting smoothly.[?83! Further, the debris object may have
an unknown mass or center of mass or lack any fixture for easy grappling.[25]
Physically linking up with tumbling or otherwise unstable debris with unknown
orbital characteristics can be dangerous since it may result in unknown rotational
forces after capture, ultimately increasing the risks of fragmentation and the
creation of even more debris.l2?%] Ultimately, “rendezvous and interaction with an
uncooperative and unprepared object has never been performed before.”[2%!]

However, such methods also have some advantages. Unlike some contactless
ADR methods, they are theoretically feasible for both large and small objects in
all orbits, from LEO to GEO, assuming enough fuel is available.[2%2] Further, to
alleviate the financial costs involved, some ADR capture and de-orbit devices have
been proposed as a group of vehicles to clean up multiple pieces of space debris
at the same time. For example, NASA has patented designs for capture-method
ADR devices which can be augmented to contain up to eight individual de-orbiters
within a single payload.[2”3]

3. Attachment of Active or Passive De-Orbit Aids

Distinct from physically capturing debris and re-orbiting or de-orbiting
it through moving a composite system, others have proposed methods of ADR
designed to approach into close proximity with or make physical contact with the
target debris, but thereafter attach either an active or passive aid to hasten reentry.
Most often, this attached de-orbit aid aims to interact with the limited atmosphere
in LEO, thereby increasing its drag effect, or to make use of solar radiation or
the Earth’s geomagnetic field to affect the orbit of the targeted debris.[>”*] For
example, some have proposed affixing long tethers to increase drag, whether by
physical momentum exchange or through electro-dynamic forces.[??>] Others
have suggested using propelled nets to ensnare satellites and thereby increase
atmospheric drag, as was done by the RemoveDEBRIS mission in 2018, utilizing a
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mock satellite it released itself.[2%] Still others have proposed solar or drag sails to

slow and de-orbit debris.[297) In fact, the final on-orbit test for the RemoveDEBRIS
project before reentry will be to employ such a drag sail to observe its effects on a
reentering spacecraft.!??®] Similar tests have already been successfully conducted
in LEO, such as was done by the InflateSail project in 2017 with a much smaller
CubeSat.[???] Other ideas include attaching inflatable balloons or even spraying
the target debris with expanding aerogels, foams, sticky balls, or even freezing
mists to increase surface area,'2%% since the effect of atmospheric drag on debris is
compounded if its area-to-mass ratio increases.[20!]

These various methods still face challenges similar to the more standard
‘capture’ ADR methods. Specifically, they can still be quite complex and dangerous
operations if the target piece of space debris is tumbling, has an unknown center
mass, or lacks a stable fixture point.2%2] Some fare better than others in this
regard, since shooting foam or a drag net at debris from a stand-off distance is
less risky than capturing and physically affixing a momentum exchange tether to
it. Further, these methods are mostly appropriate and effective only for smaller
debris in LEO.[3%3] Regardless, since the ADR object will not be using its on-board
propulsion to move the composite system, this method faces another serious
challenge in that the re-orbiting piece of debris will reenter the atmosphere in an
uncontrolled fashion, possibly posing a danger to people or objects in flight or on
the surface of the Earth.[3%]

B. Legal Challenges Complicating Active Debris Removal

While many of the ADR technologies described above are theoretical, some
are at or very near deployment-ready. However, the legal landscape in space is
far from clear when it comes to ADR. In fact, several significant legal challenges
complicate ADR and must be addressed by the international community prior to
large scale ADR efforts being undertaken.

1. Definition of Space Debris

The first significant legal challenge inhibiting ADR is a threshold one: the
lack of an international, legally binding definition of space debris.>%>] As some
have noted, “it may be easier to identify what is not space debris than to obtain
agreement as to what it is.”3%%! In order to discuss the concept of space debris thus
far, this article has employed the general IADC/COPUQOS Guideline definition
for simplicity, namely, all “man-made objects including fragments and elements
thereof, in Earth orbit or re-entering the atmosphere, that are non-functional.”37]
This definition was, notably, endorsed by the UNGA in 2007.1398] As such, it has
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been described as the first broadly international definition for space debris.2%”

However, this definition is limited to the context of the IADC and COPUOS
Guidelines themselves, meaning that it has no binding legal applicability in
relation to any international space law treaties or declarations.>!%! This is
problematic because none of the major U.N. space treaties or Declarations even
mentions the term ‘space debris’ at all,311] despite the clear OST requirements
in Article IX to explore and use space, including the Moon and other celestial
bodies, with “due regard” while avoiding its “harmful contamination.”3!?]
Neither is there any coordinating body or regulatory agency to aid in their inter-
pretation, as they were adopted across many years and by different sets of state
parties.!313] The Liability and Registration Conventions speak only of “space
objects,” without ever distinguishing between functional and nonfunctional or
useful and non-useful space objects.l>!#] They merely note that the term ‘space
object’ “includes component parts of a space object as well as its launch vehicle
and parts thereof.[3!>] Importantly, they are also silent when it comes to fragments
of space objects.[>1°] Some consider this definition to be poorly crafted and vague,
in that it is so broad as to extend to any “tangible human or even robotic-crafted
matter or instrumentality in outer space.”3!7]
tion somehow excluded space debris, it would result in the perplexing conclusion
that space debris is not governed by the current international space law regime at
all, to include rules relating to international responsibility and liability for space
objects.2!8] Therefore, many argue that space debris should rightly be considered
a subset of space objects under current international space law.2!”]

If such an all-encompassing defini-

The reason that a commonly agreed to and legally binding definition is so
important is because it is not altogether clear what the term ‘non-functional’
necessarily means, or how being non-functional appreciably alters the legal char-
acterization of a ‘space object.” Specifically, core international space law concepts,
like those concerning liability or jurisdiction and control, do not turn on a space
[320] Since “space objects’ include component parts thereof,
even if a space object is fragmented into pieces, those fragments are likely still
space objects.[>2!] If these fundamental and well-settled principles of international
space law are unaffected by a space object losing its functionality, it is hard to
grasp what legal effect, if any, the COPUOS space debris definition intends to
impart. In other words, if a non-functional payload remains a space object and
therefore subject to the core legal principles of the international space law regime,
what useful distinction is gained by declaring it to be ‘space debris?’

object’s functionality.

Further, because of the lack of a de jure space debris definition, it is unclear
what criteria should be applied when determining whether a given space object is
functional or not. For example, is a non-maneuverable payload non-functional?
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Maneuverability is seen by many to be a critical component of what is understood
by the term ‘functional,’l3?2] yet few would consider an otherwise functioning
LEO CubeSat to constitute space debris simply because it lacked an on-board
propulsion system. What if the space object retained its maneuverability but its
sole probe was non-operational? Without an accepted, binding definition, these
questions are difficult to answer. Even if the criteria were clear, it is not obvious
who gets to make the functionality determination, which would likely, at least in
part, turn on the space object’s subjective value to its owner.223] An otherwise
non-functional satellite (whatever that means) may still be quite useful for discrete
scientific purposes, for cannibalization, or even for space manufacturing. 324!
For example, it could be scavenged for parts or utilized as a test satellite to hone
on-orbit satellite servicing capabilities or ADR technologies. Therefore, being
non-functional is not necessarily synonymous with being non-valuable, or, as
some have put it, space debris does not necessarily mean “space waste.”[32°]

Additionally, if functionality is to define space debris, it is difficult for States to
make this assessment properly, if at all, for objects not under their own jurisdiction
and control. While States “shall ... as soon as practicable” furnish basic information
about their space objects to the U.N. under Article IV of the Registration Convention,
many do not.32%] Others, like Russia, register payloads, but not discarded rocket
bodies.[>27! Further, while States “may” update the registration,l>23 there is at
present no legal requirement under international law to share the day-to-day
functional status of satellites with other nations and certainly no state practice of such
transparency.>2%] In the national security context, it is understandable that States
may be reluctant to volunteer up-to-date information about the functionality of their
critical remote-sensing, communication, positioning, and early warning capabili-
ties.l33% Therefore, without insider information, States may reasonably disagree on
whether a given space object is truly non-functional, and therefore debris.[>3!]

Further, the TADC/COPUOS definition fails to include some arguably
non-functional items in space that others tend to include. For example,
non-manmade, or naturally occurring, objects in Earth orbit are exempted
from the IADC/COPUOS definition of space debris. Despite this, some coun-
tries, for example the United States, prefer the term ‘orbital debris,” which it
defines to include non-manmade objects.>32] Additionally, objects not in orbit
around the Earth or reentering the atmosphere are excluded from the category
of space debris.’33] Therefore, a non-functional, manmade payload in orbit
around the moon is, for whatever reason, not considered space debris under the
IADC/COPUOS definition.
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In short, the lack of an international, legally binding definition of space debris
creates uncertainty about how to objectively identify space debris and how space
debris is treated in relation to the laws surrounding space objects within the current
international space law regime, specifically in terms of liability and jurisdiction
and control. Instead, the only definition which has gained traction is not legally
binding, is limited to the specific context of the IADC/COPOUOS Guidelines, and
fails to clearly define its critical terms.

2. No Legal Duty to Prevent or Remove Space Debris

Another challenge inhibiting ADR is the failure of international space law to
impose a clear legal obligation on States to avoid the creation of space debris
or a duty to remove its own space debris. The first four U.N. space law treaties
from the 1960s and 1970s laid the foundation of today’s hard international space
law, and little has changed since then.’3%] Because none of these U.N. treaties
discusses space debris per se, it has been questioned whether they directly apply
to its creation or removal at all.[33°] Many of the fundamental principles laid down
in these treaties, especially the OST, are now considered customary international
law.[33%] Regardless, application of these specific principles to the problem of
space debris is difficult, as they are likely too vague to support any international
obligation to avoid the creation of space debris.l>>’] For example, it is not clear
how the “due regard” principle or the “harmful contamination” principle from
Article IX of the OST could or should be applied to the creation of space debris,
since virtually all space missions release some debris. How much ‘regard’ should
be given to other countries in relation to the creation of space debris? How much
contamination via space debris is ‘harmful interference?’ The OST fails to provide
clear answers both because it fails to define what these terms mean and because
it is not at all clear that these specific provisions were ever intended to directly

address the problem of space debris.[>38!

It can be useful when struggling to apply international space law to the
creation of space debris to consider not just the minimal or expected level of debris
creation inherent in virtually all space missions, but to consider the most egregious
or wanton acts of debris creation, such as ASAT tests.[33% If such a dramatic,
intentional example does not violate international space law, it can hardly be said
there is an affirmative duty to refrain from creating space debris. However, as
already noted in Part II(D)(1), supra, the IADC/COPUOS Mitigation Guidelines
afford States the discretion to conduct these intentional fragmentation events
“when necessary.”>4?] While non-binding, these Guidelines are widely adopted
and are therefore indicative of the opinion juris of nearly all space-faring States.
Similarly, States have been reluctant to step forward themselves to condemn these
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intentional debris-creating events as illegal under any substantive provision of
customary international law or treaty law.>*!] Therefore, even in the historically
worst examples of intentional debris creation, ASAT tests, there is no clear
consensus that a violation of an international obligation has taken place, severely
undercutting any argument that public international space law forbids the creation
of debris itself.

Some have suggested that the fundamental, underlying goals of the U.N.
space treaties could arguably create some sort of an “implied” obligation to limit
debris.>*2] However, while perhaps in keeping with the collective spirit of the
treaties, State practice belies this through repeated ASAT tests and the millions
of pieces of space debris currently in Earth orbit. It is clear that the creation of
space debris is not, in and of itself, illegal under international law.[>*3] Without a
legal duty to refrain from creating space debris, there is, by extension, certainly no
obligation to affirmatively remove space debris via ADR.[344]

Because no legal duty exists to refrain from creating space debris nor to remove
one’s space debris, there is little legal incentive for states to develop and field
ADR technology. Indeed, a “tragedy of the commons” scenario arises wherein
preventing or removing space debris is in the interest of all States, but few are
willing to bear the costs because the legal regime does not require them to do
$0.1345] Therefore, despite the IADC and COPUOS Guidelines’ recognition of the
debris problem, without clear international legal obligations to avoid creating and
to remove space debris, it is a challenge to motivate States to play their part in
solving the debris problem.

3. Jurisdiction and Control of Space Debris

One of the most foundational concepts of early international space law is that
the State of registry retains continuing “jurisdiction and control” over its space
objects.>#%! However, the application of this bedrock principle serves to frustrate
the advancement of ADR.

a. Jurisdiction and Control under Current Space Law

The UNGA outlined the concept of “jurisdiction and control”—even before the
adoption of the first U.N. space treaty—in its 1963 “Declaration of Legal Principles
Governing the Activities of States in the Exploration and Use of Outer Space.”3%7]
This document declared that the State “on whose registry an object launched into
outer space is carried shall retain jurisdiction and control over such object, and
any personnel thereon, while in outer space. Ownership of objects launched into
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outer space, and of their component parts, is not affected by their passage through
outer space or by their return to the Earth.”3%8] Several years later, in 1967, virtu-
ally identical language was reiterated in the OST.2#?! However, the OST failed to
clarify how such a registration was to be carried out. The Registration Convention
remedied this in 1973 by explaining that the launching State of a space object
launched into Earth orbit or beyond shall register it “by means of an entry in an
appropriate registry which it shall maintain.”[3>%) If there is more than one launch-
ing State, they “shall jointly determine” which single State will register the space
object.22!] Determination of “the contents of each registry” and “the conditions
under which it is maintained” was left to the individual States,[352] but certain
information shall be passed onto the Secretary General for compilation in a U.N.
Register.l323] Further, it defined the term “State of registry” as “a launching State
on whose registry a space object is carried ....”[3%]

“Jurisdiction,” in this context, entails the right of the State of registry to
exert legal enforcement over and liability and responsibility for the space object,
while “control” reserves to the State of registry the right to technically oversee
and maneuver the space object.2>>] Combined, the concept of “jurisdiction and
control” provides States with a level of certainty over their space objects within an
international legal regime that does not otherwise permit States to assert sovereignty
in outer space, since Article II of the OST prohibits national appropriation through
claims of sovereignty or any other means.>%! Critically, a State of registry’s right
to jurisdiction and control continues even if technical control over the space object
is lost.1327]

b. Challenges for Active Debris Removal

The first and most obvious challenge posed to ADR by the legal concept of
jurisdiction and control is that it establishes an exclusive hegemony over the space
object for the registering State. In other words, no other State may interact with,
rendezvous with, capture, or otherwise molest a space object without first obtain-
ing the registering State’s express permission.>>8! Historically, this concept has
proven itself quite useful, since any unilateral right to remove space objects, even
seemingly abandoned or unimportant debris, would likely cause significant inter-
national conflict because of national security concerns, perhaps even leading to
war.22?] However, obtaining the permission of a State to perform ADR on its space
object would be a complicated endeavor, and may be denied or even ignored for
any or no reason at all. Such permission is likely to become even more complicated
if the relevant space object is owned by a private entity instead of the State itself.
Further, there is currently no standardized mechanism or accepted international
protocol for requesting and receiving permission for ADR activities.2%] The
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natural result of this exclusivity is that, barring express permission, it limits the
ADR efforts of countries to only those space objects under their own jurisdiction
and control, or more specifically, those objects on its national registry. Limiting
countries to ADR of only their own space objects restricts them from freely tar-
geting the pieces of debris which will most help ameliorate the global debris prob-
lem, namely those with high collision probabilities which have the largest masses
and surface areas and are located in the most congested orbits.2%!! Without such
freedom, global ADR efforts will be seriously stunted.

If express permission is denied, the legal concept of jurisdiction and control
can also limit the number of potential nations conducting ADR. By number,
approximately one-third of the space debris in orbit in 2011 was owned by the
United States, one-third by Russia, and one-third by China.[362] Therefore, unless
these three countries grant others permission to conduct ADR on their space
objects, there are only a few major players who will even be legally permitted
to tackle the debris problem through ADR, and none of them will be capable of
doing it single-handedly.2%3] With regard to mass, 70% of the total mass of space
objects in LEO in 2014 belonged to Russia, primarily consisting of disused rocket
bodies.[2%%) 1f Russia does not itself conduct ADR, which, as already discussed it
has no obligation to do, and also refuses to give its permission for other countries
to remove its space objects, the majority of the mass in LEO is legally untouchable
because of the jurisdiction and control provision in Article VIII of the OST. Some
have described this exclusivity as one of the most significant legal obstacles
inhibiting ADR efforts.[3%°]

Not only is jurisdiction and control definitively established for the State of
registry of a space object, the challenges for ADR are compounded by the fact that
this exclusivity is ongoing. In other words, the right to jurisdiction and control
does not end as long as the object is in space, so there is never temporal cessation
of jurisdiction and control,3%! irrespective of the object’s functionality.!3¢”]
This continuity raises questions regarding the transferability or abandonment of
objects under a State’s exclusive jurisdiction and control. Currently, there is no
international space law mechanism for transferring jurisdiction and control of
on-orbit space objects, so it is not surprising that there is scant State practice.l3®]
Even still, transfers have occurred before, albeit in limited numbers. For example,
in 1997, the United Kingdom transferred ownership of three satellites to China
concurrent with Hong Kong’s return, thereafter notifying the U.N. that it had
removed these satellites from its national registry.2°°] China, conveniently also
a launching State of these satellites, subsequently re-registered them on its own
national registry and then informed the U.N.I37%] However, the fact that there is
no obligation for States which acquire on-orbit satellites to confirm the status
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of their registration with the original launching States complicates matters, as
does the lack of an obligation to report this change of ownership to the U.N. in
order to amend the U.N. Register.l3”!] Without clear international obligations and
consistent State practice in re-registering transfers, it may become difficult to
determine which State possesses jurisdiction and control of a given space object,
further complicating ADR. For this reason, the UNGA encouraged states to submit
information on their practices regarding on-orbit transfer of ownership of space
objects, with an eye towards harmonizing such practices..>’2] Several years later,
the Assembly expressly recommended that, upon any change in “supervision” of
an on-orbit space object, the State of registry should notify the U.N. of the new
operator and the date of the change.l’”3] It further recommended that, if there
is no State of registry at the time of the change, the new operator should itself
furnish that information.l374] Despite this, the possibility remains for difficulties
and disputes regarding the registration, and thus, jurisdiction and control, of
transferred space objects.37!

Perhaps more important than transferability, the U.N. space treaties and
declarations are silent about the possibility of legally renouncing or abandoning
jurisdiction and control of one’s space objects..>’%] Further, there is no clearly
recognized concept of abandonment of jurisdiction and control of a space object
in practice in public international space law,l3””] despite some notable authors
arguing for the reasonableness of such an approach.378] This is because Article
VIII of the OST states that jurisdiction and control are continuous while in space
and that ownership extends even after the object returns to the Earth. Therefore,
legacy pieces of debris that are clearly unguided and non-functional, such as
defunct payloads or rocket bodies left over from the 1960s, are still legally tied
to their States of registry.2’?] Without a recognized concept of abandonment
of jurisdiction and control for uncontrolled debris that the State of registry has
expressed a permanent intent not to recover or utilize, akin to derelict property in
maritime law,3%! the fact that the State of registry retains exclusive sovereignty
seriously inhibits the ADR efforts of other nations.

Further complicating ADR, the concept of jurisdiction and control arguably
extends even to debris fragments,[>8!] meaning that States likely still possess
sovereign control over the fragments of their formerly intact space objects. This
is because pieces of space debris, as discussed in Part III(B)(1), supra, are still
generally considered “space objects” under the U.N. space treaties. Further, while
left undefined, Article VIII of the OST also expressly references its applicability
to the “component parts” of space objects. However, despite the concept of juris-
diction and control likely applying to fragments, there is no express requirement
to register fragments resulting from an on-orbit breakup.[>82! Neither do States
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accomplish this registration in practice. It would be surprising if, for example,
China individually registered the thousands of trackable fragments from its 2007
ASAT test. In fact, registration practices are much less onerous; some States, such
as Russia, interpret “space objects” to only mean payloads and therefore fail to even
register their spent rocket bodies at all,>®3] much less the many fragments of their
exploded rocket bodies.

This general lack of registration of fragments, rocket bodies, and sometimes
even functional payloads, leads to the final major problem regarding the concept
of jurisdiction and control, namely that of attribution. Since in practice registration
is far from consistent,[384] it can be difficult, if not impossible, to determine which
State possesses jurisdiction and control of a given space object, especially in relation
to debris fragments.l’®>] If jurisdiction and control applies to space objects in
perpetuity, even arguably to fragments, and it is unclear which country has created
or registered a specific piece of debris, then no State will ever be able to acquire the
legal permission needed to remove it via ADR. It is worth noting that some have
suggested the concept of jurisdiction and control should not apply to small pieces
of debris, especially if it is no longer possible to determine its corresponding state
of registry.l380] Regardless of these arguments, there is simply no State practice of
removing unregistered space objects, further hindering ADR efforts.[287]

4. Liability for Space Debris

Another foundational concept of early international space law, liability for
damage caused by space objects, is laid out in the Liability Convention of 1972.
Unlike the concept of jurisdiction and control, liability for damage caused by a
space object rests with the launching State or States.’®3] Unfortunately, the
application of such a liability regime in the ADR context creates legal uncertainty
and discourages efforts to remove debris.[>%’]

a. Liability under Current Space Law

Just like jurisdiction and control, the UNGA outlined the concept of liability
for space activities in its 1963 “Declaration of Legal Principles” by providing that
each State which “launches or procures the launching of a space object” and each
State “from whose territory or facility an object is launched” is “internationally
liable for damage to a foreign State or its natural or juridical persons by such
object or its component parts on the Earth, in air space, or in outer space.”BgO] This
State or group of States are now known as the “launching State” or “launching
States.”[3?!] Several years later, in 1967, virtually identical language was reiterated
in the OST.[392] However, both the UNGA and the OST failed to elaborate on the
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application of international liability for space activities with any specificity. The
Liability Convention remedied this in 1972 by clarifying via lex specialis that a
launching State is “absolutely liable” for any damage caused by its space object
or component parts on the “surface of the Earth or to an aircraft in flight,” but
only liable for damage caused elsewhere, i.e. in space, if the damage is due to “its
fault or the fault of persons for whom it is responsible.”3?3] The Convention lim-
its damage to injuries to people and property,>°*! thereby excluding generalized
damage to the outer space environment itself..>?°] Thus, a dual liability regime is
created, either absolute or fault-based, depending on where the damage occurs.
However, no definition or standards for fault are provided, nor is any standard
of care prescribed.>?%] The Liability Convention also maintains the four-pronged
OST definition of a launching State, namely the State which launches or procures
the launch, or the State from whose facility or territory the launch occurs.!3?”]

It is important to note that modern space objects often have more than a single
launching State and can sometimes have as many as four or more,l>%! the identities
of which may or may not be entirely transparent to the international community.3”°]
Three launching States would result under the Liability Convention, for example, in
the case of a French company procuring the launch of its satellite through a Russian
spaceport located in Kazakhstan. In cases of damage caused by a space object with
more than one launching State, all are jointly and severally liable.[*’] Relevant
for the ADR context, if space object A, launched by State A, is damaged through
a collision with space object B, launched by State B, thereafter causing damage
to a third party, whether on Earth or in space, then State A and State B are jointly
and severally liable according to the general liability rules from Article II and III,
with the burden of compensation apportioned based on comparative fault.[*0!] If the
relative degree of fault is unknown or cannot be apportioned between States A and
B, then liability will be apportioned equally.[#0%]

Finally, it is also important to note that the term “space objects” as defined
by Article I(d) of the Liability Convention arguably includes the fragments of
space objects resulting from on-orbit breakups.[*?3] This is because any other
interpretation would create a significant, virtually fatal, lacuna in the international
space liability regime, since no State would then be responsible for damage caused
by the debris fragments which total nearly 53% of all space objects.[*?4] Therefore,
damage resulting from, for example, any of the thousands of small fragments
resulting from a space collision or an ASAT test, may also subject the original
launching State or States to liability.
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b. Unique Risks of Active Debris Removal Related to Liability

Before discussing the challenges posed by this liability regime as it relates
to ADR, it is important to consider that ADR is an inherently risky undertaking,
since all ADR technologies require some form of interaction with space debris.[*%°]
More often than not, this interaction takes the form of a direct physical connection
between objects co-located in space. In LEO, that means linking up objects which
may be traveling with velocities in excess of 30,000 kilometers per hour, or over
8 kilometers per second.l*?%] Such on-orbit rendezvous or docking maneuvers are
already complex for stable, controlled objects, much less for pieces of space debris
which may be unguided, tumbling, lacking any obvious grapple point or docking
mechanism, physically degraded, or even full of volatile residual fuel.[*?”] Further,
the resultant movement of the joint, post-capture system can be quite unpredictable,
especially as the center of mass of the debris is not necessarily known.*%8] All of
these challenges with direct-capture ADR methods increase the risk of an accidental
on-orbit fragmentation event,l*??] possibly resulting in the creation of more debris
or even runaway liability.

Even in circumstances without physical capture, such as through the use of
directed-energy lasers, ADR is not without additional risks. A longer-than necessary
laser pulse (just near a millisecond) risks over-ablating the debris material, creating
“splashing” and potentially even more debris.[*!%] Further, since the laser must
necessarily cross through other space orbits, it has the potential to accidentally
illuminate functional spacecraft, which can damage or degrade sensitive on-board
optical sensors.[*!1] Also, laser-based ADR methods will, by design, result in the
uncontrolled reentry of space debris. If any part of the debris survives reentry,
it inherently poses a threat to aircraft in flight and to people and property on the
surface of the Earth.

Finally, ADR, by its nature and purpose, alters the orbital altitude of targeted
space debris. In doing so, the space debris will inevitably pass through the orbits of
other space objects either on its own or in tandem with its controlling ADR object,
thereby increasing the risk for conjunction events.[*!2] Some have suggested that
this creates the need for an ADR traffic management system which can apprise
other space operators of the up-to-date orbital characteristics for the ADR object’s
transitory path, especially for ADR objects which will conduct repeated or
continual maneuvers, such as the proposed ElectroDynamic Debris Eliminator,
or EDDE.[*!3]
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c. Challenges for Active Debris Removal

Because ADR increases the risk for further fragmentation and damage to other
objects in space and people and objects on the surface of the Earth, as discussed
above, the current space liability regime creates several specific challenges for the
development of ADR.

In order to explore these challenges, consider the following, completely
plausible, ADR scenario. Assume that a single State, State A, launches and later
registers a defunct rocket stage in upper LEO orbiting at 1,200 kilometers in
altitude. A second State, State B, requests and receives express permission from
State A to conduct ADR on the rocket body. Thereafter, State B launches an ADR
object, captures the rocket body, deorbits it to 400 kilometers, and then releases it
to naturally decay and reenter the Earth’s atmosphere. State B’s ADR object then
deorbits itself and burns up entirely upon reentry. Two weeks after the ADR mission
concludes, the rocket body, still orbiting at roughly 400 kilometers, explodes for an
unknown reason and a large piece of the resultant debris strikes the ISS, destroying
the station and killing five astronauts from three different countries. Given the
regime established under the Liability Convention, it is unclear which State would
bear international liability for this damage. Since the damage occurred in outer
space, the launching State of the space object causing the damage is liable if the
damage is due to its fault or the fault of persons for whom it is responsible.l*!]
But whose fault is the damage? State A left an arguably dangerous piece of space
debris behind in orbit where it could harm other space objects and astronauts,
as it ultimately did. However, State B, with the permission of State A, captured
this debris and moved it down to a lower, but crowded, orbit which enabled it to
harm the ISS. What about the explosion? Without more information, which may
be impossible to acquire, there is no way to know whether the explosion would
have occurred if the debris was left alone or if State B’s capture and de-orbiting
was somehow deficient, itself causing the explosion to occur. It is impossible to
determine on these facts whether State A or State B, or perhaps both, is at fault for
this damage, especially without an explanation for the explosion and some legally
enunciated standard of care. Yet other States and their astronauts have obviously
suffered damage and should be entitled to compensation. Further, how are we to
factor into the current liability rules that State B was, separate and apart from
the fragmentation event and ultimate damage, doing the world a great service by
attempting to shorten the orbital lifetime of the debris?
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This hypothetical highlights the striking ambiguity that results when the
current international space law liability rules are applied to an ADR scenario. This
legal ambiguity creates several significant disincentives in relation to ADR, both
for the launching State(s) of the targeted debris object and the launching State(s)
of the ADR object.

First, the current liability rules disincentivize States from conducting ADR
on their own space objects. As argued above, ADR itself increases the chance of
additional fragmentation and damage. Therefore, launching States face a lower
likelihood of eventual liability if they simply ignore their space debris and leave
it on-orbit. Even if the space debris breaks up on-orbit and its fragments cause
damage to another State’s space object, it is unlikely to result in liability. This is
because the onus is on the claimant State to prove causation, and thus attribution
of the fragment and the identification of its launching State(s), in addition to fault
or negligence,!*!>] burdens which, due to the remoteness of outer space, may be
practically impossible to carry.[*!%] Even if these burdens were able to be carried,
in practice the Liability Convention has never been invoked in relation to damage
caused by debris fragments in space, only on the face of the Earth.[*!”! Therefore,
the liability regime disincentivizes States from conducting ADR on their own debris.

Second, the liability rules, and specifically their ambiguity, create a disincentive
on the part of the State of registry of the debris (which will be, in virtually all
cases, also a launching Statel*!8]) to authorize other States to conduct ADR on
their debris. Specifically, if an accident were to occur during direct capture ADR,
thereby causing damage to the space object of a third party, it is not immediately
clear whether, under Article IV of the Liability Convention, the launching State(s)
of the ADR object or the launching State(s) of the targeted space debris would be
most at fault. This is, in part, because it is not clear what fault looks like under the
Liability Convention. Does simply launching a satellite which later becomes debris
itself amount to negligence under the Liability Convention’s fault-based regime for
space damage?[*!”] On the one hand, since all space missions release at least some
amount of debris, it seems unreasonable that the leaving behind of debris is, in and
of itself, negligent in relation to any damage it may cause at a later time during
an ADR accident.[*2] On the other hand, while it has been near universal state
practice, leaving a multi-ton, pressurized, unguided rocket body to float around a
congested orbit for 50 years does not seem like something a prudent actor should
do, especially if the technology exists to avoid doing so in certain orbits. This
ambiguity under the liability rules is created because the Liability Convention fails
to set out any standard of care or method for determining fault.l*2!] Further, since
the Liability Convention has only been invoked once in the nearly 50 years since
its inception, and even then only for damage to the Earth,[*22] there is no indication
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from any sitting tribunal of what standard of negligence is appropriate to apply in
relation to damage in space from ADR activities. In circumstances of uncontrolled
reentry of space debris, for example from contactless ADR methods like ground-
based lasers, the question of who bears the fault may not even be relevant. Instead,
since there is technically only one space object involved, the launching State(s) of
the debris would be absolutely liable under the Liability Convention if the reentering
debris caused damage on the surface of the Earth.[*23] Therefore, in such cases, the
launching State(s) of the piece of debris, not the State controlling the ADR laser,
will bear 100% of the risk of liability resulting from the ADR mission. For these
two reasons, even if a well-meaning State offered to conduct ADR on the space
debris of another State, the debris-creating State may not be inclined to accept an
increased risk of damage under circumstances of unclear or one-sided liability.

Third, not only does the current liability regime deter ADR from the perspective
of the launching State(s) of the debris in multiple ways, it also disincentivizes
other well-meaning States from ever even offering to conduct ADR on their behalf.
This is because the ADR object is, generally speaking, the active participant in
the interaction with and re-orbiting/de-orbiting of an otherwise uncontrolled, but
trackable and largely predictable, debris object. Therefore, even though it may be
argued that leaving behind debris is itself negligent, it is just as reasonable to argue
that the launching State(s) of the ADR object has considerably more control and
influence over what occurs during the ADR attempt. In that sense, the launching
State(s) of the ADR object could reasonably be found to be more at fault for any
mishap during the ADR process which causes damage and apportioned the majority
of the liability, especially if damage results after the orbit of the space debris has
already been adjusted by the ADR object, as in the hypothetical described above.
If the launching State(s) of ADR objects arguably stand to bear a larger share of
the liability for any damages occurring while conducting ADR on the space debris
of other States, there is an obvious legal disincentive to undertake such activities.

These three significant disincentives are further exacerbated by the fact that
there is no recognized international mechanism for launching States to transfer
their liability for a space object to another State.[*?*] In the ADR context, this
means that States are unable to transfer liability for their own space debris even
to a willing ADR State. As has been observed, “once a launching State is always
a launching State.”l#2>] In practice this means that if a State’s territory is used to
launch a space object, even if that State played no part in procuring or conducting
the launch whatsoever and no part in operating or controlling the space object
thereafter, it is jointly and severally responsible along with any other launching
States for any damage caused by that space object in perpetuity under the terms of
the Liability Convention. This illogical apportionment of liability is a commonly
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criticized aspect of the current space law regime.[426] It appears that the drafters
of the Liability Convention did not foresee private space operators or on-orbit
satellite sales!*2’] and premised their liability rules on the erroneous assumption
that the launching State would be singular and would always have undisputed
physical control of the relevant space object.[*28] In order to cope with this regime,
States and private space operators must circumvent the Liability Convention by
utilizing complex systems of private, bilateral indemnification agreements, as
expressly permitted in Article V.[*2”] These agreements are only binding between
the individual parties, so the States remain liable under the Liability Convention in
public international space law.[*3%] Despite these agreements, the structural defect
in the Liability Convention and its impediment to ADR efforts remains.

Overall, the ambiguity surrounding liability for ADR missions and the resulting
disincentives are significant legal challenges which complicate and inhibit ADR
efforts. Not surprisingly, Dr. Joseph Pelton, a prolific space academic and industry
professional, has called the rules surrounding the Liability Convention the “largest
legal barrier to efficient orbital debris removal.”l*3!] Unless and until these are
adjusted or clarified, ADR efforts are likely to be stifled into the future.

5. Export Control Laws

Another significant legal obstruction inhibiting ADR is the proliferation of
nationally and internationally imposed export control laws, primarily in the way
such laws operate to inhibit the transfer of space technology and stifle international
cooperation to accomplish ADR. In short, export controls are designed to restrict
the shipment or transmission, styled an “export,” of controlled military or dual-use
materials, goods, services, or technologies outside of the country or to foreign
operators in any location.[*32] Importantly, they can also apply to the “re-export”
of such items, even by foreign actors, such as is the case in the United States if such
items contain U.S.-origin components or technology. [433] These export restrictions
are often premised on strategic interests, especially during wartime, as well as
concerns for foreign policy, nuclear non-proliferation, or combating terrorism. 434!
Export controls commonly apply to various types of space-related technology,
especially satellite and satellite components and launch systems. In combination
with the continuing jurisdiction and control of registered space debris, as discussed
in Part III(B)(3), supra, these export controls make it much more difficult for
States to grant permission to other countries to perform ADR on their space debris,
especially if it contains any U.S.-origin component or technology.[*3>] This is
because granting a foreign entity the right to access, capture, and control a piece of
space debris (and therefore any on-board items or technology) for ADR purposes,
even if only momentary, would fall within the scope of an “export” within most
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export control laws because, in order to be effective, this term is often defined in
strikingly broad terms.[*3%] Even the simple sharing of technical data to enable
such a mission could violate export control laws.[*>”] Therefore, even if State A is
willing to absorb the liability risks and financial costs required to deorbit State B’s
space debris, State B may have adopted national laws or agreed to international
arrangements which ban it from granting permission for or aiding such a mission,
either outright or without first obtaining special authorizations. Most modern
space-faring nations, including Canada,[*3%! France,[*3?! India,l**%] Russia,[**!]
China,[**?] and many others maintain some form of export controls.[**3] Without
question, the most restrictive country in the world in terms of export controls,
whether in general or specifically as it relates to space technology, is the United
States through its sprawling International Traffic in Arms Regulations (ITAR) and
Export Administration Regulations (EAR).[444] These overlapping, comprehensive
export control rules are so pervasive that they have led to a demand in the global
space market for the development of “ITAR-free,” and therefore freely tradeable,
satellites,l**>! and have even had the unintended effect of stimulating the Chinese
rocket and satellite industries.[#*°]

Restrictive export control laws are not just limited to domestic legislation; they
have even cropped up through international arrangements to limit the transfer of
and access to sensitive weapons and dual-use technologies. For example, while less
restrictive than the U.S. system, the European Union maintains a collective set of
export controls which specifically includes various types of space technology.[**’]
Additionally, more than 40 countries have banded together under the so-called
Wassenaar Arrangement, a non-binding, multinational agreement which creates
a comprehensive export control regime for many dual-use items.[**%] The current
list of Wassenaar-controlled dual-use goods, technologies, and munitions restricts
the transfer of numerous types of space launch vehicles and spacecraft, including
their components.[+47]

In conclusion, these various export control restrictions, whether imposed
by national law or adopted internationally, serve to inhibit ADR efforts when
combined with the jurisdiction and control rules from Article VIII of the OST.
The aggressive export rules of one country, for example the U.S., may even inhibit
other countries from agreeing amongst themselves to remove space debris, due to
the extraterritorial application of reexport rules within these export control laws.
Of course, these are not absolutely fatal to ADR; exceptions to export control laws
may generally be made at the agency or national level, on a case-by-case basis.
Regardless, they all work together to create a complex web of global restrictions
which constrain states from freely, or at least inexpensively and expeditiously,
granting their permission for other states to conduct ADR on their space debris.
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6. Regulatory Vacuum

Space debris and the necessary ADR response are significant global public
policy matters that should be of universal concern. So far, the most visible efforts
to tackle the problem have been conducted through the IADC and COPUOS, but
only as it relates to mitigating new space debris. As already noted, this has proved
insufficient. A regulatory agency with the mandate to address this problem through
ADR has not yet emerged in the international sphere. Despite the creation of
international space law treaties and the evolution of customary international space
law, as yet there is no clear international agency in charge of space safety, space
traffic management (STM), or other space debris-related concerns.[*>°] While
there are international agencies which deal with regulating certain aspects of space,
such as the ITU with respect to frequency allocation, harmful radio interference
and GEO slot management,*>!] no single agency coordinates the ADR operations
discussed in this article. This regulatory void has caused the United States, a
major global space-power to call for deeper global engagement through bilateral
and multilateral discussions and through existing international organizations,
specifically in relation to STM and standards on behavior surrounding the space
debris environment.!42]

Without some sort of centralized, global organization to coordinate international
ADR efforts, or possibly even to conduct ADR itself,*73] it is difficult to imagine
that States will be able to overcome the fundamental legal challenges to ADR
already discussed, such as jurisdiction and control issues, liability issues, or export
control restrictions. Further, even if these issues were worked out, there is no
agency to ensure space safety and traffic management for ADR efforts, which will
almost certainly include navigating through various orbital planes.

Until some form of international regulatory framework is developed, ideally
through a new comprehensive, multilateral space agreement, it is “unlikely
that substantial progress can be made with regard to a coordinated approach
to ADR.”434]

C. Policy Challenges to Active Debris Removal
In addition to the lacunae and rigid foundational concepts embedded in the
U.N. space treaties, as well as overlapping national and international export control

regimes, there are two major policy issues which also inhibit the development of
ADR. Specifically, these include economic and strategic challenges.
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1. Economic Challenges

Like many other uniquely global challenges, the question of economics plays
a central role in the efficacy of ADR operations. As noted in Part III(B)(4)(b),
supra, since most ADR concepts anticipate launching an ADR payload into space
to make physical contact with the target debris, an ADR mission will generally
be an expensive endeavor. It will contain all of the research and development
costs, licensing costs, insurance costs, launch costs, ground-station costs, and
operational costs that any traditional space venture would include.[*>] However,
the end result will obviously not include any commercial space application to sell
or license, such as television broadcasting or Earth observation, to recover these
costs. Further, while it may develop in the future, there is currently no global
market for providing hireable ADR services. Additionally, since most proposed
ADR concepts anticipate only deorbiting a single piece of debris across the
life of the ADR object, many ADR operations would be unable to spread the
costs across deorbiting several pieces of debris, making each mission incredibly
expensive.[*2%] Given the lack of convertible income stream, at least at the current
time, and the limited utility of individual, “single-debris” missions, some have
argued that all current ADR systems now available “suffer from a ‘business case’
that lacks a clear and solid economic rationale for their use.l*>”! Regardless of
such blanket statements, it is incredibly difficult to cost a “typical” ADR mission,
since they can vary infinitely in the number of targets, size of targets, distance of
orbital adjustment, and method of ADR,[*>%] yet ADR must still compete against
other, obviously cheaper alternatives.

For example, the conceptual costs of intervening only at the last minute to alter
debris orbits through micro, gas-induced orbital adjustments, so-called “just-in-time
collision avoidance,” would likely amount to only U.S. $1-3 million per launch,
meaning it could theoretically be as much as 1,000 times cheaper than the cost of an
average ADR operation.!*>?] This determination is made by calculating the average
cost of reducing one on-orbit collision. Since ADR operations are premised on the
concept of reducing collisions through the wholesale cleanup of space, it could
take the removal of approximately 35-50 pieces of space debris to reduce a single
collision, totaling anywhere from U.S. $300 million to U.S. $3 billion per collision
reduction.!#%%] Separate and apart from the costs of ADR missions, studies have also
been conducted to determine the relative value to be gained by removing a piece
of debris and thereby reducing the chances of needing to replace an operational
payload due to a destructive collision event. In one such study from 2013, it was
estimated that removing a small satellite in sun-synchronous orbit would only
return a “value” worth approximately U.S. $14,500 on average, compared with
U.S. $306,000 for the removal of a large, 2,000 kilogram piece of debris.[*01] 1f the
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relative costs for ADR operations remain too high and the monetary benefit derived
from removing debris objects remains too low, it may result in the unfortunate
conclusion that it is simply easier to just keep launching replacement satellites than
to remove defunct ones,! 02! making it hard for States to justify the economic costs
of fielding ADR systems.

Given the global nature of the space debris problem, it is also unclear which
States should pay for the high costs of ADR. Should all nations contribute equally
for ADR operations since the space debris problem is a global one? Perhaps that is
appropriate, but probably not, in light of the fact that the overwhelming majority of
the space debris currently in Earth orbit was created by relatively few nations, most
prolifically the USSR/Russia, China, and the United States.!**3! It is arguably unfair
to require States which have never created a single piece of debris to subsidize
the historical environmental negligence of other, more industrialized, ones. This
argument has repeatedly been made in the international climate change arena and
has come to be known as “common but differentiated responsibilities.”l#*%* Such a
concept appears highly relevant to ADR and the space debris problem. Even if it were
clear which States should be putting up the money to conduct ADR, other policy
questions inevitably emerge. For example, should the cost of ADR be borne upfront
at the time of launch or provided later, when it comes time to actually remove the
piece of debris? Additionally, with commercial enterprises comprising a larger and
larger percentage of modern space activity, how much of the costs for ADR could
or should be shifted to the commercial space industry as opposed to being borne
by States themselves? Should the space participant who created a particular piece
of space debris be responsible for removing it, whether civilian or government?
Individual responsibility seems to be the fairest solution but becomes problematic
if the participant, whether civilian or government, is unable or unwilling to pay for
the debris to be removed. Overall, these economic policy challenges related to ADR
do not have readily apparent solutions. Much more will need to be discussed and
agreed to by global players, likely by and through regulatory organizations, global
ADR funds, launch taxes, or through new or modified international instruments
before the financial aspects of ADR can be settled.

2. Strategic Challenges

Another critical policy challenge facing ADR is the fact that most ADR tech-
nologies are also capable of being used nefariously.l*°>! In other words, any method
of physically capturing, affixing objects to, or repositioning a piece of space debris
could similarly be used to capture an enemy satellite, affix a weapon or intelligence
device to it, alter its orbit, or simply disrupt or destroy it.[*°] Because of this, virtu-
ally all ADR methods are considered “dual-use” technology,!*°”] since they could
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also be utilized as ASAT “space weapons.”[*%8] Their development and use can be

seen by some countries as the creation or refinement of on-orbit ASAT technology
and, therefore, a threat to their freedom of use of space for important strategic,
primarily national defense, purposes.[*®?] So, as ADR technology is perfected and
proliferated to solve the debris problem, it simultaneously and problematically
increases global strategic fears of its misuse, threatening to further militarize, or
even weaponize, the space domain.

Very similar to the jurisdiction and control and liability issues discussed in
Parts 1I(B)(3) and (4), supra, these strategic challenges make it less likely that
States would be willing to permit a foreign state, especially a perceived adversary,
to remove pieces of its space debris.[*’% Even worse, it may make States skeptical
of ADR technology altogether. To ameliorate these strategic fears, States will likely
need to engage in information exchanges and transparency and confidence-building
measures, perhaps through an ADR-focused international regulatory organization.

D. Conclusion

Other than the fact that ADR is absolutely necessary to stabilize the space
environment, much remains unclear about ADR technology and its eventual
implementation in outer space. The current proposals for various methods of ADR
are incredibly varied, from lasers to harpoons to nets to solar sails. While some
are closer to implementation, virtually all require further development and testing.

As the technology matures, serious legal and policy challenges must be
addressed before ADR can be implemented on any meaningful scale. Most of the
legal challenges stem from the legacy U.N. space law treaties which make up the
specialized field of international public space law. As a threshold matter, since there
is no mention of space debris at all in this regime, it appears that debris concerns
were not being seriously considered at the time of drafting. Without a definition
of and clear legal obligations in relation to debris, it is difficult to adequately deal
with the space debris problem at the international level. Legal challenges also flow
directly from the foundational legal concepts of these treaties, such as “jurisdiction
and control” and the core liability principles. It remains to be seen how ADR
will be conducted without relaxing the jurisdiction and control rules or further
clarifying the principles of liability, especially as they may apply to fault-based
damage in outer space during ADR operations. Further, the application of these
concepts to non-State, commercial actors must be clarified. Notwithstanding these
legal challenges, ADR operations otherwise face considerable policy challenges
regarding financial feasibility and strategic distrust over “dual-use” technologies.
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I'V. FUTURE STRATEGIES

Given the importance of ADR operations to the stability of outer space and the
significant legal and policy challenges inhibiting them, it is critical that the global
community rapidly develops strategies to facilitate ADR. No longer can the world
community afford complacency in the face of the rapid growth of space debris,
hoping that lukewarm compliance with mitigation guidelines will magically
reverse the more than 60-year trend. It must make prompt and decisive changes to
the international space law regime, developing a lex ferenda which both clarifies
and encourages ADR. However, the nature of the debris problem is such that no
one State or small group of States can adequately solve it alone. Therefore, while
States should not be complacent in their domestic space initiatives, comprehensive
and radical international solutions must be prioritized. It is the contention of this
article that the swiftest and most comprehensive way to accomplish this goal is
through the drafting and widespread adoption of a new multinational space treaty.
Using the challenges to ADR discussed in Part III as a guide, Part IV will address
how such a new treaty should be structured to facilitate ADR in the future.

A. New Space Treaty

The most direct method of overcoming the legal challenges related to ADR
would be to draft an entirely new international space treaty focusing specifically on
the issue of debris. The most obvious place to negotiate a new space treaty would
be through COPUOS, where each of the previous space treaties has originated.
Unfortunately, this process can be painfully slow and generally operates only via
consensus.[*’!] Some have worried that the consensus needed to adopt a new treaty
through COPUOS would render it too diluted to be effective.l*’2] Partly because
of this, Christopher Williams has suggested the possibility of bypassing COPUOS
as a forum altogether and instead negotiating a binding multinational instrument
amongst only the active space-faring nations, thereby generating an instrument
which might later be used as a template for a future COPUOS agreement.[*73]
Williams believes that such a course of action could have the benefit of speeding
up negotiations since they could be limited to “only knowledgeable States,” more
casily avoiding “being sidetracked by tangential issues.”[*’#! Regardless of how
the treaty itself may come about, such a new, comprehensive space compact should
be constructed incorporating the principles presented below.

1. Mandate Compliance with COPUOS Guidelines

As argued in Part II, stabilizing the LEO space environment requires not only
the implementation of effective ADR, but also continued, strict adherence to the
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COPUOS Mitigation Guidelines, especially regarding post-mission disposal.l*’>]

Because of this, any new treaty addressing the space debris problem should extend
beyond hortatory language simply reemphasizing the importance of member
States adopting the guidelines, as COPUOS and the UNGA have repeatedly done
throughout the years.[476] Instead, it must include language whereby States agree
to be internationally bound by the COPUOS Guidelines. The elevation of the
Guidelines to a treaty obligation will transcend the inevitable precatory nature of
a guideline regime and have a more likely prospect of generating higher levels of
compliance by States in the future.

2. Define Space Debris

Any new space treaty must develop a clear definition of space debris, spe-
cifically as it relates to controllability, communication, and functionality.!*””]
The relationship of these attributes to space objects can dramatically expand or
contract the scope of what is internationally considered to be debris. For example,
a control-based definition alone would arguably be overbroad, since it would
include all unguided space objects, whether functional or not. While the current,
non-binding IADC/COPUOS definition hinges on functionality and may therefore
be more appropriate,[*’8] it still remains unworkable. The concept of “function-
ality” is, by itself, inadequate to legally delineate what is and is not space debris,
especially in a world where the capability to service or refuel a nonfunctional
satellite through OOS is rapidly maturing. Therefore, space debris must be further
defined. If it is not, problems will arise in situations where States or commercial
entities still have practical uses planned for currently non-functioning satellites.

Arguably, any new treaty definition of space debris should clarify that all
fragments resulting from collisions, explosions, or unknown breakup events,
which together total more than 53% of all tracked space objects,.*’?! should be
categorically considered space debris. Post-fragmentation, they are certainly of
quite limited use and are most likely entirely non-functional. The remaining bulk of
the tracked space objects, notably intact but non-functional payloads and expended
rocket bodies, arguably have some future potential use or “functionality,” whether
it be via the extension of usable life through OOS or simply salvage operations.
Acknowledging this abstract, future functionality makes it difficult to declare such
material to be space debris in such a way that any other State may capture and
de-orbit/re-orbit it without authorization. Therefore, when defining space debris in
a new multinational treaty, it will be necessary to define a time-period after the
loss of functionality within which a State must somehow utilize the space object
or forfeit exclusive jurisdiction and control over it. While admittedly an arbitrary
time span, this article suggests adopting the IADC/COUPUS Guidelines’ 25-year
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timeline for post-mission de-orbiting of LEO payloads. In that regard, any intact
but non-functional object not utilized by its State of registry within 25 years of
becoming non-functional should be considered space debris, regardless of any
potential future uses for the object. However, it must be acknowledged that, even
under this clarified definition of space debris, transparency surrounding the point at
which a space object loses its functionality remains problematic due to the difficulty
of obtaining accurate data for often secretive outer space systems.

More than simply defining what space debris is, however, a new treaty must
also adequately situate the notion of debris in the context of the prior U.N. space
law treaties. Imperatively, this means clarifying in binding fashion whether or not
space debris, however defined, is a subset of space objects,[*"] especially when it
comes to the fragments resulting from on-orbit explosions, ASAT tests, or conjunc-
tion events. This is crucial because, if space debris is a subset of space objects, then
the State of registry retains jurisdiction and control of that debris under the OST
and the Registration Convention, even if the resultant debris is shattered into thou-
sands of fragments. However, if space debris is not a subset of space objects, then
the problematic jurisdiction and control and liability concepts found in previous
U.N. space treaties would simply not apply to it..*3!] In other words, once a space
object becomes space debris, the right of the State of registry to exert jurisdiction
and control over it ceases, such that any State may conduct ADR on it. The latter
interpretation is much preferred, as it can provide the significant legal flexibility
required to disregard the unhelpful traditional rules of liability and jurisdiction
and control applicable to space objects and develop more appropriate long-term
rules for space debris to facilitate ADR. At the same time, the decades-old system
that States have come to rely upon for traditional space objects would be retained,
preserving the necessary order amongst States with functioning satellites.[*®?] For
this reason, any new space treaty negotiated to address space debris should declare
that it does not fall within the confines of Article VIII of the OST, meaning that the
State of registry no longer retains jurisdiction and control over a space object once
it becomes debris. Similarly, any new treaty should clarify that space debris falls
outside the definition of a space object for purposes of Article I(d) of the Liability
Convention and thereafter enunciate the liability regime applicable to space debris
independent of traditional space objects and in a manner which encourages ADR.

3. Clarify International Obligations Regarding Space Debris
A new space treaty should also clearly express binding obligations on
States in relation to space debris creation or space debris removal. Currently,

as discussed in Part III(B)(2), no such obligations exist. Ideally, a new space
treaty would contain a binding obligation to refrain from the creation of debris

The Air Force Law Review * Volume 82 Incentivizing ‘Active Debris Removal’ 141



altogether and an obligation to clean up any created debris. Unfortunately, an
outright ban on any debris creation or an obligation to clean up all created debris
is currently unrealistic, as it is too ambitious for the state of current technology,
including both space launch technology and ADR technology. Neither would
such a ban/obligation dyad comport with the prevailing political environment.
However, a new space treaty should at least seek to extend the principles found
in the IADC/COPUOS Guidelines in order to ban, rather than merely discour-
age, the intentional destruction of space objects, at least during peacetime and
outside of situations involving self-defense to an imminent threat or use of force,
thus making illegal the kinetic destruction of satellites via direct ascent ASATs.
This is critical because these intentional breakups can create vast amounts of
extremely long-lasting space debris fragments. As noted previously, the 2007
Chinese ASAT test currently accounts for the single largest fragmentation event
in space history.[*®3] Similar to the way that nuclear testing has been banned via
international treaty in certain locations,[*84] outer space is a unique environment
that should be shielded from military testing which is seriously deleterious to its
future operational use, as kinetic ASAT tests arguably are.

Even if States cannot agree on sweeping obligations banning space debris or
kinetic ASAT tests, new treaty negotiations should consider other, less onerous,
ways to facilitate ADR through binding obligations related to debris. For example, a
new treaty should include an affirmative obligation to update the U.N. registry entry
when a payload becomes nonfunctional debris. Doing so would force international
transparency for ADR operations, since States would be responsible for publicly
“declaring” their national space debris. It would also transparently begin the pro-
posed 25-year period within which the State must utilize the space object’s latent
functionality or lose exclusive jurisdiction and control over it. Additionally, it would
be helpful for attributional purposes to set a timeline for registering newly launched
space objects with the U.N., or even a requirement to register the observable
fragments of one’s national debris. Finally, States could consent to be bound under
international law to remove a small portion, perhaps as low as 1% or even a single
intact piece, of their own space debris each year,[*3°] similar to binding carbon
emission reduction targets. This would go a long way towards stabilizing the LEO
environment, as NASA’s data shows that removing merely five pieces of debris
could significantly alter the total debris population in the future by reducing the
frequency of conjunction events.[*8¢]

4. Adjust Liability Rules for Space Debris

If space debris is no longer considered a space object, the liability regime
established by the Liability Convention no longer applies to space debris. As such,

The Air Force Law Review * Volume 82 Incentivizing ‘Active Debris Removal® 142



new liability rules must be established under the replacement regime. First and
foremost, to properly incentivize ADR, any new space treaty must be clear that
liability for damage caused by space debris is no longer permanently tethered to
the “launching State” as defined in Article I(c) of the Liability Convention. As
argued in Part III (B)(4), this outdated rule makes little sense in today’s highly
cosmopolitan, commercially-dominated space industry. Instead, liability should be
clarified to flow to the State of registry at the time the space object becomes debris.
If there is no State of registry at that time, liability should rest with the State which
last maintained operational control over the object. In this way, the State liable
for damage caused by the space debris is appropriately the State that registered it
or actually controlled it, rather than a “launching State” which may have merely
provided the territory or facility for its original launch.

Further, the standard of liability for damage caused by single debris objects
and single ADR objects in space should be clarified and should incentivize ADR
operations. For example, the liability standard applied to debris-creating States
should be adjusted. Specifically, the standard of liability applied to the debris-cre-
ating State for damage caused in outer space by its debris should be heightened
from fault-based to a rebuttable presumption of fault or even to absolute liability,
as it already is for damage caused on the surface of the Earth. This would increase
the potential liability of States for damage caused by its debris in space and there-
fore disincentivize the creation of new debris. In the opposite vein, the liability
standard applied to States for damage caused by ADR objects should similarly be
adjusted in a new space treaty. Specifically, rather than the current nebulous “fault”
standard for liability, damage caused by a single ADR object should be held to
a lessened standard, such as requiring an injured party to show wanton or gross
negligence on the part of the ADR operator, or even have liability for potential
damages suspended entirely.[*37] This reduced liability standard for ADR objects
is premised both on the general need to incentivize ADR operations, but also a
recognition of the service that ADR ultimately provides to all space-faring nations.

Apart from adjusting the liability standards for damages caused by single pieces
of space debris or single ADR objects, it would also be wise for any new space
treaty to address the composite systems which are uniquely and inevitably created
by predominant capture ADR methods. If an ADR object and a piece of captured
space debris are operating as a conjoined system and jointly cause damage to a
third party or in the process of conjoining collide into one another and thereafter
cause damage to a third party, the traditional Liability Convention rules would
consider the responsible states jointly and severally liable, but apportion the burden
of compensation based on comparative fault.[**8] However, as demonstrated by the
hypothetical ADR damage scenario in Part III, a fundamental flaw in the current
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liability regime is that it is incredibly difficult, and often impossible, to determine
precisely which party is at fault for damages flowing from delicate ADR operations
conducted in outer space. Therefore, any new treaty addressing space debris should
simply avoid the confusion and impossible burden of proof involved in determining
comparative fault for these situations. Instead, when it comes to damages arguably
caused by both the ADR and its targeted space debris, it should automatically
apportion liability equally between the State of registry or the operating States for
both the ADR object and the piece of space debris, rather than expecting States
to demonstrate their share of the comparative fault. This clarity flowing from
streamlining the liability rules will remove much of the unknown liability exposure
for ADR operations inherent in the current regime.

Finally, to bring the liability regime in line with the modern era of private,
commercial space ventures, any new space treaty should include provisions affording
States the ability to formally transfer liability for their space debris to any other
State which is willing to conduct ADR or else specifically authorize cross-waivers
of liability for ADR operations,*3”] similar to the private arrangements authorized
under Article V of the Liability Convention.

Ideally, States should agree to apply these liability rules retroactively to
previously launched space objects. Not only would this be more effective in that
it would cover the entirety of the currently existing space debris, but it would also
obviate the need to distinguish between debris created prior to and after the adoption
of any new liability standard. However, even if States only agreed to apply them
prospectively, each of these adjustments to the liability regime surrounding space
debris would still operate to disincentivize the creation of space debris, while at the
same time incentivizing its active removal.

5. Authorize the Abandonment of Space Objects

Any new space treaty should also include language to clearly permit States
which no longer wish to limit ADR from third parties to effectively abandon their
space objects in some way.[*?%] Permitting a state to, as the renowned space law
Professor Bin Cheng called it, “disown”[*?!] jurisdiction and control over its
space objects would greatly increase the ability of other States willing to conduct
ADR on those objects to do so. It would also erase the 25-year waiting period
discussed above in circumstances where a State has no intention of ever utilizing
a nonfunctional space object in the future. Ideally, in order to maximally facilitate
ADR, the treaty should also establish a public, international registry, similar to that
established by the Registration Convention, to consolidate information related to
all such abandoned or disowned debris objects.[*”?]
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6. Establish a Global ADR Organization

Any new space treaty addressing debris should also commission a global
regulatory agency or organization to coordinate and regulate global ADR efforts.
Options for the structure and mission of such a global ADR entity are endless: it
could be an organization to exchange legal and technological information, conduct
ADR research, establish best practices or guidelines for ADR (in much the same
way the IADC has with space debris mitigation), manage and distribute ADR funds,
assist with SSA or STM, coordinate global ADR efforts, settle ADR disputes, help
select ADR candidate targets, or even to actually conduct ADR operations itself.

Professor Ram Jakhu and space professionals Yaw Otu Nyampong and
Tommaso Sgobba have jointly suggested an intergovernmental organization
structure that also directly incorporates public and private space operators, akin to
the models used for the International Telecommunications Satellite Organization
(INTELSAT) or the International Maritime Satellite Organization (INMARSAT)
in the 1960s and 1970s.14%3] Such a blended structure could prove to be uniquely
advantageous for ADR efforts, because any organization solely comprised of States
or their space agencies would fail to include a significant and growing portion of
the space industry, namely private operators. No ADR strategy or solution to the
debris problem can be successful without integrating and coordinating with the
private space industry.

However, other commentators have suggested alternative structures. For
example, Agatha Akers has proposed a U.N.-designated research “center” to
spearhead ADR efforts.[*74] Alternatively, already existing organizations can be a
potential avenue tofill this regulatory void for ADR. There has beenrecent discussion
about expanding several currently-existing organizations to regulate many parts
of future space activities, such as STM, safety, or environmental pollution, and
from a variety of established international agencies, such as the International Civil
Aviation Organization (ICAQO), the ITU, or the World Meteorological Organization
(WMO).[#23] ICAO, a specialized agency of the U.N. which oversees the safety
and security of international civil aviation, has received more attention than others,
especially in the realm of STM,[*%] largely due to the emergence of suborbital
flights reigniting the age-old debate of the boundary between air space and outer
space.l*”’] However, ICAO could theoretically be tasked to regulate space traffic
as high as GEO.[*?8] If an organization like ICAO is assigned more space related
functions in the future, such as in relation to suborbital STM, perhaps it can be
empowered in a new U.N. space treaty to also take on the task of acting as a
global forum for ADR operations and related safety issues.[**”] Beyond the remit
of the aforementioned organizations, the IADC, an intergovernmental organization
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made up of all of the major space-faring nations and dedicated to the issue of
space debris, is another natural international forum within which to discuss ADR
coordination and regulation efforts.

Regardless of the structure of the forum, any organization established by a new
space treaty should be specifically empowered to raise funds for ADR (discussed
infra), select ADR targets, and conduct ADR operations on space debris. The
outsourcing of target selection and removal to an international, treaty-based ADR
organization is critical to minimizing the strategic concerns of States over the
potential weaponization of ADR technology.l>%’] If the multinational organization
is in charge of selecting ADR targets and/or controlling the ADR operations, nations
will have less cause for concern that a rogue State would abuse or exploit ADR
operations. Further, if empowered to select targets, the organization would be in
a position to focus ADR operations on the least strategic and least controversial
pieces of debris, or even on completely unattributable debris, thereby building
international confidence and transparency for centralized ADR operations.[>0!]

7. Empower the ADR Organization to Raise Funds

As noted in Part III(C)(1), supra, ADR operations are not currently
economically viable and are subject to a “tragedy of the commons” problem.
Therefore, authorizing a newly created ADR organization to raise money in order
to diffuse the subsidization of removal efforts is paramount.

Perhaps the simplest way of collecting revenues for a global ADR fund would
be to include provisions in the new space treaty which authorize the established
ADR organization to promulgate a process for the imposition of a global tax to
be levied against either States or commercial entities for the launching of space
objects,2"2! sometimes styled a “space access fee.”2"3! This type of fee would
have the benefit of shifting the majority of the costs associated with ADR to those
States and commercial entities which launch the most space objects. However,
given all of the variables and unknowns when it comes to the creation of space
debris and ADR operations, it is incredibly difficult to determine an appropriate or
optimal tax amount per launch.[>%4] Agatha Akers has suggested a simple flat-rate
fee of U.S. $5 million for each unmanned object launched into space and U.S.
$1 million for each manned space launch.[>%°] Others, such as Molly Macauley or
Joseph Pelton, have considered basing the tax off a percentage of the production or
operational costs of the spacecraft and launch vehicle, suggesting figures anywhere
from a fraction of a percent!>%%! to roughly 5%,2°7] this range being multiple times
lower than what is commonly paid in launch insurance costs.>’%! Zhuang Tian has
pointed out that the mass of the launched object and its eventual orbital altitude
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should be factored into the tax, since larger objects are more likely to fragment
into many more pieces and will remain in orbit longer at higher altitudes.>%?]
It could also be useful to scale the tax based on the relative probability or risk
of collision for specific intended orbits. In other words, the more congested or
hazardous the orbit, the higher the tax should likely be.l>!% Finally, it could also
be beneficial to provide discounts on the front end or rebates on the back end for
deorbiting, graveyarding, shielding, installing maneuvering capability, or any other
desirous debris mitigation strategies.l>!!] Such a scheme would work to increase
compliance with mitigation guidelines while simultaneously generating revenues
to further global ADR efforts.

While a launch tax would be the simplest and preferred method to raise global
funds for ADR efforts, a new space treaty could alternatively be negotiated to
directly establish economic contributions to the ADR organization from various
countries.>!2] These contributions could be effectuated in multiple ways.
Joseph Imburgia and Timothy Nelson have suggested basing a State’s monetary
contribution on its relative proportion of the space debris population, akin to
a market-share or “polluter pays” principle..>!3] However, this would quickly
limit the pool of contributors to only space-faring nations, and would also require
enormous, upfront contributions from just three or four countries which may be
unwilling or unable to satisfy their share of the costs.[>!#] Alternatively, it has been
suggested that all countries which are space-faring nations as well as all those
which partake in the benefits of space use and exploration should contribute to the
global fund.[>!3] These contributions could instead be apportioned equitably,[>'°]
similar to the approach adopted by major climate change treaties in regards to
carbon emissions,[517] whereby the more industrialized nations contribute the
most capital.

Clearly, there are a myriad of ways in which to structure a fee or tax on space
access or utilization. Regardless of the method ultimately employed, any new
space treaty must seriously address the economics of space debris by empowering
the global organization to generate funds to subsidize ADR.

B. An Alternative Approach: Space Treaty Protocols

Any realistic discussion of a new space treaty must confront the fact that no
widely adopted space treaty has been created in almost 45 years. Therefore, a
comprehensive treaty addressing space debris faces stiff challenges.>!8! There is
arguably too little political will or desire to presently conclude such a multinational
agreernent.[5 19]
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However, even if a completely new space treaty regarding space debris is
unpalatable, many of the same or similar adjustments discussed above can be
made to the existing treaty regime through limited protocols to the current U.N.
treaties. Again, a precondition for such changes would be a viable, binding legal
definition of space debris. However, after the definition and legal status of debris
is clear, the liability or jurisdiction and control rules applicable to such debris
could be modified in piecemeal fashion, separate and apart from those rules that
apply to “space objects,” so long as enough States would be willing to agree to
the changes. While a comprehensive space debris treaty is optimal, even modest
adjustments to these treaties could seriously aid future ADR efforts, for example
by simply updating the Registration Convention to set a deadline for registering a
space object or by a binding obligation to provide updates after orbital movements
or fragmentation events,[>2'] thereby clarifying the status of space objects and
their controlling State. While even a protocol to a U.N. space treaty may seem
farfetched, some U.S. politicians have publicly stated that it may be time to revise
some of the concepts contained in the OST, especially in relation to the widespread
growth of commercial space operators.[>2!]

C. Concurrent National Efforts

During the negotiation and conclusion of a new space treaty or protocol, States
should not sit idly by; they must themselves take aggressive domestic steps to
further ADR efforts. These will most easily take the form of requirements embedded
in the national licensing systems that most States have enacted pursuant to Article
VI of the OST, which requires States to authorize and continually supervise the
space activities of their non-governmental entities, but could also take the form of
taxes or punitive measures.

1. Licensing Requirements for Active Debris Removal

States can quickly and easily amend their national licensing requirements to
overcome some of the challenges inhibiting ADR operations, in much the same
way that many have done for space debris mitigation efforts.l>?2] In essence, States
may enact licensing laws and regulations which prescribe preconditions on space
activities or require their national space operators to take certain measures or to

conduct their space activities in certain ways.

As the simplest example, in order to overcome the lack of an international
obligation to remove one’s own space debris, a State may simply make debris
removal a license condition. In other words, the domestic license required to
launch an object into outer space can be conditioned on the license holder agreeing
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to remove any resulting space debris related to that object, a so-called “assured
removal clause”l°23] or “assured removal requirement.”[524] However, such a
licensing provision could only feasibly be applied to a payload and perhaps its
rocket stages, since the mandated removal of microparticulate exhaust particles or
paint flecks or thousands of fragments from an on-orbit explosion or collision is
not economically realistic nor even currently possible. Alternatively, a State could
require a potential licensee to either prove an adequate level of solvency or to carry
an insurance policy in an appropriate amount to cover the costs of paying the State
or a third-party company to conduct ADR to remove any resulting debris.>2>]
Similar insurance conditions on licenses are already commonplace when it comes
to off-setting potential liability for causing damage to persons or property.[526]
Finally, States could even reserve for themselves the right to order the license
holder to conduct or pay for ADR in an appropriate situation, to be determined by
the licensing state on a case by case basis.[>2/]

States should also make legislative changes within other domestic licensing
regimes. For example, they could choose to make exceptions in the domestic
legislation or regulations which govern their export controls to authorize the
“export” of certain space-related products and technologies without a license for
the express and limited purpose of destruction of the debris via ADR-assisted deor-
biting. This would obviate the need to apply for and receive an approved license
for the export, which as noted in Part [T1I(B)(5), supra, can be confusing, costly, and
time consuming.l>?8] Even carving out just a partial exception, such as for only
the least sensitive information and technology, would support ADR operations,
especially from the United States since most satellites have at least some U.S.
export-controlled technology or subcomponents.>2”!

The primary benefit of embedding these kinds of conditions into national
licensing laws is that the State can thus mandate ADR for objects under its own
jurisdiction and control. In this regard, so long as the operation is conducted by an
ADR object from the same nation, huge inhibitors of ADR can be avoided, namely
the pernicious liability and jurisdiction and control mechanisms of the U.N. space
treaties and export control laws.

While amending national space policy, lawmakers should take notice that many
national licensing regimes do not apply to governmental space activities, especially
military ones, and some even exempt certain government sponsored civilian space
activities.>3%] Because of this, merely amending a State’s domestic space licens-
ing provisions would fail to capture the entirety of its national space operations. In
order to fill that gap, States should establish separate guidelines for those excepted
government entities to require similar ADR operations, since most space agencies
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and intergovernmental organizations still comply with various other governmental
measures or guidelines regulating their activities.!’>!] As an example, while the
U.S. Department of Defense does not require a license to launch its space objects,
it still must adhere to the U.S. Government Orbital Debris Mitigation Standard
Practices.l>>2] Thus, while perhaps not subject to the traditional national licensing
process, government activities can still be required to promote ADR operations.

2. Taxes/Sanctions

Similar to the idea of funding a global ADR operations via launch taxes,
individual States should impose their own launch fee or launch tax in order to
fund their national ADR efforts. In essence, every space launch by a national of
that State or occurring from its territory or facilities could be required to pay a
mandated surcharge, which can then be applied toward debris removal efforts. The
collected resources could be utilized to support a national pledge of reducing a
certain percentage of the State’s existing space debris per annum. Alternatively, it
could fund ADR research or subsidize or offset the costs of national or private ADR
efforts. As previously described, various rebates to this national tax could also be
returned for the proper disposal of a space object at its end of life or for compliance
with other desirable mitigation measures, like shielding or graveyarding.

Alternatively, instead of a flat tax or tax and rebate structure, punitive sanctions
could be imposed for the intentional or negligent creation of space debris. For
example, the failure to properly deorbit a payload at its end of life could be met
with a fine, perhaps scalable to the size of the resulting debris or the relative
dangerousness of its orbit. Finances raised from these punitive sanctions could be
used to further supplement the national ADR operations described above.

One benefit of establishing taxes and sanctions at the national level is that
these measures can be instituted relatively quickly and with minimal international
coordination while treaty or protocol negotiations are still ongoing. At the same
time, these measures could form a starting point for groups of States to coordinate
and regionalize similar actions, with an eye towards the possibility of eventually
forming a global launch fee for ADR, as discussed above.>33! For example, it
is not inconceivable that a domestic launch tax unilaterally imposed by an ESA
member State might inspire other ESA States to follow suit and eventually to be
adopted by all ESA States, perhaps even setting a precedent for inclusion in the
new space treaty or protocol.
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One potential drawback of such a national launch tax or sanction structure
is that early adopting States may inadvertently discourage space launches by
their citizens or from their territory and facilities, since they will have created
additional costs and punitive regulations that might otherwise be avoidable by
simply relocating the space activities. Therefore, until a truly global solution is
instituted through a multilateral space treaty, it would be important to determine
precisely what level of launch fees or debris sanctions would create a sustainable
additional cost for a nation’s space industry, while at the same time generating
sufficient revenues to adequately subsidize national ADR efforts.

D. Conclusion

To comprehensively address the debris problem in a way that clarifies and
incentivizes future ADR efforts, it is critical that States modernize the international
space law regime surrounding debris through a new multilateral space debris treaty.
Such a treaty must address the major challenges facing ADR efforts: it must compel
compliance with COPUOS Mitigation Guidelines; adequately define space debris;
clarify debris obligations; alter and alleviate the dual strangleholds of liability and
jurisdiction and control; authorize the abandonment of space objects; establish
an international regulatory agency for ADR; and create a funding mechanism for
the agency’s global ADR efforts. If global consensus cannot be reached on such
a sweeping treaty, these individual issues must be tackled in piecemeal fashion
through protocols to the existing U.N. space treaties. During what is likely to be a
lengthy negotiation process for these changes, individual space-faring States still
have a role to play. Until global solutions are realized, they should update their
domestic space licensing and taxation laws in ways which incentivize and raise
resources for national ADR operations.

V. CONCLUSION

The congestion of usable Earth orbits with space debris has been many decades
in the making. While some are more responsible than others, all space-faring
nations have contributed to this debris problem, only a modest portion of which
is even observable to mankind. The rampancy of debris has only worsened over
time, whether measured by mass or number of pieces of debris. Since widespread
recognition of the problem in the early 1990s, the world has witnessed verified
on-orbit collisions between space debris and functional satellites, collisions between
actual payloads, and numerous intentional, sometimes catastrophic, kinetic ASAT
tests. It has also observed a rapid increase in the number of space-faring nations
and the maturation of a commercial space industry, both further exacerbating and
complicating the space debris problem.
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In the face of this unchecked debris growth, significant advances have been
made towards practices aimed at mitigating the creation of new debris. Decades
of work through multinational space organizations and the U.N. have ultimately
resulted in widely adopted mitigation guidelines, as well as the standardization of
spacecraft designs, operation, and disposal. However, these laudable efforts suffer
greatly from serious conceptual failures internal to the guidelines, as well as from
poor compliance rates. Ultimately, they have proven insufficient. Even assuming
perfect compliance with these mitigation measures and the unrealistic hope of zero
additional explosions or collisions in space, the debris population will continue
to grow, especially in critical areas of LEO. Active debris removal, or the process
of capturing debris and relocating it to either a disposal orbit or effectuating its
reentry, is therefore necessary to stabilize the space environment and must be
carried out as soon as possible.

However, the international space law regime failed to anticipate the problem of
space debris and the rise of non-governmental space actors. It is therefore ill-suited
to administer the operationalization of widespread ADR efforts. Long-standing,
fundamental space law principles embedded in the seminal U.N. space law treaties
stand in the way of effective global ADR. International space law needs to clearly
define and situate space debris within its legal structure, or else risk paralysis by
would-be ADR actors for fear of undertaking unknown or excessive liability or of
violating the rights of other States. It must address and update, if necessary, the
concept of “launching States” and their never-ending liability for damage, as well
as modernize the currently unworkable liability regime. It must develop mecha-
nisms which loosen the grip of jurisdiction and control of space objects by their
States of registry. It must adopt and integrate new legal concepts which enable and
facilitate the abandonment or transfer of space objects. Further, it must grapple
with the lack of a coordinating agency for global ADR efforts and the nationally
and internationally imposed export controls which pervade the space industry and
stifle ADR. Overlapping these significant legal constraints are the enormous costs
which must be shouldered to clean up the space environment and the distrustful
national security apparatuses which must be convinced that ADR objects are not
secret weapons.

Going forward, states, national space agencies, intergovernmental agencies,
and multinational space organizations should begin considering adjustments to
this stifling international space law regime, ideally through a new multinational
space debris treaty or ADR-positive protocols to existing treaties. At the very least,
they must begin to develop a regulatory regime which facilities ADR, hopefully
via an ADR-coordinating global agency, whether created from scratch through
international agreements or assigned to a currently existing entity, such as ICAO.
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This agency needs to be empowered to raise funds to stimulate ADR technology,
subsidize ADR efforts, and perhaps even conduct ADR itself. At the same time,
individual States should be taking local measures to adjust their own licensing
requirements to facilitate and encourage ADR, while at the same time instituting
new launch taxes or even sanctions for the creation of debris. These legal and
policy challenges are no small tasks, but they must be tackled in order facilitate
ADR and preserve the long-term sustainability of our precious Earth orbits.
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I. INTRODUCTION TO THE DILEMMA POSED BY THE
OSC REAUTHORIZATION AcT oF 2017

Imagine that you are a government attorney working in labor and employment
law at the Environmental Protection Agency (EPA). You have been at this job for
five years and through hard work and determination, you have built a lot of trust
in the government officials you advise. They come to you for counsel on various
issues. You have been working with a particular high-level official on a labor issue
for the last two years to remove an employee for failure to perform his duties. In
the midst of the process, this employee filed an Inspector General (IG) complaint
against the high-level official that was unsubstantiated after a six-month investiga-
tion. After the IG complaint results were finalized, you are contacted by the Office
of Special Counsel (OSC) and they demand all of your communications with this
high-level official over the matter. As you start pouring through the hundreds of
e-mails regarding this issue, you find e-mails discussing the legal merit of various
actions but you also find e-mails where the official is venting to you about their
frustrations about the labor and employment policies of the federal government
and e-mails where he is venting about this particular employee. You know that
turning over these e-mails not only harms the agency’s legal position in what will
likely be a finding of a prohibited personnel practice for retaliation, with a poten-
tial prosecution, brought to bear by the OSC,!] but it also destroys the trust you
have built over the last five years with this high-level official.

This precarious situation is now a reality for government attorneys that work
for an agency that may find themselves the subject of an OSC investigation. The
OSC is a small, yet powerful, independent agency that investigates whistleblower
retaliation and prohibited personnel practices.!?] Despite the OSC’s ability to access
a large volume of non-privileged information,!3! the OSC became frustrated that
executive agencies under investigation were withholding documents from the OSC
based on the attorney-client privilege.[*] After providing testimony to Congress
about this frustration in March 2017,1°! Congress explicitly provided in the Office
of Special Counsel Reauthorization Act of 2017 that an agency’s claim of common
law privilege would not prevent the OSC from obtaining the privileged material.[%]

Other than OSC’s word, there is no independent statutory guarantee that this
privileged information will be protected from Congress or even the public. The
OSC maintains that it takes steps to protect the privileged material and would
not distribute the privileged material without agency consultation,l”] which is not
defined. Agency consultation may be as minimal as notifying the agency of the
intent to distribute. Without any definite guarantees preventing further distribution,
OSC’s access to privileged material will have a chilling effect on the free flow of
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information between agency officials and agency attorneys. Even if there were
statutory or regulatory restrictions on further distribution, the OSC is conducting
an adversarial investigation into the agency and can bring claims for prosecution,
and this alone will cause agency officials to be fearful that his or her discussions
with agency counsel will be exposed.

It would be untenable to imagine that Congress could pass a law directing
criminal defense attorneys to hand over all of his or her notes to investigators.
While not directly analogous, the principles underlying the justifications for
maintaining attorney-client privilege are not inapplicable to agencies, especially
when the investigating agency can bring a case for prosecution. The touchstone
for the application of the attorney-client privilege is the adversarial process. ®]
The system is broken when we are required to hand over to prosecutorial bodies a
blank check to obtain anything they want to obtain in aid of a prosecution. When
government officials find out that discussions with their lawyers will be disclosed
to an adversarial independent agency, they will avoid those discussions and the
agency will be deprived of important legal advice.

Agency officials must be encouraged, when not acting adversely to the interests
of the agency, to be open, honest and candid with the attorneys for the agency. A
government attorney does more than simply recite the law—they provide confiden-
tial advice to agency officials that act within the scope of their employment. This
confidential advice is protected by privileges rooted in the Constitution. It is of
paramount importance to safeguard this confidential advice from disclosure to third
parties so executive agencies can have the benefit of the sensitive discussions with
their attorneys surrounding labor and employment decisions without fear of having
their deliberations exposed. In line with the theory underlying attorney-client
privilege,l”! the protection of these deliberations will result in the most effective
legal representation.

In a question and answer sheet released by the OSC on its ability to access
privileged material, the OSC compares itself to the Office of the Inspector General
(OIG) in defense of its power to gain access to privileged information.'%! Tt is
curious that the OSC chooses the OIG as a comparator. While Congress created
the OIG under the guise of more accountability in government, one cannot ignore
one of the other clear motives of Congress in establishing the OIG: access to more
information.!!!] By creating a plethora of reporting requirements, Congress was
able to expand its access to executive information through strategically created
IG positions..!?]
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Despite the OSC’s insistence that privileged materials provided to it will not
be distributed to Congress without “agency consultation,” a review of the Fast

[13] demonstrates that an executive agency’s concern about

and the Furious ruling
further disclosure is well founded. In that case, executive agency coordination with
the OIG, which led to a public OIG report!'*! on the matter, ended up weakening
the agency’s claim of privilege. The court found that even though the documents
were protected under the deliberative process privilege, the disclosures in the
public OIG report led to the agency being unable to articulate any harm that “it
did not already bring about itself” and the court denied the claim of privilege.!!”]
Additionally, federal cases that recognize a governmental attorney-client privilege
make it abundantly clear that to successfully claim the privilege, the agency must
establish confidentiality at the time of the communication and then ensure confi-
dentiality is maintained.!'®]

For these reasons, this article recommends executive agencies stop provid-
ing privileged material to the OSC, at the direction of the Chief Executive. The
law that requires the release of privileged information between executive branch
agencies violates the constitutional doctrine of separation of powers. The require-
ment to turn over privileged material to the OSC unconstitutionally encroaches
on the executive branch and weakens any future claims of privilege that executive
agencies may wish to preserve. The President has a duty to resist unconstitutional
provisions that encroach on powers of the presidency[”] and must protect the
constitutionally recognized privileges that attach to the executive branch, which
the President controls.

This article further recommends that until this dispute is decided by a court of
law, the spirit of negotiation between, and within, the branches of government be
resurrected!'®! and executive agencies enter into negotiations with the OSC and
Congress with the ultimate goal of implementing a system of independent review
of the material the agency claims is privileged based on mutually agreed upon
standards. An independent review will help allay the fears of the OSC that the
privilege is being used to shield executive wrongdoing; while also reassuring the
executive agency being investigated and prosecuted that material actually falling
under a privilege will be protected.

In reaching these conclusions, this article will first provide an overview of the
history, structure and statutory charge of the OSC. Next, it will analyze the relevant
common law governmental privileges at issue. While some critics note that the
rationale behind privileges are greatly diminished in the government context, courts
have uniformly recognized the existence of executive privilege, the attorney-client
privilege, and the attorney work-product doctrine in the governmental context.[1”]
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To conclude the background section, this article will address separation of powers
concerns. Specifically, it will discuss whether Congress can constitutionally
enact legislation governing the ground rules of information sharing of privileged
material between two agencies in the executive branch and if it can, whether the
executive has any basis in law to defy it. This article then addresses the related
question of whether such a dispute is justiciable. Lastly, this article discusses the
ultimate recommendation that the Chief Executive direct executive agencies to stop
providing privileged material to the OSC and work with the OSC and Congress to
establish an independent privilege review commission.

II. BACKGROUND
A. History, Structure, and Statutory Charge of the OSC

The OSC was formed in an era defined by distrust in government. After the
Watergate scandal erupted in 1972, Archibald Cox was appointed by the Attorney
General to serve as the special prosecutor in the Watergate investigation.??] Cox
discovered that there were tapes recorded between President Nixon and his advisors
that would very likely contain evidence of the crimes he was investigating and Cox
subpoenaed them.!2!] Even after being ordered to turn over the tapes by two courts,
President Nixon refused to comply with the subpoena.l??! He offered a compro-
mise by which a Senator from Mississippi, Senator John Stennis, would listen to
the tapes and create summaries of the tapes that President Nixon could control.[23!
When Cox rejected this compromise, President Nixon demanded the Attorney
General and Deputy Attorney General fire Archibald Cox.[>*] Both men refused and
resigned.[25 ] Ultimately, the Solicitor General carried out the President’s order and
fired Cox.[2%] This series of events is referred to as the Saturday Night Massacre.[2”!

The Saturday Night Massacre highlighted several issues: (1) embedding the
special prosecutor within the executive branch is problematic; and (2) special
counsel are not immune to political whims.!?8! While the OSC is separate and
distinct from special prosecutors who investigate criminal allegations against
executive officials, the OSC was created because of the problems of executive
accountability that arose after the same officials they were directed to investi-
gate fired “independent” prosecutors. After the Saturday Night Massacre, public
confidence in the integrity of government was extremely low.[?%] Congress needed
to rebuild trust and reassure the American public that executive officials engaged
in wrongdoing would not be immune from a fair and impartial investigation and
would not be exempt from the consequences that may follow the substantiation of
wrongdoing.13V]
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Congress’s primary effort to rebuild this public trust is manifested in the
Ethics in Government Act of 1978, which created the U.S. Office of Independent
Counsel, providing for independent counsel to investigate and prosecute criminal
wrongdoing by high-level officials.>!] In the same vein, Congress also enacted
the Civil Service Reform Act of 1978,[32] which established the Office of Special
Counsel to investigate and adjudicate claims of prohibited personnel practices or
other merit system protection violations in the federal government.[33] The Civil
Service Reform Act of 1978 also established the Merit Systems Protection Board
(MSPB). The MSPB is the board that hears employee appeals of agency actions that
are brought before it.’*] As an independent agency, the OSC can bring cases to the
MSPB for prosecution and can prosecute cases in front of the board.l?! Initially,
the OSC and the MSPB were part of the same organization but they were separated
into two distinct independent agencies in 1984.13°]

The head of the OSC, known as the Special Counsel, is appointed by the
President with the advice and consent of the Senate.>’] The Special Counsel may
be removed by the President only for inefficiency, neglect of duty, or malfea-
sance in office,l*8] which serves as indicia of the independence of the agency.3”!
Interestingly, when the bill was presented to President Reagan providing for
the separation of the MSPB and OSC, he vetoed the bill.[*?] President Reagan
objected to an independent OSC because he believed it would unconstitutionally
limit his powers of supervision and removal.[*!] However, unlike Bowsher and
Myers,[42] Congress did not try to retain a role in the removal process for OSC
officials. Thus, the OSC arrangement is arguably more akin to Morrison where
the Supreme Court found that the limitations on removal placed on the President
for the independent counsel assigned to investigate criminal wrongdoing did not
interfere with the constitutionally assigned functions of the executive branch or
violate the constitutional doctrine of separation of powers.[*}] The removal provi-
sion here still gives the President ample authority to remove a Special Counsel.[*]

However, the Court in Morrison seemingly glosses over the fact that Congress
receives reports and other information from the independent counsel and can still
conduct oversight.[*>] The Court simply states that these are functions that have
been recognized as being “incidental to the legislative function of Congress.”[#¢!
What the Court fails to recognize is this function is precisely where many of
the separation of powers issues originate. To what extent Congress can expand
reporting requirements and oversight to obtain information, especially privileged
information, about the inner workings of the executive branch remains an open
question that is largely resolved by compromise or by courts on a case-by-case
basis. As is argued in this article, access to executive branch information that is
privileged is not “incidental to the legislative function of Congress” and presents
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grave separation of powers concerns. It is of little consequence that the informa-
tion seizing is under the guise of the OSC, which is technically in the executive
branch, because Congress not only creates the OSC, but the OSC is dependent on
Congress for its continued funding.

The OSC lists several scenarios on its website where it may disclose infor-
mation, potentially of a sensitive or personal nature, to third parties.!*’] One of
the scenarios is that the OSC may turn over files to a congressional committee or
subcommittee having jurisdiction over the matter in the files.[#8] Additionally, the
“Special Counsel ... shall transmit to the Congress on the request of any committee
or subcommittee thereof, by report, testimony, or otherwise, information and the
Special Counsel’s views on functions, responsibilities, or other matters relating to
the Office.”[*°] If you visit OSC’s website, you can see public records of testimony
given to Congress where this command to testify about “functions, responsibili-
ties, or other matters” turned into testimony on various investigations conducted
by 0SC.[>Y

This highlights why the new law permitting the OSC to refuse to recognize
an agency claim of a common law privilege is controversial—the information is
not confined by statute or regulation for OSC’s use. In fact, in her Congressional
testimony to advocate for the provision to refuse to recognize agency claims of
privilege, former Special Counsel Carolyn Lerner claimed it is “impossible” to
determine if there has been retaliation without knowing the motivation of the
personnel actions, which would be revealed in the privileged material. She also
testified to Congress that using a privilege to shield information from OSC is
inconsistent with OSC’s statutory mandate to investigate prohibited personnel
practices.>!] These statements indicate that former Special Counsel Lerner
believes executive agencies are concealing wrongdoing under the guise of a claim
of privilege. Yet she points to not one example where this was the case.

Shortly after Special Counsel Lerner provided this testimony, Senator
Ron Johnson, a Republican Senator from Wisconsin, introduced the bill in the
Senate.l>2] The Committee Report on the bill is relatively silent on the discussion of
the attorney-client privilege. The report quotes Special Counsel Lerner’s position
on the matter, but there is a dearth of substantive discussion on the implications of
this provision on executive decision-making.!>’!

B. Governmental Privileges and Executive Agencies
To best understand the application of this new provision permitting OSC to

decline to recognize claims of common law privileges, it is helpful to review the
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most relevant common law governmental privileges. While there are many priv-
ileges recognized at common law, this article focuses on the privileges that are
most applicable to executive branch officials when they are receiving advice from
agency attorneys: the attorney-client privilege, the work product privilege, and
executive privilege.

1. Attorney-Client Privilege

In her testimony to Congress, former Special Counsel Lerner makes a point to
note that “no court has ever held that the attorney-client privilege can be asserted
during intra-governmental administrative investigations.”>*] She then quotes
Upjohn Co. v. United States, 449 U.S. 383, 389 (1981) to explain the purpose of
the attorney-client privilege: to encourage “full and frank communication between
attorneys and their clients and thereby promote broader public interests in the obser-
vance of law and the administration of justice.”>>] She states that asserting the
privilege in the context of an OSC investigation is inconsistent with this purpose
for three reasons: (1) there is a strong interest in exposing government wrongdoing;
(2) review by the OSC does not deter full and frank discussions because agencies
repeatedly provide this sort of information to OSC to prove they acted lawfully; and
(3) there is no precedent to support that disclosure would constitute a waiver of the
privilege in another context.[>%] This article addresses each in turn.

To begin, Upjohn is a peculiar case for Special Counsel Lerner to cite to
because in that case, the Supreme Court upheld an application of the attorney-client
privilege to corporations, thereby accepting a more expansive application of the
attorney-client privilege.>”! Additionally, she fails to even acknowledge that
courts have considered, and routinely endorsed, the application of a governmental
attorney-client privilege in the civil context, particularly when considering the
application of exemptions under the Freedom of Information Act (FOIA).[>8]
The FOIA was enacted to establish a statutory right of public access to executive
branch information in the federal govemment.[sg] Its purpose was to create an
informed citizenry that can serve as a check against corruption in government.[%%]
Although the FOIA broadly favors disclosure,[°!] there are nine categories that
are exempt from disclosure that, in the estimation of Congress, serve to reach
a workable balance between an informed citizenry and the government’s need
to protect certain information.[%2] The most relevant exemption to this article is
exemption five, which exempts from disclosure intra-agency memorandums or
letters which would not be available by law to a party other than an agency in

litigation with the agency.[63]
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Courts considering exemption five have recognized that despite a strong
interest in exposing government wrongdoing, the governmental attorney-client
privilege is a vital aspect to effective functioning of government. In the Coastal
Gas case, the Court of Appeals for the District of Columbia notes that courts have
recognized documents that would be protected under the attorney-client privilege,
the work product privilege, and the executive “deliberative process” privilege as
being protected under exemption 5 of FOIA.L%*! The court notes that it is “clear”
that an agency can be a client and agency lawyers can be attorneys within the
relationship contemplated by the privilege.[%>] However, the court ultimately
found that the agency attorney’s neutral interpretations of objective regulations
were not covered by privilege.[°%] Of note to the court, the agency failed to estab-
lish confidentiality, both at the time of the communication and failed to maintain
confidentiality since.!%”] The agency admitted it had no idea who had access to the
documents.[%8] Accordingly, the protections of attorney-client privilege, and thus
the protections of exemption five, did not apply to the agency attorney’s neutral
interpretations of regulations that were not established to be based on confidential
communications. ]

The same court also considered governmental attorney-client privilege
in the Mead Data Case.l’%! There were several documents in Mead Data that
were sought under exemption five of FOIA and consisted of legal opinions and
advice.l’!] The court found that exemption five did indeed encompass a govern-
mental attorney-client privilege.l’2] The court considered the policy objective of
exemption five.l’3] The court noted that exemption five is intended to protect the
free flow of information to agency decision makers and this “certainly” includes
advice on legal questions..”*] However, similar to the court in Coastal Gas, the
court found that there was no indication that the documents at issue were based on
confidential information provided by the client.l”>] Accordingly, the court declined
to apply the protection.’°]

Notably, Mead Data and Coastal Gas deal with disclosure of certain
materials to the public, rather than intra-governmental disclosures. However, in
both decisions, the courts acknowledge the existence of agency privilege, and
specifically assert that governmental agencies can have an attorney-client priv-
ilege with agency attorneys.l””] Both courts place a value on the free flow of
advice to agency decision-makers, thus showing a willingness to place limits on
transparency for the sake of effective government. The court in Mead Data even
quotes one of the congressional reports on FOIA that if government were forced
to operate in a fishbowl, then the “full and frank exchange of ideas on legal or
policy matters would be impossible.”l8!
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Despite former Special Counsel Lerner’s failure to acknowledge these import-
ant considerations for executive agency decision making, she also fails to account
for the fact that government attorneys have ethical duties that prevent them from
concealing wrongdoing.!”?] Therefore, even in the absence of the OSC Reau-
thorization Act of 2017, there are institutional barriers that prevent government
attorneys from condoning or concealing criminal wrongdoing by government
officials.[®%] The OSC Reauthorization Act of 2017 paternalistically assumes that
government attorneys are not handling those ethical obligations in accordance with
his or her professional obligations.

Yet ethical obligations may vary depending on whom a government attorney
considers as the “client.” Most government attorneys would agree that individuals
within the entity do not hold the privilege personally.!3!] By way of example, within
the Department of the Air Force, Judge Advocate Generals (JAGs) regularly advise
individual military commanders, yet a JAG’s “true client” is the United States Air
Force.[®2] Government lawyers assist agencies in determining the requirements
of legislation, assessing the legality of proposed actions, and evaluating possible
avenues of enforcement,®3] all for the benefit of the agency.!®*] Government
lawyers have no obligation to the desires of any one individual, especially if those
desires do not benefit the agency.

Although the Air Force has, by policy, stated that confidences disclosed
to JAGs by Commanders “must be treated as privileged to the greatest extent
allowed by law,”[%] the law would require disclosure in many situations because
the attorney’s ethical obligations are to the agency. For instance, if a Commander
tells a JAG that he knows it is wrong to keep his government computer to use
it as his personal computer after he moves to a new assignment, but he is going
to do it anyway, the JAG would have to disclose the misappropriation.®%] That
is an obvious situation where the communication by the commander is adverse
to the interests of the agency and the attorney’s ethical obligations are to the
agency—not the individual Commander. However, stating the obvious serves the
important purpose of demonstrating that a governmental attorney-client privilege
is not necessarily incompatible with the exposure of wrongdoing in government.

Admittedly, where things get more complicated is when the wrongdoing may not
be so obvious. Alternatively, perhaps, there may not be any significant wrongdoing
at all. For example, there may be a few off-handed comments that are not illegal per
se; but rather they cause the agency to be viewed in a negative light. To illustrate,
lets return to the hypothetical of the high-level EPA official removing an employee
for poor performance. This employee has also made numerous complaints against
the official for discrimination and favoritism which were unsubstantiated after
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an internal investigation. Imagine the high-level official tells you that he has lost
confidence in the employee after the employee tried to report him for wrongdoing
and wants to base the removal action on poor performance and loss of confidence.
You will likely advise the official that by including “loss of confidence” based on
protected complaints, that he or she may be subject to a retaliation claim, and it will
be cleaner and easier to just base the action on the overwhelming evidence of poor
performance.

If the OSC steps in and requires you to disclose this advice and the official’s
comments, the OSC will probably pursue a retaliation claim. Despite the fact
that the employee was, in fact, a substandard performer and in spite of the fact
that all of the complaints by this employee were unsubstantiated, the OSC may
seek disciplinary action against the supervisor once they receive this information.
Resources will be poured into a prosecution that puts the agency between a rock
and a hard place: they either win the case and waste more time and energy dismiss-
ing a poor performer, or they lose in spite of the overwhelming evidence of poor
performance and have to retain him. Either way, this situation does not further the
public interest and only deters the frank discussions that courts deem essential
between officials and their attorneys. In a world where this is at stake, there is
no way the official would ask for your thoughts on adding a loss of confidence
claim knowing that everything he approaches you with will be disclosed and used
against him or her.

With regard to the OSC, the traditional justifications for the attorney-client
privilegel®’! that former Special Counsel Lerner dismisses are even stronger
because the OSC itself can bring a case forward for prosecution. Though the OSC
is technically lodged in the executive branch, it has a rulemaking function and a
prosecutorial function. The OSC can bring cases to the MSPB that can result in
disciplinary action.[®8] In fact, pursuant to the OSC Reauthorization Act 0f 2017, if
the OSC substantiates a claim, the proposal of discipline is mandatory.[®?] This is
undoubtedly an adversarial process from the standpoint of the agency and contrary
to former Special Counsel Lerner’s assertions that the privilege is unnecessary, this
is actually where the justifications for privilege is at its apex.

Further, along in her testimony, former Special Counsel Lerner explains it
would be “impossible” to determine if there has been retaliation without knowing
the motivation underlying the personnel actions at issue, which would be disclosed
in the privileged communications.[”] This assertion is simply untrue. The OSC
can still investigate the actions taken, interview witnesses, and have access to any
nonprivileged document surrounding the action in the course of their investiga-
tion. You can certainly uncover motivations and draw reasonable inferences about
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motivations without accessing privileged material, and wrongdoing can still be
exposed. Consider the plethora of substantiated OSC investigations within the last
decade.l”!] In spite of the assertion of certain privileges, the OSC has still been
able to perform its functions. This contradicts her assertion that privileges make
the exposure of wrongdoing “impossible.”

By way of example, imagine again the hypothetical of a requirement for a
defense attorney to turn over all of his notes with his client to the police. Imagine
the police department’s justification was that it is “impossible” to know if the
requisite intent existed without these notes. This would certainly not justify such
an invasive requirement that runs counter to our entire system of justice. There are
distinctions to be made between that example and the OSC Reauthorization Act of
2017. However, the example illustrates that although there are factors that would
make an investigation easier (such as access to privileged material), there are
certain constructs, including the attorney-client privilege, that we have deemed as
a society to be important enough that we are willing to place some limitations on
transparency for the preservation of our adversarial system.

It should be difficult for an adversarial agency to punish an agency or agency
officials. There should be standards and burdens, and there should be information
the agency can receive from its own attorneys without worrying about the informa-
tion being used as the basis for adverse action. In addition, to end this discussion
where we started, the courts have recognized that this privilege “certainly” exists
in the governmental context.!??!

Former Special Counsel Lerner also asserts the OSC is entitled to privileged
information because agencies give much of this information to the OSC anyway
to prove the agency acted lawfully.l”3] This again goes to the heart of the OSC’s
assessment of the motivations of government attorneys: that they conceal incrimi-
nating evidence. This assumes government attorneys do not take their professional
obligations seriously. However, Special Counsel Lerner provides no evidence of
this supposed concealment. In fact, she fails to cite even one case of a government
attorney engaged in such misconduct. Additionally, she also seems to argue that
an affirmative limited waiver of a privilege should be considered a full waiver of
privilege, in the face of the caselaw that states otherwise.[”*!

Lastly, former Special Counsel Lerner notes that there is no precedent to support
that disclosure would constitute a waiver of the privilege in another context.[”>! The
Fast and the Furious decision, decided the year prior to her testimony, indicates
otherwise. In that case, agency cooperation with the OIG and a subsequent publi-
cation of the OIG report weakened the agency’s claim of privilege so much so that
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the judge rejected the claim of privilege.[’%! Just browsing through the hundreds

of pages of Congressional testimony and public reports on the OSC’s website,l””]
it will become clear that an executive agency’s concern of disclosure is a valid
one. There are no statutory or legal restrictions preventing the OSC from further
disclosing information provided to it. The OSC’s close relationship with Congress
and general practice of publishing a vast amount of information on its website lends
support to this article’s recommendation that executive agencies cease providing
privileged material to the OSC.

2. Attorney Work Product Privilege

Many courts have held that communications by, or for, government attorneys
are covered under the work product doctrine.”®! Under the work product doctrine,
an opposing party cannot discover the work product, including ideas and litigation
strategy, of another attorney.[””] The work product privilege doctrine is judicially
created and found its inception in Hickman v Taylor.'%%) In Hickman, the Court
based its decision on the proper preparation of a case.l'?!] If the attorney’s work
were turned over to opposing counsel, the court noted that “much of what is now
put into writing would remain unwritten, 192!

Though it has been found that the attorney work-product privilege applies to the
government under exemption five of FOIA, there is a very important limitation to
the application of the privilege: it only applies to documents prepared in anticipa-
tion of litigation.!' 93]
of litigation or in the course of preparing for trial.

Generally, this means it is initially prepared in contemplation
[194] Under exemption five of the
FOIA,!'9°] which exempts from disclosure inter-agency or intra-agency memoran-
dums or letters which would not be available by law to a party in litigation with the
agency, attorney work product is exempt from mandatory disclosure without regard
to the status of the litigation for which it was prepared, as long as the litigation was

contemplated when the document was created.!' %]

The Supreme Court has noted that it was “clear” Congress had the attorney
work product privilege in mind when it adopted FOIA exemption five.l!%7] The
Supreme Court explained that the Senate report on FOIA states exemption five
“would include the working papers of the agency attorney and documents which
would come within the attorney-client privilege if applied to private parties.”[19%!
The Supreme Court also pointed out that the case law has extended the attorney
work-product rule of Hickman to government attorneys in litigation.l'%”] The
Supreme Court found that memoranda, which directed the filing of a complaint, fell
“squarely” within exemption five’s protection of attorney-work product because

The Air Force Law Review ¢ Volume 82 Ominous Oversight 191



the memoranda were prepared in contemplation of litigation and did not reflect
final decisions of the agency.!'!"]

The Fifth Circuit even found that agency investigatory reports that were
prepared very early in the case were protected under the work product doctrine.!!!!]
The court considered the fact that an Unfair Labor Practice (ULP) charge had
already been filed in finding that a specific claim had arisen, and thus the prospect of
litigation was identifiable.!!!2] In contrast, however, the court in Coastal Gas made
clear that the discussion of “specific factual situations” that may have happened to
turn into litigation matters is not sufficient for the privilege to apply.[1 13] Therefore,
in the context of OSC investigations of agency labor practices, the application of
the work produce doctrine will likely turn on when and in what manner the agency
was notified of the formal charge.

Application of the work product doctrine may also turn on whether litigation
was a “substantial likelihood” or a “remote possibility,”[!!*] but the subsequent
outcome of whether or not litigation ensues is not dispositive.l'!>] Given that the
OSC can bring disciplinary and corrective action cases to the MSPB for prosecu-
tion, a notification of an OSC investigation may be sufficient for an agency to claim
work-product privilege for documents prepared after this notification. However, if
the agency were to receive general legal advice on its actions before the OSC
were investigating, this would make the work-product privilege more difficult to
successfully claim, particularly if the employee had never made a complaint or
filed a grievance before. There would then likely be a case-by-case determination
as to the agency’s thoughts on the likelihood of litigation at the outset of the claim,
and this can differ markedly based on the complainant.

Of note, for the work product doctrine to apply, the agency has the burden to
show that a specific claim had arisen, it was disputed by the agency, and it was
discussed in the memorandum.!!!%] Thus, with regard to OSC investigations, the
agency may have to show that a prohibited personnel practice or whistleblower
retaliation claim was alleged, the agency disputed the claim, and that the memo-
randa were regarding the disputed allegation. Similar to a claim of attorney-client
privilege, the agency will also likely have to show there were attempts to maintain
the confidentiality of the disputed documents. The importance of maintaining
confidentiality for future claims of privilege again lends support to the recom-
mendation that executive agencies, with the consent of the Chief Executive, stop
turning over these documents, which is discussed further in Part I1I.
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3. Executive Privilege

Executive privilege is the constitutional prerogative of the President to with-
hold certain information from Congress.!!!7] The practice dates back to President
George Washington, who refused to produce all of the documents sought by the
House of Representatives related to negotiations of the Jay Treaty of 1795.[118]
This began a long-standing tradition of the President invoking executive privilege
to protect the executive decision-making process; the existence of which has not
since been doubted by Congress.l!!?] Past Presidents have claimed it on every-
thing from advice on presidential appointments!!?%] to memoranda regarding
prosecutorial decisions,!!2!] primarily based on the rationale that the existence of
the privilege allows the chief executive to receive candid advice.[!22] While the
protections are strongest for Presidential communications, there is also a delib-
erative process privilege that “reaches beyond conversations with the President
to protect other communications among executive branch officials ‘crucial to
fulfillment of the unique role and responsibilities of the executive branch.””[123]

Typically, disputes over executive privilege have been resolved by negotiation
and accommodation.[!2#] The branches have traditionally not turned to the courts
for the solution. However, there may be more of a trend to seek the involvement of
the courts due to the widespread use of executive privilege in the Trump Adminis-
tration. In fact, a Department of Justice attorney admitted that there has never been
such a broad-scale defiance of requests for congressional information in the history
of the republic than with the Trump Administration’s repeated refusals to provide
information in response to congressional requests for information.!!2>] President
Trump and his attorneys made broad claims of executive privilege that they main-
tained were applicable even in impeachment proceedings.!2! These broad asser-
tions have highlighted Congress’s limited tools in the face of an executive willing
to broadly assert executive privilege.

Turning to the judicial system for a resolution of a dispute over executive
privilege is not the optimal solution for either branch. First, the judicial process
is by no means an expedient way to resolve the dispute. This can be particularly
challenging for Congress, because a congressional subpoena is only valid until
the expiration of the term.['27] Second, there is no guarantee that a court will
resolve the merits of an executive privilege dispute between the branches. While
several federal courts since Nixon have done so, a recent decision out of the D.C.
Circuit Court of Appeals declined to decide the case on the merits and found that
the dispute did not present a case or controversy under Article III (which will be
discussed further in Section II(C)).['23] Further complicating the matter is that
the OSC (an independent executive agency) and traditional executive agencies,
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such as the Department of the Air Force, both fall under the executive branch.
Thus, the cases where the court did reach the merits on a claim of privilege by
the executive in the face of a congressional subpoena may not even be applicable
here. While the separation of powers discussion will delve into several of these
cases and issues, suffice it to say that the jury is out on whether a court would find
the privilege dispute between the OSC and executive agencies to be justiciable.
Lastly, presenting the court with an executive privilege dispute is inherently risky
for both branches. An unfavorable ruling would substantially reduce the power of
either branch.

For example, the executive branch lost the battle in United States v. Nixonl!2?]
but won the war. Although the court ultimately found that the President’s gener-
alized interests in confidentiality cannot prevail over the fundamental demands of
due process of law in the fair administration of criminal justice, the Supreme Court
recognized that executive privilege is “inextricably rooted in the Constitution.”[!3%]
The court recognized for the first time a presumptive privilege in favor of Presiden-
tial communications.!3!] Although this is favorable for the executive, it also set
the stage for the courts to be the arbiter of how far the privilege will extend. This
creates separation of powers issues for all three branches, which will be discussed
further in Section II(C).

Before moving on to that discussion, it is worthwhile to discuss executive
privilege claims not involving Presidential communications, as that is the situation
most analogous to the privilege claims by executive agencies in the course of OSC
investigations. While the President himself does not direct the claim, the claim by
other executive officials helps the President fulfill his constitutional duties. The
Supreme Court has had the occasion to consider agency deliberations not involv-
ing an explicit Presidential communication in NLRB v Sears Roebuck & Co.l!3?]
The Supreme Court found that Congress had executive privilege in mind when it
adopted exemption five of the FOIA.!!33] The Supreme Court shared the concerns
of Congress and agreed with other courts that agency decision-making would
be negatively impacted if discussions on legal and policy matters were made
public.l!3*] However, the court notes that only predecisional communications are
privileged.l!33] The Supreme Court said exemption five could never apply to final
agency decisions.[!3°]

Lastly, it is worth returning to the Mead Data case because that case also
speaks to the context of agency deliberations not involving an explicit presidential
communication, which is what is at stake under the OSC Reauthorization Act of
2017. In Mead Data, the court found that exemption five did apply to “discussions
among agency personnel about the relative merits of various positions which might
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be adopted in contract negotiations” with a private party.l!37] The court noted that
not only does the recommendation deserve protection, but so do the discussions or
advice that went in to the formulation of the recommendation.!'38] The court even
expressed that in some circumstances, purely factual information will be protected
under this privilege.l!>?] The court relied on the fact that the “deliberative process”
deserves protection under exemption five because the quality of administrative
decision-making would be seriously undermined if agencies were “forced to oper-
ate in a fishbowl.”l!*%] Interestingly, it appears that the discussions at issue did not
even involve attorneys; rather they were between agency officials. The application
of these principles would only be strengthened when the advice and discussions
involve agency counsel.

To recap, many of the most impassioned disputes between the executive and
legislature develop because of the executive branch’s claim of executive privi-
lege.l!*!] Congress does not have many options at its disposal when it disagrees
with a claim of executive privilege—Congress can attempt to establish standing and
obtain judicial review!'*?] and wait years, or pursue impeachment,!!*3] which can
also be a lengthy process and takes a supermajority to convict. Impeachment is also
made more difficult in the face of executive defiance. Based on this, the discussion
of executive privilege blends well into the next section of separation of powers.

C. Separation of Powers

The Constitution sought to divide the delegated powers of the federal govern-
ment into three defined categories, legislative, executive, and judicial, to ensure
that each branch would confine itself to its responsibilities.[l44] As government has
grown and delegation is commonplace, it gets increasingly more difficult to identify
to which branch a power belongs.!!#>] This has led the Supreme Court to endorse a
more functional approach to the separation of powers, where courts will generally
uphold comingled functions where there is no concern over aggrandizement or
encroachment.!' %) If one branch accumulates too much power or undermines the
authority or independence of another branch, then the constitutional doctrine of
separation of powers is violated.[!*’]

The provision in the OSC Reauthorization Act of 2017 giving OSC access
to privileged information goes to the heart of many separation of powers issues:
to what extent can Congress pass laws that restrict implied constitutional powers
of the executive? One of the foremost cases on Congress’s authority to control
executive materials is Nixon v. Administrator of General Services.'*®] The case
involved the constitutionality of the Presidential Recordings and Materials Preser-
vation Act.[!#?] In upholding the Act, the Supreme Court found that for separation
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of powers, the proper inquiry focuses on the extent to which the Act prevents the
Executive Branch from accomplishing its constitutionally assigned functions.[!>%!
Only where the potential for disruption is present must the court then determine
whether that impact is justified by an overriding need to promote objectives within
the constitutional authority of Congress.[!>!] The court found Congress’s need to
preserve the materials and maintain access to them for lawful governmental and
historical purposes outweighed the claims of presidential privilege.!'>2! Notably,
the archivist screening the privileged material did not have any independent ability
to bring a prosecution and the screening was accommodative—not adversarial.
This difference is extremely important because the OSC does not give the agency
any opportunity to justify the privilege; rather they wholescale refuse to recognize
its existence.

Because the executive agency can be subject to prosecution by the OSC and the
law unconstitutionally encroaches on constitutionally-based executive functions,
the executive has a basis to withhold privileged information from the OSC.[!>3!
While Congress is vested with the power to make laws, we know that this power
is not absolute and/or unreviewable.l!*] While judicial review is contemplated or
pending, the executive can refuse to defend or enforce a law if it believes the law
will be struck down.!! 2] This is part of the President’s oath to support and defend
the Constitution, and in former Attorney General Edwin Meese III’s view, it is
the duty of all three branches to play a role in assessing the constitutionality of
government action.[!>%]

The ability to assess the constitutionality of a law is particularly important
today, where the functional approach to the separation of powers does not involve
the application of “bright line” rules. In modern government, it is extremely
difficult to assess what branch the action belongs to in the first place.l!>’] In fact,
the functional approach to separation of powers is arguably more akin to Justice
Stewart’s views on the obscenity doctrine: “you know it when you see it.”[!28]
While reasonable minds may differ as to how to label the action, many of the cases
reflect an underlying sense of optimism that when the powers are imbalanced, we
can trust our government to perceive the imbalance, “know it when they see it,”
and address it. The harsh reality is that there are not many processes in place that
actually provide for a successful resolution of comingled functions that result in
aggrandizement or encroachment.

One big complicating factor is that, as mentioned above, it is difficult to mount
court challenges for disputes between Congress and the executive.l!>?] Ordinarily
to get judicial review, an executive official must accept a citation for contempt of
congress and await court action to enforce it..!°"] Even if a contempt citation is
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issued, one of the reasons compromise outside of the courtroom is so important
is because courts are frequently hesitant to intervene in inter-branch disputes and
often, the branches do not want judicial intervention either.!!®!]

Under the political question doctrine, the court may decline to decide issues
that are “committed” to one of the branches.!'%2] One of the leading cases on the
doctrine is Baker v Carr, where the Supreme Court ruled there is a non-justiciable
political question when there is a textually demonstrable constitutional commitment
of the issue to one of the political branches or a lack of judicially discoverable and
manageable standards for resolving the issue.l! 93] Executive privilege is a privilege
“inextricably rooted in the separation of powers under the Constitution,”l!%4] but
it is not necessarily a textually demonstrable commitment. Additionally, looking
at the Fast and Furious and Nixon cases as examples, both courts decided that the
scope and application of executive privilege was justiciable.[1 93] The district court
in the Fast and the Furious case actually cited United States v Nixon in that the
court not only had the authority, but the responsibility, to resolve the conflict.l!%°]
These decisions show that under the standard articulated in Baker v Carr, there are
likely discoverable and manageable standards that courts have applied to this issue
despite there being no clear textual commitment.

The court in the Fast and the Furious case found that it had the authority to rule
on the scope of executive privilege.l'°”] In that case, the Committee for Oversight
and Reform issued a subpoena to the Attorney General for records relating to Oper-
ation Fast and Furious and the executive branch asserted executive privilege.l! %]
The Court found that “records reflecting the agency’s internal deliberations over how
to respond to Congressional and media inquiries falls under the protection of the
deliberative process privilege.”l19”] However, the court then said that the Plaintiff’s
need for the documents outweighed the concerns that underlie the privilege in this
case because the documents were already made public through an OIG report..' 7]
The court found that even though the IG report did not attach the documents in
full, there was enough information provided in the report to greatly diminish any
argument that further disclosure would result in any harm.[!7!] Thus, the agency’s
cooperation with the OIG negatively impacted their claim of privilege in the face of
a congressional subpoena.l!’?]

Another case addressing the scope of executive privilege is United States
v. AT&T!'73] In that case, the house oversight committee subpoenaed AT&T
for documents concerning wireless wiretapping.l! 74l The Department of Justice
sued to enjoin AT&T from disclosing the documents on the basis of national
security.l!7>] The district court granted the injunction but the court of appeals
remanded and suggested parties reach a settlement based on guidelines proposed
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by the court.l'7] The Court noted that the framers believed there would be com-
promise in the face of their generality in favor of effective government.[!”’]
the face of a conflict, “each branch should take cognizance of an implicit consti-
tutional mandate to seek optimal accommodation through a realistic evaluation
of the needs of the conflicting branches in the particular fact situation.”l!78]
While the court in AT&T declined to get involved with the minute details of the
settlement, the court did say that it will involve itself by accepting a structure that
includes the availability of the court to resolve relatively narrow issues, through

In

in camera inspection of the back-up memoranda to verify the accuracy of the
generic description supplied by the Executive.l!7”! As to justiciability, the court
noted the political question doctrine was only appropriate when a branch “has a
clear and unequivocal constitutional title,”l!39] which was not the case here.

The court recently decided to hear the case of Committee on the Judiciary,
U.S. House of Representatives v Miers.!'3!] This case involved a clash between
Congress and the Executive. In the Miers case, the Department of Justice requested
and received resignations from seven US attorneys under suspicious circum-
stances.!! 8]
the executive provided many materials, but the Committee asserted they required
the testimony of a former White House counsel, Ms. Miers, about her role in the
decision to fire the attorneys.l'®3] Ms. Miers refused.l'3 After a long period
of negotiation, the parties reached a self-declared impasse with respect to the
document production and testimony of Ms. Miers.l'3>] The full house voted to
hold Ms. Miers in contempt of Congress and certified the contempt report to the
United States Attorney for D.C. to pursue criminal enforcement of the contempt
citations.!8] The Attorney General then directed the U.S. attorney not to prose-
cute Ms. Miers,[!87] at which point the Committee filed its lawsuit.

The Committee on the Judiciary commenced an investigation and

The Court noted that after Nixon, courts are the final arbiter of executive privi-
lege.['88] The court stated allowing the executive to determine the limits of its own
privilege would “impermissibly transform the presumptive privilege to an absolute

»1189] The Court noted the executive could not cite to a single judicial opinion
[190]

one.
recognizing absolute immunity for senior presidential advisers, but then went
on to note that even if they could, Congress would be left with no recourse to
obtain information that was not privileged.['?!]

The Court then considered that there are timing concerns and potential moot-
ness issues because Congress expires every two years and a subpoena remains
valid for only the duration of that Congress.['?2] The Court found that concern
does not counsel against hearing the case.l!?3 Based on the caselaw just discussed,
it is highly likely that if executive agencies were to stop providing privileged
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documents to the OSC in defiance of the law, a court would find that the dispute
would be justiciable. Modern courts have largely declined to find that executive
privilege is a textual commitment to the executive branch, instead implying that
its scope is a legal question to be decided by a court. However, as the Miers court
correctly observes, there are often timing concerns. The next section proposes a
similar review to be accomplished by a commission under mutually agreed upon
standards, thus providing a faster mechanism for the branches to sort through
these claims and for Congress to get that “second look™ the court in the AT&T
case mentioned.!! 4]

Though it may seem that in the wake of the decisions just discussed, judi-
cial intervention in governmental information disputes can be fairly assumed,
the United States Court of Appeals for the District of Columbia Circuit recently
declined to decide the case involving a congressional subpoena of former White
House Counsel Donald McGahn for documents related to obstruction of justice by
President Trump.!!?] McGahn, at the direction of the President, claimed absolute
immunity and refused to comply with the subpoena.l!?] The Court said it lacked
authority to resolve disputes between the executive branch and the legislative
branch until their actions harm an entity beyond the federal government.l!””] The
court found that McGahn’s refusal to comply with a congressional subpoena had
no bearing on the rights of individuals or some entity beyond the federal govern-
ment.!' 78] Although the court conceded that the dispute was sufficiently adverse,
the Court seemed to say that actually worked against judicial intervention because
it would displace the historical preference for negotiation and accommodation.!!”?]
The court brushed aside the argument that subpoena enforcement was the type of
dispute typically resolved by the courts by noting that historically, lawsuits between
the executive branch and legislative branch did not exist..2%%! Lastly, while not
based on a legal principle, the court provides a prudential concern in that the “the
walk from the capitol to our courthouse is a short one, and if we resolve this case
today, we can expect Congress’s lawyers to make the trip often.”[20!]

While the McGahn decision is in stark contrast to the AT& T, Miers, and Nixon
decisions in which the courts did reach the merits, the D.C. Circuit took the case
2021 Thus, at the time this article was written, the status and precedent of
the McGahn decision is uncertain. In the context of the privilege dispute caused by
the enactment of the OSC Reauthorization Act of 2017, assessing whether or not a
court would decide the case also involves consideration of the fact that this dispute
is entirely within the executive branch at this point. Congress does not have as
strong of an argument for standing as it did in McGahn, AT&T, Miers and Nixon
because the case does not involve congressional subpoenas or requests for infor-
mation pursuant to its oversight responsibilities. Rather, it involves congressional

en bane.
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delegation of oversight to an independent agency, which is more attenuated. The
dispute does, however, involve compliance with a duly enacted statute, which may
form some basis of an institutional injury claim. Courts have allowed Congress to
defend statutes that the executive claims are unconstitutional.[2?3]

Whether or not the OSC itself would have standing to sue an executive agency
is a question that is also largely unsettled. Many cases analyzing issues under the
separation of powers doctrine look for an actual conflict of sufficient adversity to
find the case justiciable, and some may believe that to be impossible in a unitary
executive.l2%%] However, if one follows the rationale of Humphreys Executor,
it may be argued that the interests of independent agencies can, and sometimes
must, be adverse to executive interests.[2>] This adversity may be adequate to
provide the opportunity for judicial resolution, despite the agencies being in the
same branch. Even the Court in Myers, which is an opinion that unitary executive
theorists hold near and dear, concedes that in certain circumstances Congress can
limit the discretion of an officer so much so that the President cannot direct the
action of that officer,[29% thereby creating situations where adversity will exist
in the executive. Given that the OSC can bring cases against executive agencies
for prosecution, a court would probably find it to be sufficiently adverse as to be
resolved by the judicial branch, despite the fact that it is an intra-branch conflict. In
United States v. Nixon, one of the seminal cases on executive privilege, President
Nixon argued the dispute was an intra-branch conflict..>7! The Court stated that
the mere assertion of an intra-branch dispute has never served to defeat federal
jurisdiction.208]

One last factor worth mentioning is that the cases discussed above that address
separation of powers concerns primarily involve battles between the executive
branch and the legislative branch. The problem posed in this article is between
an independent executive branch agency and another executive branch agency.
If a court were to deem the OSC to be an arm of Congress rather than an arm of
the executive, then the principles in the cases discussed may be more relevant.
Until then, the OSC is technically an independent executive branch agency. Thus,
this article’s proposed solution may be simpler than the issues the courts above
grapple with. As discussed next, if they are all lodged in the executive, then to
put it simply: the President, as the Chief Executive, can do whatever he or she
believes is constitutionally required, particularly if you subscribe to a unitary
executive model.
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III. RECOMMENDATIONS

A. At the Direction of the Chief Executive, Executive Agencies Must
Withhold from Providing the OSC with Privileged Documents

With the blessing of the Chief Executive, the first step is for executive
agencies to stop giving privileged material to the OSC. The provision requiring
privileged material to be turned over to the OSC should not be followed for two
primary reasons: (1) the OSC Reauthorization Act of 2017 violates the constitu-
tional doctrine of separation of powers; and (2) to maintain the privilege in other
settings, the agency must assert the privilege consistently and must not disclose
privileged information to other agencies, including the OSC.

To be clear, not all of the conflict created by the presence of the OSC is
unwanted by the Chief Executive. The President has a vested interest in ferreting
out wrongdoing among his subordinates, and the OSC mission is a crucial part
of the President’s strong interest in an honest and efficient government. Where
the OSC goes too far is requiring privileged information, including information
subject to the attorney-client privilege and executive privilege, to be disclosed to
them pursuant to their investigations. This is the provision that violates the doctrine
of separation of powers.

By way of analogy, imagine the executive branch is a human body. The
President is the brain, directing and guiding action. The OSC represents white
blood cells, seeking out and destroying viruses within the system. However, if the
white blood cells become too powerful and begin harming healthy tissue as well
as destroying viruses, the brain’s idea should not be to shed itself entirely of white
blood cells. Instead, it should find a way to bring those white blood cells back into
balance, where they only take out the viruses and leave the healthy tissue intact.
The President, as the Chief Executive, has a duty to maintain the equilibrium. In
this case, that means protecting privileged documents. Without access to privileged
documents, the OSC still fits in to the unitary executive theory and is an important
facet of effective government.

However, when the OSC does demand production of all privileged documents,
then that encroaches on executive deliberations and decision-making. Executive
privilege is “inextricably rooted in the separation of powers under the Constitu-
tion”[2%%] and has been judicially recognized and utilized by Presidents since the
founding.[2!%! 1t is not something that can just be legislated away, as we discussed
in Part II(c) by looking at how the Supreme Court has analyzed issues of Presi-
dential and executive immunity in the face of statutes providing for civil damages
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remedies.[2!!] Congress cannot just create rights of action, or in the alternative

statutorily abrogate executive privileges that are rooted in the Constitution. Just
because Congress created the OSC does not mean Congress can constitutionally
maintain control over executive functions carried out by the agency,[zm which
would include controlling executive decision-making.

To say that Congress can control, or even legislate away, constitutionally based
foundational principles that protect executive decision-making would encroach on
the executive branch by forcing its discussions to be subject to public and congres-
sional scrutiny. Admittedly, the privileges are not spelled out in the Constitution,
but they have operated in gaps for centuries and have been judicially recognized.
If Congress did not agree with or recognize these fundamental rights, they should
have expressed so long ago. As we learn in Midwest Oil, congressional acquies-
cence may provide support for executive action, even in the face of a statutory
restriction.[2!3] If Congress wanted to question the existence of the privilege, it
should have lodged the objection to the privilege as a whole when George Washing-
ton refused to produce the documents pertaining to the Jay Treaty..2!#! Instead, by
simply acknowledging the privilege and challenging the application of it, Congress
acquiesced to its existence and courts have reinforced its importance.

Congress is also not limitless in its ability to pass laws of general applica-
bility.l2!5! There is no enumerated power giving Congress the power to legislate
over privileges claimed by executive branch employees. One may point to Nixon
v. Administrator of General Services!21%] to argue for congressional control over
executive material, but information obtained for the public’s knowledge and
understanding of historical events and governmental preservation of those events
is markedly different from information obtained as part of an adversarial investi-
gation that could end up in a prosecution.

Even under the test of Nixon v. Administrator of General Services, which
1s described in section II(d)[217], the OSC Reauthorization Act of 2017 disrupts
executive decision-making by impacting the free flow of information and thereby
reducing the quality of policy decisions. The inquiry then turns to whether that
disruption is justified by promoting objectives within the constitutional authority
of Congress. Congress’s general interest in oversight is not enough. Its interest
in the Nixon case was much stronger because Congress had specific needs to
preserve certain material for governmental and historical use. Congress provides
no specific examples where executive privilege has been used to shield wrong-
doing, and Congress can still conduct oversight with non-privileged material.
Without any specific information about why it needs privileged information to
conduct oversight, the executive branch’s constitutionally based privileges must
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prevail. It is clearly an overreach of Congress to say the executive must turn over
all privileged material with no limiting principle.

Additionally, the President has “enhanced responsibility” to resist unconsti-
tutional provisions that encroach on powers of the presidency.l?!®] Particularly
considering the constitutional law considerations of “acquiescence” and “customs,”
there is a sense that an actor may lose it if they do not use it, so to say. Under the
Take Care clausel2!?] and the President’s oath of office, his constitutional duty is
to protect and defend the constitutionally rooted doctrine of executive privilege.
The President cannot faithfully execute a law that abrogates a power of his or her
office that has constitutional dimensions and has been implicitly recognized and
reinforced with centuries of congressional acquiescence.

Admittedly, the fact that the President signs a bill into law without exercising
his or her veto power does not weigh in his or her favor. But, a 1994 OLC opinion
speaking to the President’s authority to decline to execute unconstitutional statutes
argues the fact a sitting President signed the statute in question does not change
the analysis.|?2%] Especially considering the size of bills today, it is often the case
that a President signs a bill so the government will continue to function, though
he believes part of that same bill is unconstitutional..?2!] Tt would be a dangerous
proposition to contend that the act of signing a bill with thousands of provisions
renders any objections or interpretations not held at the time of signing invalid. It
would also be a dangerous proposition to say that one Chief Executive’s decision
regarding constitutionality would bind the executive branch in perpetuity, despite
the continuously changing nature of government.

While this article maintains that the unconstitutional provision regard-
ing privileges in the OSC Reauthorization Act of 2017 should be resisted, the
recommendation for executive officials to refuse to turn over the information
should specifically be at the direction of the Chief Executive. While it may seem
intuitive, it is worth addressing why it must be at his or her command. The found-
ers intentionally divided the legislative branch due to its enormous powers to
enact legislation;>22] however, they created a unitary executive where all of the
executive power is vested in the Chief Executive.l??3] The framers would likely
be surprised to find that in modern government, there is an unprecedented amount
of conflict within the executive branch that erodes the efficient operation of our
government, as is the issue presented here.

Although the OSC does present welcome conflict intrabranch when it “kills

the viruses” per the earlier analogy, its existence also inevitably creates division.
The more the executive divides itself, the more difficult it is to hold any one actor
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224] 225]

accountable.[??4] As Steven Calabresi notes, plurality defeats accountability.!
The OSC accessing privileged material that may aid in the prosecution of an intra-
branch agency is more indicative, in Steven Calabresi’s words, of an “executive
power cartel.”l220] As he notes, this may be more dangerous than a “unitary
executive monopolist.”[227] This is particularly ironic when an “executive power
cartel” like the OSC was established to ferret out executive wrongdoing.

The intelligently designed executive division may yet illustrate another
ulterior motive of Congress. Congress creates independent executive agencies by
statute. Interestingly, as Steven Calabresi notes, the more the executive is divided,
the greater the opportunity for state and local governments to operate in the gaps
created by that division.[?28] When the executive is unable to serve as a national
check, then special interests win.[?2?l When conflicts between facets of the
executive branch and the OSC drain too much time and energy, that detracts from
the united front envisioned by the framers. To say this may have been anticipated
by Congress may be cynical but must be considered. The President, as the brain
of the executive body, must control this division by expressing a united front on
his decisions regarding executive privilege, and by ensuring his subordinates are
carrying out those wishes.

However, as alluded to previously, protecting privileged documents that
are truly privileged does not mean that the executive refuses to compromise on
communications that are not privileged—particularly when disclosure would not
harm executive functions but may in fact assist with maintaining equilibrium in
government. The executive should have a will of its own, but should equally
respect the other two branches working in pursuit of their assigned functions. This
means that once you remove the white blood cells that attack the healthy tissue,
you leave the rest of the white blood cells intact to continue to attack viruses.

The provision requiring privileged material be turned over the OSC should also
not be followed because the agency must consistently assert privilege to maintain
it in other settings. The biggest take-away from Coastal Gas and Mead Data is
that the agency must take steps to maintain the confidentiality of the privileged
documents for a claim of privilege to be recognized. The Fast and the Furious case
demonstrates that cooperation with an independent executive agency can diminish
the agency’s right to claim privilege to that information. Given the OSC actually
compares itself to the IG in reference to its power to obtain privileged informa-
tion, 239! executive agencies are right to be concerned that disclosures made to the
OSC may be further released to Congress or even the public through the various
reporting and disclosure practices and policies that agencies employ.
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Additionally, given the extensive reporting requirements of the OSC to Congress
and the fact that many of the OSC reports are publicized, the OSC Reauthorization
Act of 2017 unconstitutionally encroaches on the executive by providing them
access to privileged executive information. Information disputes between the legis-
lative and executive branch have a substantial history!23!] with both branches being
particularly sensitive about legislative access to executive branch information.[23?!
President Jackson wrote that if Congress could point to a case suggesting corruption
or abuse of trust, he would open up the entirety of the executive branch to them.!233]
However, the OSC wants to reverse this view. In its estimation, they want every-
thing provided to them and then they will point to the corruption. This approach
completely ignores the intelligently designed institutional competition between
the executive branch and independent agencies that report to the legislature, and
encroaches on the executive deliberative process.

The other issue with this approach is that it diminishes any future claim of
privilege for the agency. The executive branch cannot just divulge everything and
then expect that its privilege claim will stand on the same footing as if it had
never revealed the information to begin with, as illustrated in the Fast and Furious
case. The OSC is a statutorily created conduit for providing executive information
to Congress. Not only are the reporting requirements extensive, but the failure
to recognize common law privileges provides the OSC with a blank check for
information to aid in prosecution. When the prosecution comes to bear, Congress
will certainly be able to ascertain the information underlying the proceeding. The
institutional competition between the executive and Congress was by design. It
upsets the balance of powers and the necessary gridlock if Congress can, through
the conduit of an independent executive agency, access the advice executive agen-
cies receive from their attorneys, particularly when it is deliberative.

The court in Mead Data protected discussions between agency personnel about
the merits of various positions that could be adopted in contract negotiations.[234]
This would certainly extend to various positions an agency could take in a labor
or employment dispute. While Mead Data admittedly dealt with disclosure to the
public, its rationale does not just disappear because the seeker of the information
is an adversarial independent agency that reports extensively to Congress. In fact,
Congress is not only elected by the public, but most of its reports and debates are
public.[2331 Of course agency officials will feel uncomfortable providing extensive
information to their attorneys if they know may end up in Congress’s hands. Addi-
tionally, the information seeker in the Fast and the Furious saga was Congress,
and the court still found the deliberative process applied to documents reflecting
the Department’s internal deliberations about how to respond to Congressional and
media inquiries about Operation Fast and Furious. If the framers truly intended
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Congress and the executive to share all of their information, including privileged
information, then why separate them at all?

Critics may point to the fact that executive privilege may be overused to shield
wrongdoing. First, despite the power of the executive to make a privilege decision,
Congress does have some tools it can utilize to attempt to control the executive.
Admittedly, the tools are not extremely effective (hence the fact executive privilege
is so controversial) but they are available for Congressional use. Some of these
tools include issuing subpoenas, restricting funding, filing resolutions of inquiry,
impeachment, and conducting oversight investigations.!2>%] Second, history bears
out that executive privilege has largely not been used without a rational basis to
do so.1237]

There is also no settled practice of giving Congress whatever it wants from
the executive branch.238] What history has shown is that there has typically been
a good faith effort on both Congress and the executive branch to negotiate these
disputes.!?>?] However as mentioned previously, it has not been the policy of the
Trump Administration to negotiate these disputes.l?*?] The next section of this
article recommends that the spirit of compromise be resurrected and the parties
create an independent commission to conduct an impartial review based on agreed
upon standards of the law of privilege. Cooperation is essential to finding the opti-
mal solution for both parties and may even have constitutional undertones.!?*!] If
the executive follows the advice of this article and stops handing over privileged
information to the OSC, then the OSC can pursue a court-monitored settlement to
try to coerce compliance. However, that could take years, assuming that a court
finds it is even justiciable. For all of these reasons, the compromise this article pro-
poses next is the best method to evaluate the differing needs of the parties, based on
mutually agreed upon standards, in hopes of finding the optimal accommodation.

B. Proposal for a Privilege Review Commission

In the McGahn case, the court noted that judicial intervention in interbranch dis-
putes would displace the historical practice of negotiation between the branches.[242!
The court failed to address the role of the courts when negotiation is not a viable
option. Efforts to negotiate have been replaced with executive defiance in the
Trump Administration. The impeachment trial of President Trump highlighted how
powerless and incapable Congress really is when the executive branch can define
the scope of its own privilege, even when Congress is requesting information to
fulfill its constitutional duty of impeachment. Rather than waiting years for a court
to assist with the delicate and sensitive issue of executive privilege, this article
recommends that the OSC, Congress, and the executive branch reach an agreement
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to establish a privilege review commission (PRC). The PRC will be limited to
reviewing privilege claims in the context of OSC investigations. First, it should be
noted that this proposal is contingent on the OSC, and by extension Congress, refus-
ing to agree to seek repeal of the provision regarding the OSC’s access to privileged
material. Second, the proposal is contingent on either a court declining to hear the
issue; or the legal dispute taking so long that an interim solution is required. Finally,
this commission only applies to executive agency claims of privilege in the context
of OSC investigations. The sensitive and delicate decisions regarding privilege in
other areas would not be subject to review by the PRC.

Based on former Special Counsel Lerner’s testimony on agency claims of
attorney-client privilege, the OSC’s primary objection to agency claims of priv-
ilege was that agencies were using claims of privilege to shield non-privileged
and relevant information. The PRC would help alleviate the fears Special Counsel
Lemer discussed because the review would be conducted by an impartial panel
and decisions would be based on mutually agreed upon standards of privilege.
Additionally, the commission would also benefit the executive agencies because
as compared to the current solution (where the OSC declines to recognize any
privilege whatsoever), at least the PRC would protect agency materials that truly
are privileged.

The most obvious issue is whether a recommendation for a commission of
this sort contradicts Part III(A) of this article, which heralds the Chief Executive
as the head of a united branch. First, this commission is not designed to decide
claims of executive privilege outside of the context of OSC investigations. Thus,
the President will still be able to utilize privilege as to other sensitive matters, such
as national security and foreign affairs. Second, returning to the analogy of the
executive branch as the human body, the President as the brain, and the OSC as
the white blood cells. The OSC, when it kills the viruses, is a healthy part of the
equilibrium of the body and for the large part, fits in with the unitary executive.
When it seizes privileged material, akin to attacking the healthy tissue, it falls
outside of the united front. This commission will help achieve that equilibrium and
bring the executive branch back into balance.

In fact, some may say that with the strategies of the current administration,
such a commission is necessary to maintain equilibrium because the President, as
opposed to the OSC, still has too much power. As mentioned in part II(C), there has
never been such a broad-scale defiance of requests for congressional information
in the history of the republic than with the President’s refusal to provide informa-
tion in response to congressional requests for information.[>*3] While executive
privilege has not been historically misused,[?**] the Trump Administration has
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been unprecedented in its defiance. There is nothing stopping the administration
from withholding documents from the OSC and then refusing to compromise or
budge from its refusal. The PRC would not permit executive defiance and would
therefore alleviate concerns about broad-scale claims of executive privilege in the
face of legitimate congressional or independent agency demands. As described
below, the decision on disclosure is with the commission based upon the mutually
agreed upon guidelines. Congress is also yearning for some sort of independent
verification of privilege claims, as indicated by the AT&T12*>] decision. The PRC
will provide that.

Even though the PRC proposal is only in the context of OSC investigations,
it is still of utmost importance to make sure that when you are making a recom-
mendation of great import to the institution of the presidency and the executive
as a whole, that you consider the implications to each and every President that
will come to serve our nation. Although it is tempting to make changes based on
behavioral idiosyncrasies of individual Presidents, the goal is to search for neutral
principles of general applicability that will stand the test of time. Along those lines,
it would not be appropriate to stand up a commission only because of the way a
certain administration handles separation of powers issues. If the commission is
established, it will apply to assertions of privilege in OSC investigations under
both Republican and Democratic administrations. One must understand and accept
decisions of the commission, even when it may not comport with a desired polit-
ical outcome. However, pointing back to the relatively infrequent assertions of
executive privilege that could not come to a negotiated solution in our nation’s
history;[2%%] this infrequency shows that the PRC may not have to be involved
as often as one may surmise. The potential of the commission’s intervention may
even quell claims of privilege in favor of negotiation.

Given the general need for a commission, one of the foremost issues to be
addressed is under which branch of government the PRC would be lodged. Under
Bowsher v Synar, Congress cannot retain control over officers that are perform-
ing executive functions.[>4”] Additionally, the legislature writes laws of general
applicability. It would not be appropriate for someone falling under the legislature
to make individualized determinations on privileges asserted by the executive
branch. Further, the judiciary is not appropriate because the inherently political
work of the privilege review commission may undermine public confidence in the
independence of judges.

In Mistrettav. United States, the Supreme Court upheld a sentencing commission

lodged in the judicial branch and comprised of members appointed by the Presi-
dent and subject to removal by the same for neglect of duty, malfeasance, or other
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good cause.l2*8] A voting member serves for six years and cannot serve more than

two terms.[2#?] At least three of the members were to be federal judges.!?>?! The
commission’s duty was to establish “determinative sentencing guidelines.”[>>!] The
Court found that the ultimate question is whether a particular extradjudicial assign-
ment undermines the integrity of the judicial branch and held that the sentencing
commission did not.[2>2] The court also found that the President’s appointment and
removal authority over the members did not give him authority over the judicial
branch or undue sway over its members.[2>3] Although the court in Mistretta upheld
the commission, the court gave the most credence to petitioner’s argument that
because the commission would be working on a political issue, it would undermine
the public confidence in the “disinterestedness” of judges.[>>%]

The PRC would handle an issue that is arguably more entangled in politics
than sentencing. Decisions on privileges claimed by the executive are extremely
newsworthy and often controversial. To have a judge be the ultimate arbiter of a
claim of executive privilege may cause the public to believe he supports or does
not support the President’s political party, even if the decision was actually made
impartially by the judge. The court in Mistretta noted that not all extrajudicial
assignments would be appropriatel?>>] and serving on a privilege review commis-
sion would likely fall into that category.

That leaves the executive branch, which would be the most appropriate place
for the privilege review commission, particularly because it would be handling
claims of privilege asserted by the executive branch (thus carrying out an executive
function). Before one balks at the idea of Congress agreeing to this construct, note
that most of the agencies created by Congress that are “independent” fall under
the executive branch. This includes the OIG and the OSC.[?2%] The PRC would be
similarly situated. Like the OIG and OSC, its members would be appointed by the
President and subject to removal for inefficiency, neglect of duty, or malfeasance
in office, therefore providing some measure of independence. The ideal member
would be someone with legal training who is independent of both agencies. No
more than three members could come from the same political party.

An agency’s structure and the substantive delegations of authority granted to
it impact how much control presidents have over an agency.[?>7] This is why it is
of the utmost importance that the substantive delegations to the agency carefully
outline the agreement between all parties. The PRC would review the material
claimed to be privileged and apply the law of privilege as agreed upon by all
parties. Upon the PRC’s findings, the privileged documents would be withheld
or the privileged portions redacted, and the non-privileged information would be
turned over to the OSC. A non-disclosure agreement would apply to all members
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of the commission with regards to all material they review. Members of the
commission would be subject to discharge from their duties if the non-disclosure
agreement is violated; helping to assuage agency concerns over leaks to Congress
or the public.

To be clear, this commission would not preclude judicial intervention. In fact,
decisions of the commission should be appealable to federal district court. It is
important for there to be an appealable avenue to the highest court in the land
because of the potential that a decision of the commission is in conflict with that of
the President. In addition, as discussed in Part I1, in some circumstances it is proper
for courts to rule on the scope of executive privilege.[>>8] However, if judicial
review is sought for a decision of the PRC, the PRC’s decision should apply in the
interim.

Finally, the PRC would provide the public with some assurance that the process
is fair. Individuals that have been wronged in the workplace deserve a full and fair
investigation and prosecution. The agency and its officials also deserve a full and
fair investigation where their right to receive confidential legal advice is respected.
The balance has been upset with the passing of the OSC Reauthorization Act of
2017 and the PRC will help correct the current imbalance. The PRC would help the
executive branch sort through its own documents to legitimately claim privilege,
while simultaneously reassuring independent agencies and Congress that the claims
are getting a second look under mutually agreed upon guidelines.

IV. CoNcLUSION

It is in the public interest for agency officials to receive confidential legal advice.
Particularly with regard to labor and employment decisions, agency officials must
feel free to weigh and discuss all of their options and not be “forced to operate in a
fishbowl.”[22%] Without access to privileged information, the OSC will still be able to
conduct investigations, interview witnesses, and obtain all relevant non-privileged
information for its report. While the OSC would prefer a blank check, so would any
prosecuting body. However, the system as it is designed is a system that prioritizes
the free flow of information between agency attorneys and agency officials. This
free flow of information is a particularly important tenet in the adversarial process,
which certainly includes an OSC investigation that can end in prosecution.

The OSC Reauthorization Act of 2017 unconstitutionally aggrandizes Congress
and unconstitutionally encroaches on the executive. It provides Congress with a
conduit (the OSC) to obtain information about the inner-workings of the execu-
tive deliberative process. There are no statutory or regulatory guarantees that the
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privileged information obtained by OSC will not flow to third parties—the OSC
only promises agency “consultation” before distribution, not agency approval. The
OSC works very closely with Congress and is required to report to it on matters when
requested. The OSC Reauthorization Act of 2017 also allows Congress to legislate
away a judicially recognized and constitutionally based privilege. The President has
a duty to prevent this sort of encroachment on executive decision-making. For these
reasons, the executive should immediately stop turning over privileged material to
the OSC at the direction of the President. The OSC, Congress, and the executive
should revive the spirit of compromise, and come to the optimal accommodation of
independent review for claims of privilege. An independent review will allow the
OSC to receive independent verification of executive agency claims of privilege
while also respecting the right of the agency to receive confidential legal advice.
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I. INTRODUCTION

The security clearance process in the U.S. federal government is currently
undergoing its biggest overhaul in over 50 years.[!] In March 2018, the Office
of the Director of National Intelligence (ODNI) announced the inception of the
Trusted Workforce 2.0 initiative with the goal of overhauling and improving the
security clearance process, a framework that has been in place since the 1950s.1!
A key part of the initiative to modernize a security clearance process badly in
need of an update is the use of “Continuous Evaluation” (CE).3! CE allows fed-
eral agencies to get a “near-real-time look™ at its employees. It can alert agencies
to “potential red flags on a clearance holder’s credit or financial transactions”
or search for “suspicious transactions, foreign travel or potential links to terror-
ism.”[*] “The trustworthiness of those who guard the secrets of the [U.S.] should
be beyond reproach” and using advances in technology to improve the system used
to assess the trustworthiness of clearance holders is a necessary development.[”!
Although “insider threats” are not new, the past decade has seen multiple high
profile examples of government insiders attacking fellow workers and unlawfully
disclosing national security information. “[T]hreats such as Chelsea Manning and
Edward Snowden (trusted insiders who stole and released classified data) and U.S.
Army Major Nidal Hasan (who killed 13 and injured more than 30 at Fort Hood,
Texas)” provided the momentum needed to bring the security clearance and vet-
ting process into the current era.l%! Not only could CE help identify insider threats
sooner, but it could also reduce the costs associated with the security clearance
process and help reduce the backlog of security clearances currently pending for
periodic reinvestigation.!”]

However, with every technological innovation comes tradeoffs and new
challenges. CE will rely on automated records checks of “commercial databases,
Government databases, and other information lawfully available to security offi-
cials.”[8] These “commercial databases” include consumer credit information
from credit reporting agencies.[”] Credit reporting agencies have been criticized
or allowing inaccuracies to pervade the consumer credit reports of millions of
Americans.[!% In many ways, “large scale inaccuracies are tolerated” by credit
bureaus because they “have little economic incentive to conduct proper disputes,”
improve their investigation, or prevent erroneous information from appearing in
credit reports.l' ! The use of credit reports and consumer credit information in the
security clearance process is not new, but the use of real-time automated record
checks and other technological innovations may exacerbate existing problems
with the security clearance investigation process and create new problems.
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This article recommends several policies that could help alleviate some of these
problems. Part II of this article explains how government employees and contrac-
tors gain and retain eligibility to access classified information, discusses problems
with the security clearance process, and describes current ongoing changes to the
process. Part III discusses CE, how it is being implemented across the federal
government, and how it uses consumer credit information. Part IV explains how
the consumer credit reporting industry operates and how it is regulated. It also
discusses several critiques of credit reporting agencies and unfair debt collection
practices. Lastly, Part V discusses several policy proposals that would alleviate
some of the concerns from using consumer credit information in an automated CE
process. There are several ways the ODNI can protect current clearance holders
from the effects of erroneous or misleading consumer credit information: (1) man-
date an effective, centralized investigation database that prevents the reflagging of
previously adjudicated issues in credit records; (2) ensure appropriate oversight
and burden sharing among agencies, credit reporting agencies, and clearance hold-
ers; (3) require the reporting and analysis of automated records check systems
to identify potential bias or disparate impacts on protected classes and minority
groups; and (4) mandate education efforts to address unfair debt collection prac-
tices. CE has the potential to make the security clearance investigation process
more efficient, effective, and fair, but the ODNI must also take efforts to protect
clearance holders from the negative effects of inaccurate credit information.

II. SecurIiTY CLEARANCE AND REINVESTIGATION PROCESS

The eligibility to access classified national security information, a “security
clearance,” is an important component of employment in many federal agencies,
including in the intelligence community and Department of Defense (DoD),
and has become a valuable benefit of federal employment. According to a 2017
ClearanceJobs survey, the average total compensation for security-cleared pro-
fessionals it surveyed was $86,902.l'2! Individuals with a Top Secret security
clearance earned an average of $95,868.l'3] “The security clearance process is
designed to determine the trustworthiness of an individual prior to granting him or

her access to classified national security information.”!'#!

The history of security clearances is traceable to the executive orders issued by
Presidents Harry S. Truman and Dwight D. Eisenhower following the end of World
War I1.L13] President Truman expanded the military classification system created
during World War I to all federal agencies in Executive Order 10,290.!'%] He also
created standards guiding the investigation of employees entering the federal
workforce to ensure their “complete and unswerving loyalty” to the U.S., protect
“against infiltration of disloyal persons,” and give employees “equal protection from
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unfounded accusations of disloyalty.”!7! This “Loyalty Program,” created under the
shadow of the Cold War and tensions with Soviet Russia, “has been criticized as a
weapon of hysteria attacking law-abiding citizens,” but President Truman defended
it as a necessary measure to preserve national security.l'8! Successive presidents
have issued executive orders delegating the classification of sensitive national secu-
rity information and materials to the heads of agencies.!!”] President Eisenhower’s
Executive Order 10,450 expanded President Truman’s order and created many of
the factors for consideration that eventually became the 13 adjudicative guidelines
used in the present security clearance process.[2"]

“An individual who is performing work for the federal government—whether
that individual is a direct government employee or a private contractor—may be
eligible to obtain a security clearance if his or her work requires access to classi-
fied materials.”[2!] As of October 1, 2017, 4,030,625 individuals were eligible for
access to classified information.!?2! Generally, only U.S. citizens are eligible to
obtain a clearance, but Executive Order 12,968 permits limited access to non-U.S.
(23] The security clearance process is
separate from the decision whether an individual is suitable for employment, but a
“suitability check” involves “many of the same investigative elements as a security
clearance investigation.”l?*] Even if an individual receives a security clearance,
they still cannot access classified information unless they have a “need-to-know”
the information.!?] A need-to-know is a determination that the individual needs

citizens for certain compelling reasons.

access to “specific classified information in order to perform or assist in a lawful
and authorized government function.”!2%! The cleared individual also needs to sign

a nondisclosure agreement before gaining access to the information.2’!

A. Security Clearance Investigation and Adjudication Process

A security clearance is a formal determination granted by a federal agency or
department that a federal employee or government contractor is eligible to access
classified national security information.[?8] There are three levels of security
clearances, “Confidential,” “Secret,” and “Top Secret.”[2?] Each level corresponds
with the classification level of the information the individual may require access to
upon being cleared.[?%) Information cannot be classified unless its “unauthorized
disclosure could reasonably be expected to cause identifiable or describable dam-
age to the national security ....”[>!] The classification level of information is based
on the level of damage that the information could cause to the national security
if improperly disclosed: Confidential information could “cause damage,” Secret
> and Top Secret information could
Before information can be classified,
the federal official classifying the information must be properly delegated by an

information could cause “serious damage,’

cause “‘exceptionally grave damage.”m]
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official classification authority and must be able to identify or describe the damage
that unauthorized disclosure of the information “reasonably could be expected to
cause.”33] In addition to these levels, there are two additional categories of infor-
mation traditionally associated with the Top Secret level, Sensitive Compartmented
Information (SCI) and Special Access Programs (SAPs).’*! SCI is a subset of
classified information “concerning or derived from intelligence sources, methods
or analytical processes that is required to be protected within formal access control
systems established by the [Director of National Intelligence (DNI)].”[3>] SAPs
are programs “designed to control access, distribution, and protection of particu-
larly sensitive information.”[3%] These two programs require special investigative
requirements and procedures.>’] The eligibility standards for these programs are
also “higher than for other information classified at the same level, which further
restricts the number of individuals that are eligible for access.”>%!

In general, the process of obtaining a security clearance traditionally involved
four steps: pre-investigation, investigation, adjudication, and reinvestigation.!>]
However, Trusted Workforce 2.0 transformed and has essentially replaced
the reinvestigation step.!*’] During the first step of the clearance process, the
pre-investigation phase, the agency makes a determination whether the position that
the federal employee or government contractor is applying for or occupies requires
access to classified information for the completion of his or her duties.[*!] If the
position requires access to classified information and the individual does not already
have an in scope security clearance, then the employee or contractor will submit
clearance application material using the Standard Form 86 (SF 86).[42] Although
similar, the SF 85 and SF 85P are used for public trust or non-sensitive positions
that do not require access to Secret or Top Secret information and requires a lesser
amount of information.[*3] Completing the SF 86 is voluntary; however, failing to
complete it will likely prevent an individual from gaining eligibility to access clas-
sified information and may result in the individual being unable to fulfill the posi-
tion.[**] Most individuals use the web-based, automated Electronic Questionnaires
for Investigations Processing (e-QIP) system to electronically complete and submit
the SF 86.14°] The online e-QIP system contains any answers the applicant has pre-
viously entered into the system in previous applications, which allows individuals
to save time when completing the form for reinvestigations and allows investigators
to compare current responses to previous forms submitted by the individual.[*¢!
On September 29, 2019, the National Background Investigations Bureau (NBIB)
was realigned from the U.S. Office of Personnel Management (OPM) to the DoD’s
newly created Defense Counterintelligence and Security Agency (DCSA), but the
process for completing the SF 86 has largely remained the same.[*’] The individ-
ual completing the SF 86 provides information about: his or her citizenship status,
family and relatives, personal residences, education history, employment history,
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foreign contacts and activities, psychological and emotional health, criminal record,
illegal use of drugs and drug activity, previous clearance investigations, financial
record, and other information relevant to determining whether the individual is
“reliable, trustworthy, of good conduct and character, and loyal to the U.S.7148]
In addition to the questionnaire, individuals must provide personal references and
authorizations that allow an investigator to access information about the individual,
including publicly available social media information, medical information, and
consumer credit reports.[49] The applicant certifies the accuracy of this information
and submits the information through e-QIP.°%] Any information provided on the
form cannot be used in a criminal proceeding against the individual, but “knowingly
falsifying or concealing a material fact is a felony.”>!]

The second step in the clearance process is the investigation. The information
provided by the applicant is sent to the agency sponsoring the individual through
the clearance process and the assigned investigative agency begins the personnel
security investigation. The investigative agency assigned to complete the investi-
gation depends on the agency sponsoring the individual. The DCSA conducts the
majority of investigations across the federal government, but other agencies like
the Federal Bureau of Investigation (FBI) have authority to conduct investigations
of certain contractor positions.[>2] The NBIB “conducts some of the investigative
work itself, and contracts out the rest to private firms.[>3] The Central Intelligence
Agency (CIA) has the authority to conduct its own background investigations and
also conducts investigations for the ODNI and other federal agencies.>*! The scope,
content, and length of time for an investigation depends on the level of clearance
and the agency performing the investigation.!>] The ODNI has set investigation
requirements for each access level.2%! For example, a Single Scope Background
Investigation (SSBI), a part of every Top Secret clearance investigation, includes
interviews with the subject of the investigation, classmates, supervisors and
coworkers, former spouses, neighbors, and character references.l>’] In addition,
it includes records checks of citizenship records, educational institutions, military
records, credit reports, criminal history, federal records, and public records (e.g.,
civil and criminal court actions).[5 8]

For some sensitive positions, an individual may have to undergo a polygraph
examination.[>?] There are three different types of polygraph examinations: (1)
Counterintelligence Scope Polygraph (CSP) examination, (2) Expanded Scope
Polygraph (ESP) examination, and (3) Specific Issue Polygraph (SIP) examina-
tion.[%%] A CSP examination covers the topics of “espionage, sabotage, terrorism,
unauthorized disclosure, or removal of classified information (including to the
media), unauthorized or unreported foreign contacts, and deliberate damage to
or malicious misuse” of government systems.!%!] An ESP examination builds
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upon a CSP examination, but also explores the areas of “criminal conduct, drug
involvement, and falsification of security questionnaires and forms[,]” among
other topics.[%2! SIP examinations are only used to resolve specific concerns or to
aid in counterintelligence investigations.!%3]

The third step of the clearance process is adjudication. Once the background
investigation is complete, the sponsoring agency receives the results and makes a
determination whether to grant the individual a security clearance.l%*] This process
is “an examination of a sufficient period of a person’s life to make an affirmative
determination that the person is eligible for a security clearance.”l%°] The process
uses a “whole person concept” that considers all “reliable information about the
person, past and present, favorable and unfavorable.”[%%] The “final determination
remains the responsibly of the specific department or agency,” and “any doubt
whether to grant an individual access to classified information is clearly consis-
tent with national security will be resolved in favor of the national security.”[%”]
This “clearly consistent with the interests of national security” standard is a lower
standard than the traditional preponderance of the evidence standard because this
standard “indicates that security-clearance determinations should err, if they must,
on the side of denials.”[%%] The decision whether to grant or continue to grant an
individual eligibility is based on consideration of the following thirteen guidelines:

(1)  Guideline A: Allegiance to the United States.

(2) Guideline B: Foreign influence.

(3) Guideline C: Foreign preference.

(4) Guideline D: Sexual behavior.

(5) Guideline E: Personal conduct.

(6) Guideline F: Financial considerations.

(7)  Guideline G: Alcohol consumption.

(8) Guideline H: Drug involvement.

(9) Guideline I: Emotional, mental, and personality disorders.
(10) Guideline J: Criminal conduct.

(11) Guideline K: Security violations.

(12) Guideline L: Outside activities.

(13) Guideline M: Misuse of Information Technology Systems.[%”]

Each of these guidelines represent a potential concern regarding the individual
under consideration’s allegiance, judgment, discretion, susceptibility to undue
influence of coercion, exploitation or duress, or “reliability, trustworthiness, and
ability to protect classified information.”l”%] Adverse information concerning
a single criterion is not always sufficient to result in an unfavorable determina-
tion.l”!] A potential security concern can be mitigated if the individual reported the

The Air Force Law Review ¢ Volume 82 Continuous Evaluation and Credit Reports 230



information, responded to questions truthfully and completely, sought assistance
and followed professional guidance, or has resolved or appears likely to resolve
the concern.l”?] However, an individual may be disqualified if the “available infor-
mation reflects a recent or recurring pattern of questionable judgment, irresponsi-
bility, or emotionally unstable behavior.””3]

Guideline F, Financial considerations, is relevant when considering the impact
of consumer credit information on the security clearance process. The specific
concern under this guideline is that a “Failure to live within one’s means, sat-
isfy debts, and meet financial obligations may indicate poor self-control, lack of
judgment, or unwillingness to abide by rules and regulations.”[74] An individual
can mitigate concerns raised under this guideline by showing “the conditions that
resulted in the financial problem were largely beyond the person’s control ...”
(e.g., clear victimization by predatory lending practices or identity theft) ... and
the individual acted responsibly under the circumstances.”’>] In addition, the
individual can also mitigate concerns by showing the individual “is adhering to
a good-faith effort to repay overdue creditors or otherwise resolve debts” or “has
a reasonable basis to dispute the legitimacy of the past-due debt ... and provides
documented proof to substantiate the basis of the dispute or provides evidence
of actions to resolve the issue.”l’%! Financial considerations have remained the
reason for the majority of denials!’”! In 2017, the Defense Office of Hearings and
Appeals (DOHA) heard 1,844 initial clearance denial appeals for DoD contractors
and 1,497 of those denials involved financial considerations.!’8]

If the individual going through the adjudication process fails to meet the full
adjudicative or investigation standards, the agency can still grant initial or continued
eligibility for access to classified information under limited circumstances.!’”! These
“exceptions” are an explicit adjudicative decision and authorized by the ODNI if
approved by the proper authority.[®%] Specifically, the agency can grant a “waiver”
“when the benefit of initial or continued eligibility clearly outweighs any security
concerns.”31] A waiver may include a “condition,” or additional security measures
to mitigate the concern. Conditions may include “additional security monitoring,
access restrictions, submissions of periodic financial statements, or attendance at
counseling sessions.”!32] An approval authority can also grant a “deviation” if there
is a significant gap (six months or longer) in the coverage or scope of the investi-
gation “or the lack of one or more relevant investigative scope components (e.g.,
employment checks, financial review, or a subject interview) in its entirety.”%’]
Once an authorized adjudicator has approved an individual for a security clearance
or granted an exception, they are eligible to access classified information.
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If an agency denies or revokes an individual’s clearance, they have an opportu-
nity to appeal the decision based on each agency’s procedures in accordance with
the guidelines established in Executive Order 12,968.[84] Executive Order 12,968
gives individuals the right to a “comprehensive and detailed written explanation of
the basis” for the denial and the evidence upon which the decision is based, includ-
ing the entire case file, but only as much “as much as the national security interests”
of the U.S. and other applicable laws permit.[85 !1n addition, the individual has the
right to be “represented by counsel or other representative at their own expense;”
“a reasonable opportunity to reply;” a “personal appearance with the opportunity
to present relevant documents, material, and information;” “written notice of and
reasons for the results of the review][;] the identity of the deciding authority[;] and
written notice of the right to appeal.”[8%] Any appeal must be to a “high level panel,
appointed by the agency head” and “shall be comprised of at least three members,
two of whom shall be selected from outside the security field.”[%”]

Despite these existence of these procedural rights, an agency head has the
conclusiveright to deny an individual the right to any of these procedures if the “head
of an agency or principal deputy personally certifies that a procedure ... cannot be
made available in a particular case without damaging the security interests of the
United States by revealing classified information.”®3] In addition, an agency head
can exercise appeal authority based on recommendations from an appeals panel and
his or her decision is final.”] Denials and revocations make up a small percentage
of all security clearance adjudications, but some agencies may discontinue security
processing all together if an investigation uncovers automatic disqualifiers discov-
ered when an individual is evaluated to determine their suitability for employment
before the individual even enters the security clearance process.l”%] In fiscal year
2017, only three of the ten agencies that make up the intelligence community had
a denial rate over 4.6 percent, while the rest of the agencies had a denial rate under
2.6 percent.”!] No agency had a revocation rate over 2.3 percent and the majority
had a revocation rate under one percent.l”?] In fiscal year 2017, 597,423 security
clearances were approved.”?]

The fourth step of the clearance process was reinvestigation, but Trusted
Workforce 2.0 transformed and is intended to largely replace the reinvestigation
step.[?4] Clearance holders were required to submit to periodic reinvestigations
to ensure their access to classified information is still in the interests of national
security by updating a previously completed background investigation.[”>] The
length of time that a security clearance remained valid depended on the level of
clearance and backlogs did result in agencies having to extend some timelines.[”°]
However, the agency could also reinvestigate an individual “if, at any time, there
[was] reason to believe that they may no longer meet the standards for access.””’!
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Reinvestigations were expected to be “conducted with the same priority and care
as initial investigations” and they followed the same adjudicative guidelines and
investigative standards as initial investigations.l”%!

B. Judicial Non-Intervention

Although the outcome of a security clearance determination can be appealed
administratively, courts have generally declined to review the merits of a security
clearance denial beyond ensuring that the agency followed its own procedures.[””]
In the seminal case Department of the Navy v. Egan, the Supreme Court found
that “courts traditionally have been reluctant to intrude upon the authority of the
Executive in military and national security affairs” unless “Congress specifically
has provided otherwise.”!'% In Egan, the respondent, a new hire at the Trident
Naval Refit Facility in Bremerton, Washington, was denied a security clearance, a
requirement for him to be able to board any submarine and perform his duties.[!9!]
After conducting an investigation, the Navy discovered he had past convictions
for assault and for being a felon in possession of a gun. In addition, he had failed
to disclose two earlier convictions for carrying a loaded firearm and admitted “he
had had drinking problems in the past and had served the final days of a sentence
in an alcohol rehabilitation program.[loz] He had the opportunity to respond to the
proposed denial and the Navy’s Personnel Security Appeals Board affirmed the
denial of his clearance. Mr. Egan sought review of the denial by the U.S. Merit
Systems Protection Board (MPSB), “an independent, executive branch agency
that works to protect current, former, and prospective federal employees against
inappropriate employment-related actions ....”L103]

The government’s argument before the Board and subsequent appeals was
that “the [MSPB]’s review power was limited to determining whether the required
removal procedures had been followed and whether a security clearance was a con-
dition” of his employment.”[!*] The U.S. Court of Appeals for the Federal Circuit
reversed a full Board decision holding that the Board did not have the authority
to review the merits of a clearance determination underlying a removal. Upon
appeal, the Supreme Court held that the President, as “Commander in Chief” under
Article II, § 2, of the U.S. Constitution, has the authority “to classify and control
access to information beading on national security and to determine whether an
individual is sufficiently trustworthy to have access to such information”!!%>] This
authority “flows primarily from this constitutional investment of power in the
President and exists quite apart from any explicit congressional grant.”l!%%] Since
a security clearance “does not equate with passing judgment,” but is an attempt to
predict “possible future behavior and to assess whether, under compulsion or for
other reasons, [an individual] might compromise sensitive information,”!!%”] the
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“grant or denial of security clearances ... is an inexact science at best.”[!93] Since

a security clearance decision involves “predictive judgment” “the protection of
classified information must be committed to the broad discretion of the agency
responsible”l! %% and “it is not reasonably possible for an outside nonexpert body,”
like a court, “to review the substance of such a judgment.”l! %] Subsequent to Egan
courts have embraced this reasoning and generally given absolute deference to the
agency making the security clearance decision.!!!!]

Some critics like Louis Fisher, a specialist in constitutional law, argue the
holding in Egan has been too broadly construed.[!!?] Specifically, he argues the
majority in £gan did not find the President has “plenary or unchecked power over
classified information.”l!!3] Rather, he argues the “Resolution of disputes over
classified information depends on judgment by both of the elected branches ...
[and] judicial deference to executive judgments does not require congressional
deference.”l!14] However, several circuits have held that courts have neither the
authority nor expertise to review security clearance decisions.!!!°]

Despite the general presumption against judicial review, the Supreme Court
opened the door slightly to some procedural constitutional due process claims in
Webster v. Doe, which also was decided in 1988.116] Webster involved the removal
of a CIA employee based on his sexuality.l!!”] The court declined to preclude
judicial review of constitutional claims unless Congress explicitly precluded such
review.[!18] The Court held absent a clear intent by Congress to preclude consid-
eration of “colorable constitutional claims,” the district court could review such
claims.[!!?] Despite the possibility of judicial review of security clearance decisions
in some cases, courts have still generally declined to review such claims.!2’]

Also, the U.S. Court of Appeals for the D.C. Circuit has held Egan does not
insulate “al/ decisions that might bear upon an employee’s eligibility to access
classified information” from review under Title VII of the Civil Rights Act of
1964.1'21] In Rattigan v. Holder, the Court held only “expert, predictive judgment
made by ‘appropriately trained’ personnel is insulated from judicial review.”l122]
In Rattigan, a Federal Bureau of Investigation employee alleged his supervisors
improperly decided to report him to security clearance investigators.[123] The Court
held that an employee’s unlawful retaliation claims were not shielded from review
because Egan’s bar on judicial review only covers “security clearance-related
decisions made by Security Division personnel and does not preclude all review
of decisions by other ... employees who merely report security concerns.”l!24]
Despite this opening, the Rattigan court adopted a “knowingly false standard for
security reporting claims under Title VIL.” Therefore, under this precedent an
agency will only be liable for discrimination claims where the individuals reporting
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security-related information choose to report information they know to be false.
These cases demonstrate that most adjudicative decisions and some investigatory
steps in the security clearance process are effectively immune from judicial review
in most circumstances.[!27]

C. Problems with the Security Clearance Process

In recent history, the personnel security clearance process has struggled with
investigation backlogs and ineffective cross-agency reciprocity. In fiscal year
2014, investigations for Secret security clearances took an average of 28 days
and Top Secret investigations took an average of 77 days to complete.!20]
2018, there were “more than 700,000 background investigations pending in the
NBIB inventory, the average Secret investigation [took] 132 days, and Top Secret
investigations [took] 323 days to complete across all of government—including
military personnel, direct government employees, and contractors.”!27] Backlogs
in the investigation process “have existed since as early as 1986, when DoD
had more than 300,000 overdue reinvestigations.”[lzg] In 2000, the Government
Accountability Officel!2?] (GAO) estimated that the “reinvestigations backlog for
defense, civilian, and contractor personnel was approximately 505,000, with an
additional 480,000, which had not been submitted” from DoD and the military
departments.'3] In 2000, the military lacked a department-wide database to
even measure the backlog.!!3!] In 2005, the GAO designated the DoD personnel
security clearance program a high-risk area.l!32] The government-wide personnel
security clearance process was added to the GAO’s high-risk list in January 2018
and remained on the high risk list in 2019.[133]

In

In 2018, pursuant to an executive order signed by President Barack Obama,
the ODNI, OPM, Office of Management and Budget (OMB), and the Undersec-
retary of Defense for Intelligence and Security partnered to create the Security,
Suitability, and Credentialing Performance Accountability Council (PAC) to focus
on eliminating the background investigation backlog, enhance security clearance
reciprocity, and improve the security clearance process.!’*] The newly formed
DCSA was successfully able to reduce “its background investigation inventory
from a high of 735,000 in April 2018 to 248,000 in December 2019. With a steady-
state inventory target of 200,000 cases.”l!3°] Also, in December 2019 timeliness for
Secret investigations was down to 77 days from a high of 96 days and Top Secret
investigations were down to 157 days from a high of 254 days.[l36] Although the
timeliness of investigations and the backlog are currently improving, backlogs in
the clearance process have shown to be a recurrent problem throughout the history
of the modern security clearance process.
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Cross-agency reciprocity has also historically been an area of concern in the
security clearance process.!! 7] “Reciprocity is the acknowledgment and acceptance
of an existing background investigation conducted by an authorized investigative
agency [...] and the acceptance of an active national security eligibility determina-
tion granted by an executive branch agency ....”l!38] Although investigations and
clearance eligibility determinations that meet national personnel security standards
are supposed to be transferable and “mutually and reciprocally accepted by all
agencies,” 137! agencies have failed to follow guidelines and true reciprocity across
agencies has been an elusive policy goal.l!*°] Government contractors in particular,
are often left in limbo when transferring between agencies.l!*!] Reciprocity delays
“result in unnecessary overhead costs for contractors that translate into higher con-
tract rates.”l!*2] A rough calculation of the costs caused by these “administrative
inefficiencies result each year in the loss of 1,000 contractor labor-years with a
total value of $2 billion in the Intelligence Community alone.” “The cost to the
federal government as a whole could approach ... more than $8 billion.”!*3] In
2018, the ODNI published Security Executive Agent Directive (SEAD) 7 to create
uniform and consistent standards on reciprocity in an effort to address reciproc-
ity issues,[!**] but SEAD 7 has been criticized for providing too much room for
interpretation by agencies.l!*>] As a result, “many agencies have security policies
and procedures that appear to be inconsistent with national-level policy, adding
redundant requirements and time delays to clearance transfer requests for both gov-
ernment employees and contractors.”l!#%] The Intelligence and National Security
Alliance found that agencies are reluctant to accept clearance decisions by other
agencies for three principal reasons: “(1) Ambiguous or misinterpretations of
policy and lack of oversight; (2) Inability to see the details behind other agency
adjudicative decisions; and (3) Prioritization of government resources allocated to
security processing.”l!*’] A modern case management system may help eliminate
gaps in implementing reciprocity across agencies.l! *8] Ultimately, reciprocity prob-
lems come down to issues of “turf and trust.”l'*°] Essentially, a determination by
agencies “to exert ownership over the security clearances and access held within
agencies that reflects the responsibility people feel for the information entrusted
to their care.”l!2%] Reciprocity will likely continue to remain a challenge for the
security clearance process when considering the differences in workplace and
organizational culture at difference agencies across the federal government.!!>!]

D. Current Changes to the Security Clearance Process
After the September 11th terrorist attacks, Congress passed the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA), which President George

W. Bush signed into law in 2004.1152] The IRTPA created the ODNI and called for
improvements to the security clearance process.l!>3] Congress’s central goal in
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creating the ODNI was to have a single official serve as the head of the intelligence
community, act as the President’s principal intelligence advisor, and integrate the
efforts of all of the elements of the intelligence community.l! 2% One of the items
IRTPA mandated was that the President designate a single “department, agency,
or element of the executive branch” to be responsible for security clearances and
investigations called the “Security Executive Agent” (hereinafter “SEA™).l13°]
The SEA was required to develop and implement a plan to reduce the length of
the security clearance process and evaluate the use of information technology
and databases in security clearance investigations.!!>%! The IRTPA also mandated
reciprocity among federal agencies and directed OPM to create a unified, secure
database on security clearances.!'>’]

In 2008 President Bush issued Executive Order 13,467, establishing the ODNI
as the SEA.L1°8] Tt also created the PAC to implement the security clearance reform
effort and hold agencies accountable.l!>?] President Obama amended Executive
Order 13,467 to establish the NBIB within the OPM to “serve as the primary exec-
utive branch service provider for background investigations.”[1%! Section 925 of
the National Defense Authorization Act for Fiscal Year 2018 (NDAA FY18) gave
the Secretary of Defense the authority to conduct security background investiga-
tions for DoD personnel and required the DoD to work with OPM to transition
the investigation of such investigations from the NBIB.['%!] In response to the
NDAA FY18, President Donald Trump decided to implement this legislative man-
date by transferring responsibility for conducting all background investigations
government-wide from OPM to the DoD.!192] Executive Order 13,869 provided
direction for realigning NBIB personnel, resources, and functions to the newly
named DCSA. 03]

In 2018, the ODNI, which has the “government-wide responsibility to develop,
implement and oversee effective, efficient, and uniform policies and procedures for
security clearance ... investigations and adjudications” announced a new person-
nel vetting initiative called “Trusted Workforce 2.0” (hereinafter “TW 2.07).[16%]
The intent of TW 2.0 is to “fundamentally overhaul the federal personnel vetting
process and create a new framework of personnel vetting policies, standards, and
procedures.”[!%2] The ODNI divided this initiative into two phases.l!°®] The first
phase was to reduce and eliminate the background investigation inventory, which
was discussed above, and the second phase is to “establish a new government-wide
approach [to personnel vetting] from the ground up.”1%7] This new vetting model
is designed to “speed up the process, reduce complexity, eliminate repetitive and
duplicative checks, and mandate better use of resources.”[!%%] Specifically, the
intent is that there will be only one vetting model across the entire government
with only three different tiers of background investigation tiers: “Tier 1 for low-risk
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public trust vetting; Tier 2 for moderate-risk public trust vetting and Secret clear-
ances; and Tier 3 for high-risk public trust vetting and Top Secret clearances.”l' %]
In addition to streamlining the investigation tiers, TW 2.0 also “delineates [five]
vetting scenarios tailored around specific mission needs,” rather than the previous
“one-size-fits-all approach” where every investigation and reinvestigation is treated
the same. The first scenario is “Initial Vetting,” which is similar to the current initial
investigation process..!”% The second is “Continuous Vetting,” which will replace
the current periodic investigation process with “automated record checks [...],
agency specific checks, and certain time or event-driven fieldwork.”[!7!] The auto-
mated record checks process in this scenario will use CE capabilities and process-
es.l!72] The third scenario involves “Upgrades,” or the move to a higher-level risk
position or higher level of security clearance.l!73] The fourth scenario, “Transfer
of Trust,” is designed to address ongoing challenges with reciprocity and improve
the mobility of individuals between agencies..!’#] The fifth and final scenario,
“Re-establishment of Trust,” will improve the vetting of individuals who have taken
a break from serving in a sensitive position and allow the individual to return more
expediently to the workforce.l!7>]

[1I. ContiNUuOUS EvALUATION AND CONSUMER CREDIT INFORMATION

CE or “Continuous Vetting”!!7°]

is a concept and set of capabilities that will
play a larger role in the security clearance investigation process under TW 2.0. In
the security clearance and vetting process, CE involves “reviewing the background
of an individual who has been determined to be eligible for access to classified
information ... at any time during the period of eligibility to determine whether
the individual continues to meet the requirements for eligibility”[l77] It includes
the review of “additional or new checks of commercial databases, Government
databases, and other information lawfully available to security officials.”l!’8] CE
was originally “intended to fill the gap that exists between periodic reinvestigations,
but under the new Continuous Vetting concept, it will now essentially replace much
of the periodic reinvestigation process,”[”g] Brian Dunbar, the Assistant Director
of the National Counterintelligence and Security Center, said the transition away
from periodic reinvestigations turns the security clearance eligibility process “from
a date driven system—where focus was on periodic investigation or initial inves-
tigation dates—to a risk based system. The focus will be less on whether or not
applicants are ‘in scope’—but rather, when they were last enrolled, and what, if
any issues, were present at that time.”[!8%] As of March 2020, the DoD has already
enrolled nearly 1.4 million of its clearance holders into CE programs under these

new pI'OCGSSG:S.[1 81]
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CE involves automated record checks conducted on a more frequent basis than
those conducted during periodic investigations, but the types of records checked
are the same as those previously checked during the investigation process.! 5]
According to the ODNI, CE consumer credit checks are similar to employment
“soft inquiries” of an individual’s credit report like other credit checks conducted
for employment purposes in the private sector..!33] Essentially, CE programs alert
agencies “to potential red flags on a clearance holder’s credit or financial transac-
tions,” giving agencies “a near-real-time look at its trusted population.”l!84] For
example, an agency is able to get near-real-time information about an individual’s
missed credit card payment or default on a student loan.l'3°] Any relevant informa-
tion discovered during the course of CE is investigated and adjudicated under the
same existing standards that currently exist in the clearance process.!! ¢!

Executive Order 12,968, as amended, tasks the ODNI with the responsibility
of establishing the standards for CE and providing oversight over its implemen-
tation.[!87] Despite the current focus on CE, CE in the security clearance realm is
not a new concept. The DoD has piloted aspects of continuous evaluation since
at least 2002, including the “technical capability to conduct automated record
checks from over 40 government and commercial databases.”[!®3] These “com-
mercial databases” include consumer credit information from consumer reporting
agencies.l! 8] After the September 2013 shooting at the Washington Navy Yard,
the DoD issued DoD Instruction 5200.02 which states “all personnel in national
security positions shall be subject to [CE].”[!%%] Consistent with this instruction,
the DoD implemented a CE pilot in 2014.L'21] A similar pilot is also underway at
the Department of State.l!?2] In 2018, the ODNI issued SEA Directive 6 (SEAD 6),
which establishes policy and guidance for CE, but the ODNI has still been criticized
by the GAO for failing to “complete plans to fully implement and monitor” CE and

its development across agencies.[l%]

I'V. ConSUMER CREDIT REPORTING AND DEBT COLLECTION PRACTICES
A. Credit Reporting Agencies

Consumer credit reports play an increasingly important role in the lives of
all U.S. consumers.!!?*] The majority of decisions “to grant credit—including
mortgage loans, auto loans, credit cards, and private student loans—include infor-
mation contained in credit reports as part of the lending decision.”!??] However,
credit reports have also found their way into “other spheres of decision-making,
including eligibility for rental housing, setting premiums for auto and home-
owners insurance in some states, or determining whether to hire an applicant

for a job.”l17%] As discussed above, credit reports will also have an increasingly
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important role in CE programs.!?’] As the range of decisions that rely on credit

reports has increased, so has the importance of ensuring that the credit informa-
tion contained in these reports is accurate.! 1?8

The first consumer Credit Reporting Agencies (CRAs) in the U.S. emerged
in the late nineteenth century as a way of helping merchant lenders extend credit
to local business and individuals.[!??! Before the advent of CRAs, merchants
only extended a very small amount of credit largely based “on the merchant’s
direct personal knowledge of the individual borrower’s personal character.”[2]
“Beginning in the 1920s with the introduction of retail installment credit and con-
tinuing in to the 1950s with the introduction of revolving credit accounts, credit
reporting became increasingly important to both lenders and borrowers. 20!l
Throughout the 20th century, the CRA industry began to consolidate as computer
databases became more technologically advanced and the importance of offering
nationwide coverage became more important to credit card issuers and automated
underwriting for lenders.[?92] Today the three main nation-wide credit bureaus,
TransUnion, Experian, and Equifax, receive approximately 1.3 billion updates
for over 200 million consumer files each month.[293] These three major CRAs
have information on “virtually every adult American citizen and they routinely
prepare credit reports about individuals.”!?%4] CRAs prepare consumer reports
based on an individual’s financial transactions history data.[?%>! This data may
include “historical information about credit repayment, tenant payment, employ-
ment, insurance claims, arrests, bankruptcies, and check writing and account
management.”!2%] Firms or companies that use consumer reports also report
information to CRAs and become “furnishers” of information to CRAs.[207] A
“tradeline” is an account attached to an individual consumer that is reported to a
CRA by a furnisher and serves as a record of the payment activity associated with
the account.l?%8] The decision to furnish a tradeline to a CRA is voluntary and
furnishers have a variety of different business models and policies covering how
they report credit information to CRAs.[2%7]

In 1970, Congress passed the Fair Credit Reporting Act (FCRA) to regulate
CRAs.21 The passage of the Act was “inspired by allegations of abuse and lack of
responsiveness of credit agencies to consumer complaints.”2!!] Congress passed
the FCRA for the express purpose of insuring that CRAs “exercise their grave
responsibilities with fairness, responsibility, and a respect for the consumer’s right
to privacy.”[2!2! The FCRA requires CRAs to provide individuals “access to [the
individual’s] records, establishes procedures for correcting information, and sets
limitations on disclosure” of credit reports.l2!3] A CRA is defined as “any person
which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly
engages in whole or in part in the practice of assembling or evaluating consumer
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credit information or other information on consumers for the purpose of furnishing
consumer reports to third parties.”[214]

In 2003 Congress amended the FCRA by passing the Fair and Accurate Credit
Transaction Act (FACTA). The impetus of FACTA was the pending expiration of
the provisions that preempted state laws affecting CRAs under the FCRA.[2!]
In addition, consumer and privacy groups had continued to express concerns that
the FCRA was not addressing many of the long-standing problems with CRAs,
namely “inaccuracy, faulty reinvestigations, reinsertion [of previously deleted
material|, non-responsiveness, and lax security.”[216] In addition, the crime of
identity theft had become the “nation’s “fastest growing crime.’[2!7] The biggest
harm from identity theft was the privacy of credit reports.”[2!3] As a result, FACTA
added some measures to the FCRA to help address identity theft. Specifically,
FACTA allows an individual to report potential fraud to one CRA and the CRA
is then required to notify the other major CRAs.[2!?] If an individual identifies
information on their credit report that is the result of alleged identity theft the CRA
must block the reporting of that information.?2%] In addition, it requires CRAs to
provide a free copy of a consumer’s credit report once per year when requested by
the consumer.[22!]

CRAs are required to “follow reasonable procedures to assure maximum pos-
sible accuracy of the information concerning the individual about whom the report
relates.”l?22] If an individual discovers an error in his or her credit report and
notifies the CRA of the error, the agency is required to conduct a “reinvestigation”
of the error for free and it must “record the current status of the disputed informa-
tion or delete the item from the file.”[223] The CRA is required to provide written
notice of the results of the reinvestigation within five business days after they
complete the reinvestigation and delete any inaccurate, incomplete, or unverifiable
information.[?>4] An individual is permitted to file a dispute with the CRA if the
reinvestigation does not resolve the dispute and the CRA is required to note that
the information is disputed when providing the credit report to third parties under
most circumstances.!?%>]

Since CRAs are only required to provide “reasonable procedures to assure
maximum possibly accuracy,” a CRA is not automatically civilly liable for pro-
viding inaccurate credit information. In many cases, courts have found that CRAs
are not liable, as a matter of law, for reporting inaccurate information “unless there
was prior notice from the consumer that the information might be inaccurate.”22%!
Some legal commentators have criticized the FCRA for being too deferential to
CRA interests and questioned whether negligence is the best fault standard for lia-
bility. [227] CRAs and those that furnish data to CRAs also have qualified immunity
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from state tort laws, like defamation, under the FCRA and an individual can only
file state tort actions when a CRA or furnisher “acted with malice or willful intent
to injure.”[228

Despite the passage of FCRA and subsequent amendments, two main issues
have dogged the consumer credit report industry: identity theft and inaccurate
information. In 2016, an estimated 26 million people in the U.S., about 10 percent
of all U.S. residents over the age of 16, had been the victim of identity theft during
the previous year..>2?] The U.S. Department of Justice estimates the total losses
across all incidents of identity theft was $17.6 billion in 2016.123%] Nearly one in
five people (49.7 million people) in the U.S. have experienced identity theft in their
lifetime.[23!] Although the majority of victims are able to resolve financial and
credit issues associated with identity theft in an average of about four hours total,
victims of multiple types of identity theft spend an average of 22 hours resolv-
ing associated problems.?32] When identity thieves generate fraudulent debts in
the names of individuals, those delinquencies are reported to the CRAs and they
appear on an their credit reports. As a result, “A significant amount of identity theft
involves the consumer reporting system.”[233] Daniel Solove argues the way credit
is issued in the U.S. is the cause of the identity theft problem.[?34] Specifically, he
points to the bad practice of companies “using SSNs, mother’s maiden names, and
addresses for access to account information.” In addition, this problem is exacer-
bated by the fact many creditors “give out credit and establish new accounts if the
applicant supplies a name, SSN, and address.”[>3>! Even as financial institutions
improve their security measures, Lynn LoPucki has pointed out, “The problem is
not that thieves have access to personal information, but that creditors and [CRAs]
often lack both the means and incentives to correctly identify the persons who seek
credit from them or on whom they report.”[23¢]

Many of the critiques of CRAs and consumer credit reporting in general
revolve around the presence of inaccurate, incomplete, or misleading information
in credit reports. In 2016, the Consumer Financial Protection Bureau (CFPB)
reported the three main CRAs were the three most-complained-about companies
in the U.S.237] In an oft quoted 2015 U.S. Federal Trade Commission (FTC)
study on credit reporting errors, 26 percent of study participants had “potentially
material errors” on at least one of their credit reports[238] In fact, “1 in 20 con-
sumers have errors so serious that they would be denied credit or need to pay
more for it.”[23%] Some of the inaccuracies that pervade the credit reporting system
include: (1) mixed files, where information belonging to one consumer is reported
in another consumer’s report; (2) furnished errors, which include furnishers
incorrectly recording payment history, attributing a debt to the wrong consumer,
or including debt that is older than the seven years permitted under the FCRA;

The Air Force Law Review * Volume 82 Continuous Evaluation and Credit Reports 242



(3) identity theft; and (4) ignored judgments and legal settlements, where CRAs
retain information even after judgments or settlements declare that a consumer
does not owe a debt.24] Unfortunately, in the credit reporting system, “Speed
and volume are favored over accuracy. Large-scale inaccuracies are tolerated.
The costs of correcting data outweigh benefits—for the credit bureaus, though,
not the consumers.”[2*!] CRAs “have little economic incentive to conduct proper
disputes or improve their investigations” because consumers are not their primary
customers.[?*2] Problems with inaccuracies have spawned lawsuits, state investi-
gations, and proposed federal regulations.[243] Under a settlement reached in 2015
between the three main CRAs and the Attorney General of New York State, the
CRAs agreed to “overhaul their methods of fixing errors.”[2**] In light of these
problems, the National Consumer Law Center has suggested reforms to the credit
reporting system that include, among other proposals, requiring stricter matching
criteria when matching information to consumers and requiring CRAs to “devote

sufficient resources and conduct independent analyses in disputes.”[24>]

B. Fair Debt Collection Practices

Although credit reporting is a frequent source of consumer complaints handled
by the CFPB, they are only the second most frequent source of complaints behind
the number one driver of complaints: debt collection.[>*?] The debt-collection
industry has grown over the past four decades as the availability of consumer credit
has expanded and the debt collection industry has evolved its methods.?*”] In
1977 Congress passed the Fair Debt Collection Practices Act (FDCPA) to protect
consumers from unfair, deceptive, and abusive debt collection practices.[248] The
FDCPA prohibits particular collection practices, such as harassment and the use of
false or misleading representations.[249] The Act authorizes private individuals to
sue for damages against violators in addition to certain federal agencies.[25 l'Under
the statute, a “debt collector” includes “any person ... in any business the principal
purpose of which is the collection of debts, or who regularly collects or attempts
to collect ... debts owed or due or asserted to be owed or due another.”[?>!]
addition to the FDCPA, many states have enacted laws or issued regulations that
regulate the activities of debt collectors in comparable ways to the FDCPA.[2>2]

In

In 2019 alone, the CFPB and the FTC, which share enforcement responsi-
bility of the FDCPA, engaged in 30 public enforcement actions against debt
collectors and secured almost $50 million in consumer redress and $35.9 million
in civil penalties and judgments.l>>3] Even if many debt collectors comply with
consumer protection laws, some “harass and threaten consumers, demand larger
payments than the law allows, refuse to verify disputed debts, and disclose debts to
consumer’s employers, co-workers, family, members, and friends.”[254] In 2019,
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the CFPB received approximately 75,200 debt collection complaints.[>>>! The
most common debt collection complaint was about attempts to collect a debt that
the consumer reported was not owed.!2>%] This problem could be correlated to the
rise of the “debt-buying,” where debt is sold by “creditors or other debt owners to
buyers that then attempt to collect the debt or sell it to other buyers.”!2>7] In a 2009
study, the FTC “expressed concern that debt collectors, including debt buyers,
may have insufficient or inaccurate information when they collect on debts, which
may result in collectors seeking to recover from the wrong consumer or recover
the wrong amount.”[28] In addition, in 2020 the CFPB also found the “proportion
of complaints about debts resulting from identity theft has been increasing for
several years.”[22?] “These complaints often involve consumers reporting to credit
bureaus that they have negative tradelines on their credit reports due to identity
theft.”[2%%] In some other cases, consumers reported “companies impersonated an
attorney or a law enforcement or government official” or” indicated the consumer
committed a crime by not paying a debt.”[2%!] Advocacy groups like Consumer
Reports complain, “Far too many consumers continue to report that debt collectors
hound them about [debt] they have already paid off or never owed in the first
place.”[292] In many cases, “Debt collectors often lack proof that the debt even
existed let alone that the person they are targeting is responsible for it.”[2%3]

Under the FDCPA, a consumer contacted by a debt collector has several rights.
The consumer has the right to a written notice that includes the amount of the debt,
the name of the creditor, dispute rights, and the right to request information about
the original creditor, if different than the current creditor.!2%%]
the right to request in writing that a debt collector cease communications with the
consumer.!2%] Although this will not extinguish an otherwise valid debt, it will
prevent the debt collector from contacting the consumer regarding the debt except
under limited exceptions.[2%%] Debt collectors are barred from “using obscene or
profane language, threatening violence, calling consumers repeatedly or at unrea-
sonable hours, misrepresenting a consumer’s legal rights, disclosing a consumer’s
personal affairs to third parties, and obtaining information about a consumer
through false pretenses.”l2%’] Each state has its own statute of limitations on debt
collection.[?%8] 1t is considered a violation of the FDCPA to file suit to collect a
debt that is “time-barred” (older than the statute of limitations). However, in some
states a debt collector can collect time-barred debts as long as the debt collector
does not threaten to pursue litigation.[207]
a time-barred debt can renew a creditor’s ability to sue.
sumer can be misled into making a partial repayment and restarting the statute of
limitations.[27!] Regardless of whether a debt is time-barred, a debt collector can
report debt to CRAs and it could appear on an individual’s credit report as long
as the debt is less than seven years old.[272] Despite the protections afforded to

A consumer also has

In some states, a partial payment on

(2701 As a result, a con-
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consumers under the FDCPA and state law, the debt collection industry continues
to face consumer protection concerns especially for consumers who may not be
aware of their legal rights.

V. PROTECTING CLEARANCE HOLDERS FrROM ERRONEOUS CONSUMER CREDIT
INFORMATION, Bias, AND UNFAIR PRACTICES

The incorporation of consumer credit information into the CE process risks
creating unfair situations for a workforce that relies upon security clearances to
maintain employment. There are several ways the ODNI can protect current clear-
ance holders from the effects of erroneous or misleading consumer credit informa-
tion: (1) mandate an effective, centralized investigation database that prevents the
reflagging of previously adjudicated issues in credit records; (2) ensure appropriate
oversight and burden sharing among agencies, CRAs, and clearance holders; (3)
require the reporting and analysis of automated records check systems to identify
potential bias or disparate impacts on protected classes and minority groups; and
(4) mandate education efforts to address unfair debt collection practices.

A. Centralized Investigation Database

A centralized investigation database that prevents the reflagging of previ-
ously adjudicated issues in credit and financial records is necessary to prevent
clearance holders from being flagged for the same potential derogatory data
coming from different commercial databases. According to the ODNI, the CE
program currently reviews “information that is already reviewed during [current]
background or periodic investigations,” but the automated nature of these checks
changes the dynamic of the investigative process..2’3] Under the previous rein-
vestigation process, a clearance holder may have had the opportunity to review
their credit reports from all of the major CRAs before submitting their SF 86,
or during the investigation, to ensure the information on their credit reports was
accurate. During this process, the clearance holder had the ability to address those
entries, at least initially, with the CRA, the furnisher of the information, or their
agency’s security professionals; build supporting documentation; or find ways to
pay off or negotiate with a debt collector to resolve negative information. This
meant that the security clearance holder may have had the ability to address their
records and may have had time to correct mistakes or at least begin to address
an inaccuracy. The CE program eliminates this valuable lead time and control.
Although the ODNI has stated “If inaccurate information is identified during [CE]
records checks, subsequent records corrections will be handled in the same man-
ner as it is today by the personnel security investigative processes,”[2’4] the fre-
quency of these checks and the potential that multiple commercial databases may
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report information at different intervals means that a clearance holder may need
to address the same or similar negative information with investigative personnel
multiple times.

Without a centralized investigation system, the burden placed on clearance
holders to address erroneous credit information could unfairly affect clearance
holders. Interagency reciprocity, one of the main challenges of clearance holders
attempting to move between federal agencies, may only become more difficult to
implement with the elimination of periodic reinvestigations:12/>! Clearance hold-
ers may be subject to reinvestigation for issues they have already successfully mit-
igated, explained, or identified as erroneous when working for another agency. A
centralized investigative and reporting database would allow an agency to review
how previous adverse information was addressed by investigatory personnel, secu-
rity professionals, and the clearance holder themselves.!2%] If a clearance holder is
a victim of identity theft, multiple erroneous pieces of financial information could
appear on a person’s credit report at a variety of intervals. Without a centralized
investigation system, the clearance holder may be forced to address each of these
erroneous entries individually on a frequent basis, rather than being able to show
she was a victim of identity theft, she took steps to “freeze” her credit reports,
she reported the theft of their identity to law enforcement, and she had outlined
all of the credit entries that were erroneous as they could do under the previous
security clearance investigation process. A security manager or security profes-
sional assigned to a clearance holder will likely know an individual has been a
victim of identity theft and can work with him or her to address individual pieces
of erroneous credit information in a way that causes a minimal disruption to their
work. If this information is not centrally recorded and accessible then a clearance
holder will need to readdress the same concerns if they move to a different agency,
transfer to a new position in an agency, or a new security manager is assigned
to the employee. Under the previous system, a clearance holder at least had the
opportunity to address erroneous credit information that exists in consumer report-
ing databases when they are periodically investigated so a clearance holder can
prepare and update any previous information they have provided to investigators,
but continuous evaluation changes that timeline and could result in a clearance
holder being unfairly burdened responding to inquiries from their security manager
or other investigative personnel. In addition, if a government civilian employee’s
clearance is suspended or revoked because of erroneous credit information, the
employee could be immediately suspended without pay while the issue is adjudi-
cated.l2”7] A contractor could also find themselves terminated if their clearance is
suspended. Since the contractor no longer has an affiliation with the agency, the
agency may determine it no longer has jurisdiction to adjudicate the suspension or
revocation of the clearance.
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A successful centralized investigation database will need to include cross-
agency accessibility and the ability for clearance holders to view and submit their
own information regarding identify theft, fraud, or other consumer credit errors.
The DoD’s current CE program pulls in some data from the ODNI’s CE program,
which the ODNI operates as a service to a variety of agencies, but the DoD still has
its own system.[2’8] Reciprocity, “one of the most vexatious aspects of the system
of granting security clearances,” is an “elusive policy goal that has been pursued
since the Clinton Administration.”>’! The underlying issue with complete reci-
procity among agencies is a “lack or trust based on fear.”[?3%] Security Executive
Agent Directive 7 (SEAD 7) is the latest attempt to resolve this problem.[28!]
In SEAD 7, the ODNI mandates agencies accept background investigations and
national security eligibility adjudications completed by an authorized agency with
certain limited exceptions.!?®2] SEAD 7 does not mandate a centralized database,
but instead requires agencies to conduct a review of the databases that currently
contain records of prior national security eligibility adjudications.[?%3] The intelli-
gence community uses Scattered Castles, the DoD used the Joint Personnel Adju-
dication System (JPAS) (which has now been replaced by the Defense Information
System for Security (DISS)), and OPM currently uses the Central Verification
System (CVS) to record and maintain clearance information./ 284! Although JPAS
and CVS had a data bridge for clearance reciprocity purposest?>] and the ODNI
has directed the intelligence community to collaborate with the DoD and OPM
to ensure security information in Scattered Castles is correlated with OPM’s
CVS database, the databases largely operate independently.!?80] “Greater infor-
mation-sharing regarding personnel clearances among and between government
agencies assists transparency and can help security officers trust other agencies’
clearance decisions.”l287] “At the core of many reciprocity delays is the inabil-
ity of federal agencies to see the rationale for the clearance eligibility decisions
made by other agencies.”[238] “[GJovernment agencies often cannot see the details
behind the investigative and adjudicative records of other agencies, which often
makes them reluctant to grant reciprocal access.”?3”] The enrollment of clearance
holders into CE can also hinder them if they try to change employers and the
new agency does not see a periodic reinvestigation at the mandated time in their
records even though enrollment in CE removed the requirement for a reinves-
tigation.[2?%] A centralized adjudication database with cross-agency accessibility
could help solve reciprocity problems and build trust among agencies. DCSA has
continued to develop the National Background Investigation Services (NBIS),
which is intended to serve as “the federal government’s one-stop-shop IT system
for end-to-end personnel vetting—from initiation and application to background
investigation, adjudication and continuous vetting.”[??!] If NBIS CE capabilities
help protect clearance holders from inaccurate or previously flagged consumer
credit information and all agencies are committed to its future development, NBIS
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could aid in cross-agency transparency and may help security officers trust other
agencies’ clearance decisions.

There are risks to creating a centralized government system that includes sen-
sitive personal and financial information. Any large government database, espe-
cially one with the personal information of clearance holders, is a target for hackers
and presents a possible risk to national security. In 2015, the public learned of
massive data breaches at the OPM. “In what appears to be a coordinated campaign
to collect information on government employees, attackers exfiltrated personnel
files of 4.2 million former and current government employees and security clear-
ance background investigation information on 21.5 million individuals.”?%?]
“Officials have privately attributed the breach to the Chinese government.”[2%3]
The then-Chief Information Officer at OPM, Donna Seymour, admitted during a
hearing before the House Oversight and Reform Committee in June of 2015 that
the data compromised in the data breach included information from SF 86s and
clearance adjudication information.!??*] Former U.S. National Security Agency
Senior Counsel Joe Brenner called this information “crown jewels material ... a
gold mine for a foreign intelligence service.”[2%7] Representative Jason Chaffetz,
the then-chairman of the House Government Reform Committee placed the blame
for the breach squarely on OPM leaders.!2”%] “By ignoring repeated warnings of
system vulnerability, failing to adopt basic cybersecurity best practices and wast-
ing millions of dollars maintaining outdated technology, OPM leaders left the
agency’s valuable data vulnerable to attack.”!??’] In his opinion, “The resulting
breach was entirely predictable and its risk well known.” The attack was the result
of negligence, inadequate cybersecurity measures, mismanagement of IT budgets
over decades, poor data management and incompetent leadership.”l2?8] The con-
sequences of this breach are still unfolding. In September 2015, the Washington
Post reported the CIA pulled officers from the U.S. Embassy in Beijing, China,
as a “precautionary measure” in the wake of the breach.[???] The reported reason
for the action was, ‘Because the OPM records contained the background checks
of State Department employees, officials privately said the Chinese could have
compared those records with the list of embassy personnel. Anybody not on that
list could be a CIA officer.”[3%%] Even four years after the breach, the data is being
used in financial crimes here in the U.S.3%!) In 2018 in Virginia, two criminals
used information from the breach to take out fake loans using stolen identities. 392!
Even with the substantial risks associated with aggregating and centralizing this
information, a centralized database with appropriate cybersecurity measures is
the best way to help mitigate the challenges that CE will bring to the clearance
process. There is no way to avoid using databases and a cross-agency centralized
system will allow a consolidation of expertise, funding, and focus. In 2016, the
Majority Staff of the House Committee on Government Oversight and Reform,
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made it clear that prioritizing and securing critical systems could have mitigated
the damage from the breach and the federal government needs to improve its
recruitment, training, and retention of cyber security specialists.2%3] A central-
ized system will help establish clear sources of funding and decision-making
processes for IT security.[304]

The ability for clearance holders to report their own information regarding
identify theft, fraud, or other consumer credit errors in the system could also
prevent unnecessary investigations and resolve repeat alerts. Although the CE
process permits a clearance holder to provide information to an assigned security
professional to mitigate or explain adverse information, a formal way to include this
information in a central system would allow subsequent security professionals or
other agencies to consider potentially adverse information in the full context when
making decisions about continued eligibility. The FCRA already includes a similar
requirement in the context of consumer credit reports.2’2] Under the FCRA, a CRA
is required to complete a “reinvestigation” to determine whether disputed infor-
mation on a credit report is inaccurate.3°%] Even if the reinvestigation does not
resolve the dispute, the CRA is required to allow the consumer to submit a “brief
statement setting forth the nature of the dispute.”l3%’] The CRA is permitted to limit
these statements to not more than 100 words if it assists the customer write a clear
summary of the dispute.2”8] Most importantly, unless the dispute is “frivolous or
irrelevant,” the CRA is required to include the statement in subsequent consumer
reports provided by the CRA.3%?] An analogous process could be included in a
CE context to allow clearance holders to include a formal dispute of any adverse
information in the central database even if the security manager does not initiate an
inves‘[igation.[3 191 This would allow any future security manager or investigator to
see that the flagged consumer credit information is possibly inaccurate. It could also
allow a clearance holder to include information in the record that could help resolve
future CE alerts. Including this process would save the time of clearance holders,
security professionals, and investigators, but it would also give clearance holders
a measure of agency in the CE process. Regardless of its features, a centralized
investigation database would go a long way to protecting clearance holders from
inaccurate or previously flagged consumer credit information.

B. Appropriate Burden Sharing and Oversight

Given the inaccuracies present in many consumer credit reports, the ODNI
needs to establish appropriate guidance and policies governing the use of consumer
credit information in CE and ensure appropriate oversight and burden sharing
among agencies, CRAs, and clearance holders. As the number of clearance holders
enrolled in CE expands, the ODNI should ensure automated systems do not produce
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a backlog of unaddressed erroneous credit information. In addition, CRAs should
bear some of the burden of ensuring their information is accurate. Although the
ODNI has stated automated “alerts” will only be treated as leads, regulations and
processes need to further clarify this policy..>!!] According to the ODNI,

Any derogatory identified during CE automated records check
will be used for investigative lead purposes only. This information
will subsequently be investigated according to existing personnel
security processes. No action will be taken based solely on the
adverse information identified during the CE process without
follow-up and review by the adjudicating agency against estab-
lished national security adjudicative guidelines.[>!?!

If the alert identifies inaccurate information, “subsequent records corrections
will be handled in the same manner as it is today by the personnel security inves-
tigative processes.”>!3] According to SEAD 6, the ODNI policy governing CE,
“Investigative agencies shall make reasonably exhaustive efforts to verify that any
information collected that is discrepant or potentially disqualifying pertains to the
covered individual.”l3!4] In addition, “no unfavorable personnel security actions
shall be taken solely on uncorroborated or unverified discrepant information.”3!2]
Despite these stated policies, the DoD’s regulations regarding CE state “the ultimate
responsibility for maintaining continued national security eligibility rests with the
individual. "]

Treating CE automated records alerts for consumer credit information as
leads that agencies have to process according to current personal security proce-
dures rather than dispositive adverse information is the only way to ensure that
the contextualized decision-making is left to human discretion.>!7! The legacy
personnel security investigative process has led to significant backlogs,!>!8! but
it is also important that CE processes do not create new backlogs. Although the
ideas incorporated into TW 2.0 and its accompanying changes to the security
investigative process are anticipated to help prevent backlogs in the investigation
and adjudication process, CE could also result in a backlog of unaddressed and
unverified flags generated by CE processes.>!”?! The federal agencies that have
enrolled their workforces in CE have not publicly released information on whether
it has improved the efficiency of the process nor how many alerts are regularly
processed. As CE record checks proceed autonomously and agencies continue to
expand the number of personnel enrolled in the program, security professionals
and investigators could become overwhelmed and the benefits of an autonomous
system could be mitigated by a backlog of unresolved flags. The ODNI has already
made revisions to the “investigative flags” for certain “financial delinquencies and
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traffic fine violations,” but there is no publicly available information on what those
changes were or why they were necessary.[>2! If investigators or security profes-
sionals become overwhelmed with unresolved investigative flags, it is not unfore-
seeable that they will shift much of the burden on addressing these alerts with
the clearance holder rather than the investigator.>2!! Although there is nothing
wrong with shifting some of the burden of proving suitability for continued access
to the clearance holder, CE is supposed to improve the efficiency of the security
clearance process, not unnecessarily extend the reinvestigation process and create
a new type of backlog of insufficiently investigated potential adverse information.

Since CE currently relies on commercial databases, government databases,
and other information available to security officials,[>22! the presence of inaccurate
information in consumer credit reports could result in significant numbers of clear-
ance holders having to address erroneous information. If CE is going to continue
to use commercial databases, then some of the burden of ensuring the accuracy of
those databases needs to be placed on those commercial providers. In the civilian
consumer financial data context, courts have held that a CRA is “not liable under
the FCRA if it followed ‘reasonable procedures to assure maximum possible accu-
racy,” but nonetheless reported inaccurate information in the consumer’s credit
report.”1323] The FCRA is criticized as being too deferential to industry interests
by inadequately protecting “individuals from the consequential and emotional
damages caused by misattributed acts.”[>24] Under the FCRA, courts have gen-
erally not found CRAs liable for reporting information that might be inaccurate
unless there was prior notice from the consumer that the information might be
inaccurate.32°] Ultimately, the real roots of the problem of erroneous data and
identity theft is that CRAs “often lack the means and the incentives to correctly
identify the persons ... on whom they report.”2%] Since the government already
maintains databases of identification information that clearance holders submit,
including biometric data and other personal information, the government, working
with CRAs, has much of the information needed to identify erroneous information
if properly utilized. However, creating a more sophisticated information system
integrating this type of personal information might cause other significant privacy
related problems.[>2”] Also, CE programs could embrace machine learning pro-
grams or artificial intelligence to help sort through consumer credit data. Regardless
of the method, the government should require greater accuracy from CRAs when
they use the consumer credit data CE purposes. Even if agencies are unwilling or
unable to integrate data from personnel records and commercial sources, investi-
gators can take steps to ensure inaccurate financial data is properly excluded from
consideration before it is considered adverse information. Specifically, agencies
can require that commercial sources take active steps to ensure that identified
derogatory credit information is accurate, including: (1) requiring furnishers to
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ensure personal information connected to a credit line actually matches that of
the clearance holder;>28! (2) requiring the furnisher provide proof of the debt or
late payment to the CRA for reporting to agencies; and (3) providing real-time
credit monitoring services to clearance holders enrolled in CE. These steps would
cause increase the cost of clearance programs, but it would encourage agencies to
identify the specific types of records that deserve scrutiny and encourage CRAs to
verify the accuracy of the information they provide. Providing credit monitoring
to clearance holders would result in significant costs to agencies, but it is the only
way to ensure clearance holders have real-time, accurate information about what
is included on these commercial databases and can take steps to address erroneous
information that has the potential to affect their continued eligibility for access.
After the OPM breach in 2015, the OPM and DoD entered into an over $133
million contract with a third-party identity monitoring company to provide identity
theft protection services for the 21.5 million individuals whose background check
information was stolen in the breach..>2°] This contract provided “all impacted
individuals and their dependent minor children ... with credit monitoring, identity
monitoring, identity theft insurance, and identity restoration services for a period
of three years.”l33%] However, when comparing the cost of these services to the
investigative costs associated with personally investigating each piece of poten-
tially adverse information, it may make more sense to allow clearance holders to
play a role in identifying incorrect information since they have a personal interest
in removing or correcting inaccurate credit information. Under the law individuals
only have the right to request one copy of their credit report for free from each
of the major CRAs once a year.l?3!] If agencies will be accessing this consumer
credit information in real-time through active monitoring rather than at periodic
intervals, then clearance holders should not have the bear the burden of paying for
real-time credit monitoring to protect themselves.

In addition to the steps that commercial agencies can take, agencies or the
ODNI can outline the specific investigatory steps that an agency will be required
to take to ensure “investigative agencies ... make reasonably exhaustive efforts to
verify that any information collected that is discrepant or potentially disqualify-
ing pertains to the covered individual.”332] These steps should include requiring
the investigator to request and receive underlying proof of the debt or potentially
adverse information before asking a clearance holder to address the credit infor-
mation entry. They should also include requiring an investigator to compare the
personal information listed on the credit record to the personal information pro-
vided by the clearance holder on their SF 86 or other personnel records. These steps
could help eliminate the consideration of credit obtained through fraudulent means
and force CRAs to reinvestigate disputes quickly since their customer, the federal
government, is requesting this information rather than the consumer. Whether the
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some of the burden for ensuring consumer credit information is accurate is placed
on investigative personnel or CRAs, appropriate burden sharing and oversight is
necessary since consumer credit information is a part of the CE process.

C. Safeguards Against Bias and Discrimination

Federal agencies should also be required to regularly report and analyze their
automated records check systems to identify and prevent bias and disparate impacts
on protected classes and minority groups, especially if these record check systems
use machine learning. DCSA is reportedly “piloting a new clearance evaluation
system powered in part by machine learning.”[333] This pilot is intended to join
data from CE programs and other digital information to identify “micro changes in
behavior” to help prevent suicides, data breaches, or other insider threat risks.[>3%!
The attractiveness of using an autonomous system and artificial intelligence (Al)
to identify risks before they become threats is obvious, but “pinning individu-
als’ clearance statuses — upon which many rely for their livelihoods, and to work
effectively in service of national security — to automated inference-making raises
a range of troubling questions.”l332] Risk assessment tools similar to those envi-
sioned by DCSA have been shown to be “harsher to certain demographic groups”
when used in predictive programs in the criminal justice system and could have
similar outcomes if used in CE programs.33%] “ATI can help identify and reduce
the impact of human biases, but it can also make the problem worse by baking in
and deploying biases at scale in sensitive application areas.”l>37] Although this
problem is not new, the sophistication of Al technology has grown considerably as
the use of Al has gradually expanded across different sectors.[338! Experts in the
field have identified several key challenges to addressing the problem of bias in Al
including: (1) bias built into data, (2) amplification of bias as Al algorithms learn
or evolve, and (3) understanding and measuring “fairness.”>3’]

The first problem is the bias built into the data. The data that are fed into Al
algorithms may already have discrimination built in based on the indirect influ-
ence of bias.2*] “As the popular computer science maxim explains, “‘garbage
in, garbage out’ meaning biased inputs (source data) will lead to biased or errone-
ous outputs.”3*!] Credit providers already use job history, previous salaries, and
access to credit to determine creditworthiness even though race and gender have
shown to have a negative impact on each of these data points.>*?] Data gives Al
sustenance that it can use to learn at faster rates than humans; however, if this data
has built in biases then Al’s objective algorithms will already be tainted by the
influence of bias.[3*3]
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The second problem is that biases are amplified as Al algorithms learn and
evolve. Even if the data inputted in Al algorithms is free from the influence of bias,
these algorithms are not static. Many “learn and change over time” as the system
gains experience.[344] “Notably, these changes are not due to human intervention
to modify the code, but rather to automatic modifications made by the machine to
its own behavior.”>*>] These algorithms “learn to make decisions independently;
in other words, the algorithms learn to make decisions that reach beyond explicitly
programmed instructions.”[>4%] “Inaccuracies and biases in data may be amplified”
because these “algorithms function autonomously, independently selecting and
analyzing variables, adopting processes, and drawing conclusions.”3*7]

In an analogous context, the historic discriminatory practice of “redlining,”
where the government-sponsored Home Owner’s Loan Corporation outlined areas
with large Black populations on red ink on its maps as a warning to mortgage lend-
ers, resulted in overt discrimination with lasting effects.l>*%] Studies have shown
that “in cities with a history of redlining, the redlined areas today generally remain
more segregated and more economically disadvantaged.”l3*°] In an AI context,
redlining behavior could occur if Al “evolves” to associate certain communities
with safer investments or an increased risk of disloyal behavior, but such a pro-
cess could be hidden from an expert or program administrator and they could be
unaware they are engaging in an unlawful practice.>"]

Amazon.com, Inc. (Amazon) experienced problems with an Al employment
tool because of both the “garbage in, garbage out” and machine-learning evo-
lution problems. In 2018, Amazon had to scrap an Al recruiting tool because it
showed a negative bias towards women.!3>!] Automation and machine learning
has been the key to the e-commerce giant’s dominance.?>2! However, the com-
pany ran into problems when it attempted to expand machine learning into its
hiring process. Its machine-learning specialists created programs that reviewed
the resumes of job applicants and gave “job candidates scores ranging from one to
five stars—much like shoppers rate products on Amazon.”2>3] Only one year into
the program, “the company realized its new system was not rating candidates in a
gender neutral way.” The algorithms “were trained to vet applicants by observing
patterns in resumes submitted to the company over a 10-year period.” The system
effectively “taught itself that male candidates were preferable.” For example, “It
penalized resumes that included the word ‘women’s,” as in ‘women’s chess club
captain.”” Most concerning, there “was no guarantee that the machines would not
devise other ways of sorting candidates that could prove discriminatory” even
after the company edited the programs to make terms, like women, neutral in the
decision process. 324!
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“Concerns regarding racial or gender bias in Al have arisen in applications as
varied as hiring, policing, judicial sentencing, and financial services. The applica-
tion of Al to the financial services sector is particularly relevant when considering
how using consumer credit information data in risk assessments could create bias
in the security clearance process. “Banks have recently been pushing into Al for
trade surveillance and financial crimes compliance.”l>>>] One of the motivating
factors for this push has been an effort to use this “technology to identify risks
proactively through predictive analytics.”[>°%] However, “fairness and equity is
not something that an algorithm can necessarily be trained” to weigh.[>>7]
commonly noted and related example, ‘American Express lowered a customer’s
credit limit from $10,800 to $3,800, not based on his payment history with the
company, but because ‘other customers who [had] used their card at establish-
ments where [he had] recently shopped [had] a poor repayment history with
American Express.””378] Zest Al a leading underwriting service provider that
uses algorithms to make credit decisions, has taken the position that “all data is
credit data—that is, predictive analytics can take virtually any scrap of information
about a person, [analyze] whether it corresponds to a characteristic of known-
to-be-creditworthy people, and extrapolate accordingly.”l?>%] “In a 2008 FTC
enforcement action against CompuCredit, the FTC alleged the company deceived
consumers ‘by failing to disclose that consumers’ credit lines would be reduced if
they used their credit cards for cash advances or for certain types of transactions,
including marriage counseling, or at bars and nightclubs.””[3%0] If an AT algorithm
is fed a large amount of consumer financial data on a security clearance holder, the
algorithm could evolve to erroneously identify potential intelligence threats using
discriminatory and erroneous factors.

“In a

The third problem is understanding and measuring fairness.2°!] Federal agen-
cies can “responsibly take advantage” of the ways “Al can improve on traditional
human-decision-making.”1392] In fact, “using Al to improve decision-making may
benefit traditionally disadvantaged groups, as researchers Jon Kleinberg, Sendhil
Mullainathan, and others call the ‘disparate benefits from improved predic-
tion.””393] Fairness in the AI context seems straightforward, but it can be difficult
to implement. Developers can require “that models have equal predictive value
across groups” or require “that models have equal false positive and false negative
rates across groups. However, this leads to a significant challenge—different fair-
ness definitions usually cannot be satisfied at the same time.”[>%*] Industry leaders
like Google highlight “there is no standard definition of fairness, whether decisions
are made by humans or machines. Identifying appropriate fairness criteria for a
system requires accounting for user experience, cultural, social, historical, political,
legal, and ethical considerations ...71365] “Tech Giants™ like Facebook, Amazon,
Microsoft, Google, and IBM have all announced open source tools that developers
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can use to examine bias and fairness in Al systems, but these tools are only as good
as the criteria and factors that developers create.3%%] State-of-the-art bias mitiga-
tion algorithms may help address the concerns previously identified, but federal
agencies will still be left with the challenge of defining fairness when it comes to
the security clearance context. Unlike in a hiring decision where a discriminatory
disparate impact presents both legal and moral concerns, should mere alert or flag-
ging systems have to follow this same definition of fairness? Decision-makers will
have to wrestle with the trade-offs from modifying an algorithm to ensure fairness
across groups and the insights that might be gained from better factoring in individ-
ual differences.

Even if an algorithm erroneously or discriminately identifies a clearance
holder as a potential threat, proponents of using Al in the continuous evaluation
process can argue that a neutral, trained adjudicator will still need to review the
alert and make a decision based on the underlying information that caused the alert.
However, an agency’s decision to begin an investigation into a holder’s continued
eligibility for a security clearance is largely shielded from judicial review under
discrimination laws like Title VII of the Civil Rights Act of 1964.1367] Consistent
with the Supreme Court’s holding in Egan, “the general presumption favoring judi-
cial review ‘runs aground when it encounters concerns of national security.””3%8]
Future courts could hold that a machine-learning-based system administered by
“appropriately trained adjudicative personnel” is largely or completely immune
from judicial review..>?] Even if a trained adjudicator ultimately makes a decision
that the clearance holder’s continued eligibility is not at risk, the clearance hold-
er’s work may already have been interrupted by an investigation and there is no
source of judicial redress for the underlying errors in the system. Courts may find
ways to redress “runaway” machine learning systems under Egan and its progeny,
but litigants would still have challenges getting access to classified or sensitive
algorithms. Agencies will likely resist efforts to expose the underlying algorithms
for these programs in discovery..>’%! Even if litigants were to gain access to the
algorithms, proof that discrimination is occurring may not be apparent, even to
developers.7!] AT has incredible potential to addressing human bias in security
clearance investigations, but agencies will need to address these challenges before
incorporating it into the security clearance process.

It is imperative that any use of machine learning or autonomous identifica-
tion system in the CE context appropriately address these three main challenges:
(1) bias built into data, (2) amplification of bias as Al algorithms learn or evolve,
and (3) understanding and measuring “fairness.” As this technology develops,
the President and the ODNI need to require agencies to report periodically the
demographic data of the individuals flagged by any autonomous system in a way
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that allows effective oversight of the system by Congress and the Executive.
Reporting must be an essential part of any system because it is the only way to
better position agencies to identify and address any disparities and ensure that
the security clearance investigation process is fair. In a recent investigation by
the GAO into the DoD and U.S. Coast Guard’s capabilities to assess racial and
gender disparities in their investigations, military justice, and personnel databases,
the GAO found that neither maintained consistent information about race and
ethnicity in their databases.[372] Even with these database deficiencies, the GAO
“found that Black, Hispanic, and male [service members]| were more likely than
White or female members to be the subjects of investigations recorded in databases
used by the military criminal investigative organizations, and to be tried in ...
courts-martial in all of the military services when controlling for attributes such as
rank and education.”>73] The White House’s Office of Management and Budget
(OMB) has federal standards for reporting race and ethnicity for all federal report-
ing purposes and this investigation showed the importance of using standardized
reporting practices.>’#! In addition, the GAO had difficulty pulling information
from different databases across the different services because the services failed
to accurately record information or they were unable to match records among the
different databases, among other problems.[>’>! It is imperative that the reporting
structure of a continuous evaluation system has accurate data field definitions
and the databases are created in a way that allows researchers to collect, search,
and provide meaningful statistical analysis. Quality information and the ability to
obtain data on a timely basis are essential parts of an effective reporting system and
is the only way for agencies to know whether autonomous reporting systems are
operating in a non-discriminatory fashion.!37°]

In addition, agencies need to develop “responsibility practices” for autono-
mous systems that clearly outline how systems will specifically incorporate fair-
ness into their CE automated systems. Any machine-learning technology acquired
by agencies will need to include bias-mitigation measures that effectively accom-
plish the goal of identifying risks while also protecting clearance holders from
unfair bias. The Information Technology Industry Council, which represents
many of the industry leaders in Al, published a list of principles to guide the
ethical development of AI programs.l’”’] The principles include concepts like
“robust and representative data,” which includes the responsibility of understand-
ing “the parameters and characteristics of the data, to demonstrate the recognition
of potentially harmful bias, and to test for potential bias before and throughout the
deployment of AI system.”l378] In addition, the principles stress the importance
of “interpretability,” which includes findings ways “to mitigate bias, inequity, and
potential harms in automated decision-making systems” using tailored approaches
unique to the context of the system.”>7?! In February 2020, the DoD officially
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adopted ethical principles for Al based on recommendations provided by the
Defense Innovation Board, an independent federal advisory committee.[>80] The
principles, which will apply to both combat and non-combat uses of Al across
all facets of the DoD, include a focus on taking “deliberate steps to minimize
unintended bias.”[38!] In addition, they also recognize the importance of trace-
ability and ensuring Al capabilities are developed and deployed such that relevant
personnel “possess an appropriate understanding of the technology, development
process, and operation methods” including “transparent and auditable methodol-
ogies, data sources, and design procedure and implementation.”[382] Establishing
Al responsibility practices specific to the security clearance process, derived
from the principles already instituted by the DoD, will assist agencies tailor their
systems to the unique needs of their continuous evaluation systems while still
ensuring developers, contractors, and industry develop the systems in an ethical
manner that mitigates the risk of bias. Implementing these policies along with
effective reporting is the best way to prevent unfair bias or discrimination from
affecting CE programs.

D. Unfair Debt Collection Practices Reporting and Education

The last piece of the security clearance process that needs attention as agencies
use consumer credit information in the CE process is unfair debt collection practices
affecting clearance holders. Agencies need to educate their workforces about their
rights when contacted by debt collectors and create avenues for clearance holders
to report deceptive and unfair debt collection tactics. In addition, agencies need
to provide effective training to adjudicators and investigators that focuses on an
individual’s rights under the FDCPA and the potential unfair consequences of CE
on debt collection practices. Although there is no published information on how
unfair debt collection practices affect clearance holders or the security clearance
investigation process, military personnel make up a significant percentage of
the over four million individuals who hold a security clearancel*3] and service
members have reported more complaints about debt collection activities than the
general population.23] A debt collector cannot tell a service member’s chain of
command that the member owes a debt; threaten the service member with prosecu-
tion under the Uniform Code of Military Justice (UCMJ); nor “Threaten an action
they are not authorized to pursue,” such as revoking the service member’s security
clearance or reducing the member’s rank.[3%°]

Many of the complaints by service members are directly relevant to concerns
about continued eligibility for access to classified information for all clearance
holders and its relation to consumer credit information.’%¢] “When compared
to the general population who files complaints [to the CFPB], service members’
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complaints are nearly twice as likely to be about debt collection.”'38”] In many of

the complaints the CFPB receives, service members assert “the amount of under-
lying debt is inaccurate or unfair” and a significant number of complaints are about
calls to third parties (including the member’s chain of command) about debts, a
violation of the FDCPA.[3%8] The CFPB has brought enforcement actions against
Navy Federal Credit Union (NFCU) and an auto lender for threatening service
members that they would take would take legal action against them and contact
their commanding officers if they did not promptly make payment on unpaid
debts to coerce them into paying, despite the fact that they were not authorized
to communicate with their employers.’8?] When taking action against NCFU,
the CFPB specifically mentioned the concern that “consumer credit problems can
result in disciplinary proceedings or lead to revocation of a security clearance.”370!
In 2015, the Washington State Office of the Attorney General settled with Freedom
Stores, Inc. for its unfair debt collection practices, including contacting service
members’ units and commanders to discuss the details surrounding their debt.[3%!]

On March 2, 2020, the U.S. House of Representatives unanimously passed
The Fair Debt Collection Practices for Service Members Act with the express
purpose of providing “enhanced protection against debt collector harassment of
members of the Armed Forces.”2?2] The bill would have amended the FDCPA to
specifically prohibit debt collectors from threatening to revoke the service mem-
ber’s security clearance and makes it an unfair practice to threaten that failing to
“cooperate with a debt collector” will result in a revocation of the service mem-
ber’s security clearance.>?3] It also outlined prohibitions regarding similar threats
to have the service members reduced in rank or prosecuted under the UCMJ.[3%%]
In addition, it required the GAO to study the impact that this bill will have on the
timely delivery of information about these new proposed changes to the FDCPA;
“military readiness; and national security, including the extent to which covered
members with security clearances would be impacted by uncollected debt.”[3%>]
Although this bill proscribed debt collector practices that are already likely unfair
or deceptive under the FDCPA, it was a direct response to recent cases showing
that debt collectors have targeted service members with harassment and invoked
the danger of losing one’s security clearance to induce compliance.

Based on the above cases, the CFPB and state attorneys general have the
legal tools they need to combat unfair and deceptive debt collectors under the
current security clearance process, but CE will add an additional coercive effect to
threats by debt collectors towards clearance holders. Since CE will use an ongoing
screening process and leverage automated record checks, a debt collector who is
attempting to collect a debt that is not on a clearance holder’s credit report could
state that the debt, whether valid or invalid, will be reported to the CRAs and be
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flagged by CE programs. Consequently, a clearance holder may be more willing to
agree to resolve a debt that they do not owe, is time-barred from collection based
on the statute of limitations, or includes fees and charges that they do not agree
with rather than face the prospect of a negative credit report entry being flagged
by CE programs. This possible consequence is particularly concerning when a
partial payment could “revive time-barred debts—causing legal unenforceable
debt to become enforceable once more, despite the initial statute of limitations
running its course.”3%%! For these reasons, it is imperative that agencies educate
their workforces about their rights when contacted by debt collectors and create
policies that allow clearance holders to report deceptive and unfair debt collec-
tion tactics to security professionals in ways that will not jeopardize their security
clearances. In addition, training must be provided to adjudicators and investigators
that focuses on an individual’s rights under the FDCPA and the potential unfair
consequences of CE on debt collection practices. The National Security Adjudica-
tive Guidelines, which were revised in 2017, included a reasonably-based dispute
as to the legitimacy of past-due debt as one the “conditions that could mitigate
security concerns” with regard to financial concerns.2?’] Specifically, one of the
mitigating conditions is that “the individual has a reasonable basis to dispute the
legitimacy of the past-due debt which is the cause of the problem and provides
documented proof to substantiate the basis of the dispute or provides evidence of
actions to resolve the issue.”l>%8! Since disputing the legitimacy of a debt could
take several months,2?°] a clearance holder may not have “documented proof to
substantiate the basis of the dispute” when a debt is first reported on a credit report
and identified in an automated records check. A clearance holder should not have
their continued eligibility for access to classified information placed in jeopardy
until they have had full and fair opportunity to validate the legitimacy of a debt
and dispute the basis or amount of the debt. Clearance holders that do not under-
stand their rights or how their employer will handle disputed or unverified debts is
more likely to pay a debt they do not owe or succumb to unfair or deceptive debt
collection practices and agencies need to understand these potential consequences
as they institute CE programs.

VI. CoNCLUSION

During the Truman Administration, his loyalty program investigated more than
4.7 million federal employees for disloyalty.!*’%l The program came to fruition
during the Cold War to protect against the “infiltration of disloyal persons” and even
included provisions designed to give employees “equal protection from unfounded
accusations of disloyalty.”[*?!] However, the program had a corrosive effect on
the federal workforce and “created a pervasive sense of being ‘watched.””l492] In

the end, only about one in every 13,000 employees subject to investigation were
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actually discharged for disloyalty.[*?3] The modern security clearance process is far

removed from the loyalty program of the Truman era, but it is important to remem-
ber how a program created with noble goals of protecting national security can
cause unnecessary and unfair burdens on federal employees and clearance holders.

Even though national security requires “any doubt whether to grant an indi-
vidual access to classified information” to be “resolved in favor of the national
security,”[404] clearance holders deserve a CE system that is fair, free from bias,
and effective without being unduly burdensome. The ODNI can protect current
clearance holders from the effects of erroneous or misleading consumer credit
information by: (1) mandating an effective, centralized investigation database
that prevents the reflagging of previously adjudicated issues in credit records; (2)
ensuring appropriate oversight and burden sharing among agencies, CRAs, and
clearance holders; (3) requiring the reporting and analysis of automated records
check systems to identify potential bias or disparate impacts on protected classes
and minority groups; and (4) mandating education efforts to address unfair debt
collection practices.

In 2019, Brian Dunbar, the assistant director of security for ODNI’s National
Counterintelligence and Security Center, spoke about the change of perspective
that CE will create in the security clearance investigation process.

With near-real-time information about an employee’s missed
credit card payment, for example, DoD and other adjudicatory
agencies will need to shift their mindset as they evaluate the
trustworthiness of their workforce. I [can] find something out on
you tomorrow that you did yesterday. Time is not going to be a
mitigator. But what might be a mitigator and what will be in the
new adjudicative model will be, what did you do about it? What
outcome, what action did you take? Were you responsible? Or
were you irresponsible? People have lives; people make mistakes.
It’s a different mindset.!40>]

As federal agencies embrace CE in their security clearance and suitability investi-
gation processes, it is imperative that they not only consider how they will judge
the information they receive through CE, but that they also protect clearance hold-
ers from the negative effects of inaccurate credit information and take steps to
create a system that is effective, but also fair.
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